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CHUONG1 TONG QUAN VE QUAN TRI MANG
1.1  Giéi thiéu vé nghé quan tri mang

Sy phét trién vuot bac cua cong nghé thong tin da tao ra mot cudc cach mang vé
cach ching ta lam viéc, giao tiép va twong tac vai thé gidi xung quanh. Tir khi mang
Internet ra doi cho dén nhirng khdm pha méi trong linh vyec tri tué nhan tao va dién toan
dam may, moi khia canh cua cudc song va kinh doanh déu dya vao céc hé théng théng
tin va mang may tinh.

Ngay nay, hau hét moi t6 chirc, tir doanh nghiép 16n dén cac td chire phi lgi nhuan
Vva ca c4 nhan, déu phu thudc vao hé théng may chu va mang may tinh dé hoat dong hiéu
qua. Mang may tinh két nbi con ngudi vai thé gisi, cho phép trao doi thdng tin mot cach
nhanh chong va tién lgi. Tir giri email dén thyuc hién céc giao dich tai chinh truc tuyén,
mang may tinh déng vai trd quan trong trong moi khia canh caa cudc séng.

Tuy nhién, sy phét trién dang kinh ngac nay ciing ddng nghia véi Viéc tao ra
nhitng thach thirc va nguy co méi. Vi su phé bién caa Internet, mang may tinh tré nén
phtic tap hon, va nguy co vé bao mat va an ninh dit liéu ngay cang ting cao. Hé thong
may chu can phai duoc duy tri va quan 1y dé dam bao tinh hoat dong lién tuc va hiéu
suit cao. Piéu d6 da dan dén su ra doi caa mot vi tri viéc lam duoc goi 1a chuyén vién
quan tri mang.

Quan tri mang va quan tri hé théng may chu khong chi 1a mot cng viéc, ma con
la mot nghé thuat doi hoi su tinh té, sw nhay bén va sy kién tri. C6 hai khia canh chinh
ma mot hodc nhiéu chuyén vién trong mot cong ty phai dam nhiém do6 1a quan tri mang
(network administrator) va quan tri hé théng (system administrator).

Network administrator (quan tri mang) la nguoi dam nhan trach nhiém xay dung,
duy tri va quan ly mang luéi thong tin caa mot t chire. Ho 1a nhitng nguoi phai déi mat
Véi viéc trién khai cac giai phap mang, dam bao mang ludn hoat dong 6n dinh, bao mat
va c6 kha niang mé rong khi can thiét. Network administrator ciing phai giai quyét cac
van dé ky thuat lién quan dén két ndi, bang thong va giao tiép gitra cac thiét bi trong
mang.

System administrator (quan tri hé théng may chu) 13 ngudi quan ly, bao tri va cau
hinh hé théng may chi va dich vy lién quan trong mot to chirc. Ho dam bao rang cac
may chu hoat dong on dinh, dap ang nhu cau cia ngudi dung va duy tri tinh bao mat
cua hé théng. System administrator phai xir Iy van dé vé hiéu suat, t6i wu hoa tai nguyén
va thuc hién cac bién phap dam bao an ninh mang, sao luu dir liéu dé dam bao riang hé
thng ludn sin sang hoat dong va cé kha nang phuc hdi sau su cd.



Thong thuong, tuy vao quy mé cua don vi, chuyén vién quan tri mang cua cac
cobng ty, doanh nghiép sé phai thuc hién mot trong hai hoac ca hai khia canh quan tri
mang va quan tri hé thong, diéu nay doi hoi chuyén vién phai c6 nén tang kién thirc virng
vang vé mang va may chu, déng thoi can c6 kha ning tich liy kién thie, kinh nghiém
trong qua trinh 1am viéc thyc té 1au dai. Chuy@n vién quan tri mang cang c6 nhiéu kinh
nghiém thi cang dé dang hon trong viéc trién khai, quan ly va van hanh mot hé théng
mang quy md 16n. Tir d6 gitp ting cudng kha ning hoat dong cua don vi, giam thiéu
rai ro c6 thé dan dén mat mat tai liéu, dix liéu caa khach hang.

1.2 M@y chu la gi va may chia lam nhiém vu gi?

Server hay con goi la méay cha 1a mot hé théng (bao gom: hé diéu hanh, phan mém
va phan cirng may tinh phi hop) dap tng yéu cau trén mot mang may tinh dé cung cap,
hoac hd tro cung cap mét dich vu mang. Céc server cé thé chay trén mot may tinh chuyén
dung, ma ciing thuong duoc goi 1a "may chu", may tinh nay thuong dugc cu tao boi
c4c thanh phan phan cang chuyén dung va thuong duoc lap dat trién khai tai cac phong
dat may chuyén dung hoac cac trung tam di liéu.

B B0 o e Be B R T

Hinh 1-1 May chu HP

Céac may chu thuong hoat dong trong mot mé hinh client-server, server (may chu)
1a cac chuwong trinh may tinh dang chay dé phuc vu yéu cau cua cac chuwong trinh khac,
cac client (khach hang). Do d6, cac may chu thuc hién mot s6 nhiém vu thay mat cho
khach hang. Cac khach hang thudng két ndi véi may chu thong qua mang nhung c6 thé
chay trén cing mot may tinh. Trong hé théng ha ting cua mang Internet Protocol (IP),
mot may cha la mét chuong trinh hoat dong nhu mot socket listener (giao thac nghe).

Céac may chu thuong cung cap cac dich vu thiét yéu qua mang, hoic 1a dé nguoi
ding c& nhan trong mot to chc 16n hodc cho ngudi ding nao théng qua Internet. Cac
may chii may tinh dién hinh 1a may cha co sé dit liéu (database server), may chu tap tin
(file server), may chi mail (mail server), may chu in (print server), may chu web (web
server), may chua game (game server), may chu tng dung (application server), hoac mot
s6 loai khac ciia may chu.

Nhiéu hé thong sir dung mé hinh client/server nay, bao gém cac mang noi b
LAN, hodc cac dich vu khac trén Internet nhu www, e-mail,.v.v do vay may chu dong



vai tro quan trong trong viéc duy tri hoat dong cua hé thdng thong tin hién dai va cung
cap céc dich vu quan trong cho ngudi ding va té chuc.
1.3 Phan loai may cha

Ching ta c6 thé phan loai may chu theo hai cach, theo muc dich st dung va theo
cau tao vat ly.

May chui c6 thé phan thanh céc loai chinh sau, dua theo ciu tao vat Iy.

- May chu dang thap (Tower Server): day 1a loai may cha c6 hinh dang tuong tu
mot thung may tinh ca nhan (PC) thong thuong. Chung thuong dugc dat dung doc lap,
tuong ty nhu mot may tinh dé ban. Hinh 1-2 May chu dang thap Tower Server cho chiing
ta thay hinh dang cua mot may chu dang thap.

Hinh 1-2 May chu dang thap Tower Server
- May chu dang phién (Blade Server): thudng duoc biét dén véi tén goi khac 1a
may chu mat do cao. Pay 1a mét thiét bi bao gom nhiéu mé dun nhé dwoc lap chung
trong mot cu triic dang hop gitp téi wu hoa dién tich va hiéu ning cua hé théng. May
chu dang phién duoc md ta trong hinh dudi day.

ahabibb.)

0

Hinh 1-3 May chu dang phién - Blade Server

- May chu dit trong rack (Rack-mount Server): 1a loai may cha thong dung nhat
hién nay, n6 duoc thiét ké dé duoc gan Ién cac ta rack chuyén dung dugc dat trong cac
trung tam dit liéu hoac phong may chii. Rack-mount Server ¢6 kich thuéc ¢b dinh dé c6
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thé phi hop véi cac ta rack va duoc tinh theo don vi U. Rack-mount Server 1U ¢ kich
thudc chiéu rong — chiéu cao va chiéu sau lan luot 1a 19" x 1.75" x 17.7". Hinh duéi cho
ching ta thay hinh dang cua mét may chu dit trong rack véi kich thudge 1U. Ngoai ra
con ¢6 cac kich thudce khac nhu 2U, 4U, 5U, 6U c6 ti 18 twong duong. Cac thanh phan
phan ciing trong Rack-mount Server thuong dugc trién khai duéi dang mé dun va co
tinh ning hot-plug giup nguoi quan tri d& dang trong viéc kiém tra, bao tri bao dudng
va xir Iy su ¢6 khi can.

Hinh 1-4 M&y chu rack

Trén day 1a ba loai may chu vat ly théng dung nhat, ngoai ra tiiy vao diéu kién sir
dung, c4c nha san xuit ciing dwa ra thi trudng cac dong may chu chuyén dung khac. C6
thé ké dén nhu may chu cong nghiép, may cha luu trit, may chit mé dun,.v.v. Mdi loai
may chua khéac nhau sé& c6 cac dic diém khac nhau vé cau tao vat 1y ciing nhu niang luc
van hanh khéac nhau tly thudc vao diéu kién sir dung. Ki su quan tri mang can 1én ké
hoach, nghién ctru ki luong ting dac tinh, hiéu nang, gia thanh, cac tinh nang chuyén
biét cua ting loai may cha dé co thé lya chon loai may chu phi hop véi doanh nghiép
caa minh.

1.4 Sw khéc biét gitra may chi va may tinh ca nhén

Vé co ban may chil va may tinh c4 nhan déu 1a mot hé thdng may tinh bao gom
day di cac thanh phan nhu: bd vi xt ly, bo mach cha, RAM, 6 dia luu trit, bo nguon.
Tuy nhién do muc dich stir dung khac nhau nén may chu (server) va may tinh ca nhan
(PC) s& c6 mot s6 khac biét nhu sau.

> Khac biét vé muc dich st dung:

S May chu: Thuong duoc st dung dé cung cap dich vu va tai nguyén cho
nhiéu ngudi ding hozc thiét bi khac nhau tir xa. Vi du nhu dich vuy luu trix dix liéu, cung
cap dich vy trang web, thu dién tir, hodc cac dich vu 40 hoa.

o May tinh c4 nhan: Thudng dwoc st dung bai mot ngudi ding tryuc tiép dé
thue hién céc cong viéc hang ngay nhu: soan thao vin ban, truy cap cac trang web, kiém
tra thu dién tir, hoac cac tac vu giai tri nhu xem video, choi tro choi,.v.v.
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> Khéc biét vé hiéu suat: Tir nhitng dic diém vé muc dich st dung ta c6 thé
dua ra dugc nhitng yéu cau khac nhau vé hiéu suét giita may chu va may tinh c& nhan
nhu sau.

o May cha: Can c6 kha niang xu Iy va phuc vu dong thoi nhiéu yéu cau tir
nhiéu ngudi dung khac nhau. Can c6 kha ning hoat dong lién tuc ma khong bi gian doan
trong mot khoang thoi gian dai.

o May tinh c& nhan: Chi duoc thiét ké dé dap wng nhu cau caa mot ngudi
dung don 1 nén khdng yéu cau hiéu suat cao.

> Khac biét vé& phan ciing va tai nguyén:

o May chi: Pugc cung cap bo sung cac thanh phan phan ctng 1am ting kha

nang san sang cua hé thong nhu: 02 CPU, 02 PSU, c6 nhiéu khe cim mo rong dé hd trg
nang cap thém RAM va 6 dia luu trit. Ngoai ra phan cang may chu thudong duoc thiét
ké theo dang module dé c6 thé dé dang thay thé khi c6 su ¢6. Pa s6 cac thanh phan phan
ctng déu duoc thiét ké dé hd trg kha ning hot-plug cho phép thay thé linh kién ngay ca
khi may chi van dang hoat dong.

o May tinh c4 nhan: Thuong chi bao gdm céc thanh phan phan ctmg co ban
du dé dap tng tot cac nhu cau cé& nhan.

> Khéc biét vé hé diéu hanh, phan mém va kha ning bao mat:

o May chu: Hé diéu hanh danh cho may chi thuong duoc thiét ké riéng dé

t6i uu hoa hiéu suat, ting cuong kha nang xir Iy dong thoi nhidu yéu cau, cat giam cac
giao dién d6 hoa dé tang hiéu nang. Pdng thoi 6 kha ning quan Iy tai nguyén va phan
quyén hiéu qua. May chi can c6 mirc do bao mat cao hon dé dam bao an toan di liéu
cho cac don vi sir dung.

o May tinh c4 nhan: Hé diéu hanh danh cho may tinh ca nhan thudng tap
trung vao trai nghiém cua ngudi ding véi céc giao dién dd hoa dep mat. May tinh ca
nhan ciing yéu cau do bao mat thap hon va chi tap trung vao bao vé dit liéu ca nhan cua
nguoi dung.

1.5 Hé diéu hanh danh cho may cha

A. Binh nghia chung vé hé diéu hanh: Hé diéu hanh 1a mot chuong trinh may tinh
hodc mot phan mém cd chic ning quan Iy cac thiét bi phan cang va tai nguyén trén may
tinh. N6 cung cap mot nén tang trung gian giita cac chuong trinh tng dung, nguoi sir
dung va céc thiét bi phan ctng.

Mot khia canh tuyét voi caa hé diéu hanh 1 kha nang thiét ké da dang dé hoan
thanh duoc rat nhiéu cac nhiém vu khac nhau. Cu thé dbi véi cac hé thong Server — Cac
hé thong may tinh dugc sir dung dé luu trix, xir Iy dit liéu 16n — thi hé diéu hanh duoc
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thiét ké dé toi wu hoa hiéu suat st dung phan cimg. Con ddi véi cac may tinh ca nhan
PC thi cac hé diéu hanh lai duoc thiét ké tap trung vao trai nghiém cua nguoi sir dung
v6i cac phan mém soan thao vin ban, hodc cac phan mém giai tri. Nhin chung mot sb
hé diéu hanh duoc thiét ké dé wu tién cho tinh thuan tién, mot s6 khac lai wu tién hiéu
suat xir Iy hoic két hop ca hai dic tinh trén.

Véi tinh chat phuc tap cia mot hé diéu hanh, n6 thudng dugc thiét ké theo ting
thanh phan. Trong d6 mdi thanh phan duoc quy dinh diy du chirc ning, nhiém vy, dir
liéu input va output cua thanh phan d6 ddi véi hé théng. Hinh dudi mé ta vai tro cua hé
diéu hanh trong mot hé théng may tinh.

user user user user
1 2 3 i n
b k y v
compiler assembler text editor oie= database

system

system and application programs

operating system

computer hardware

Hinh 1-5 Vai tro cua hé diéu hanh

Trong d6, cac thiét bi phan ciing bao gom: bo xu ly trung tam CPU, b nhé RAM,
va cac thiét bi nhap/xuat. Nhitng thanh phan nay 1a céc tai nguyén co ban ma mot hé
théng may tinh cung cap. Cac chuong trinh tng dung nhu trinh soan thao vin ban, bang
tinh hay trinh duyét web thé hién cach thic ma may tinh st dung tai nguyén dé giai
quyét cac yéu cau dén tir ngudi ding. Hé diéu hanh c6 vai tro diéu khién cac thiét bi
phan cang, diéu phéi tai nguyén cho cac chuong trinh ing dung khéac nhau phuc vu céc
yéu cau khac nhau dén tir nhitng nguoi str dung.

Chung ta ciing c6 thé xem mat hé thong may tinh 1a mét tap hop caa phan ctng,
phan mém va dit liéu. Trong d6 hé diéu hanh 1a mot phan mém trung gian thuc hién viéc
cung cap cac tai nguyén phan cing mot cach hop ly. Hé diéu hanh chi don gian 1a mot
moi trudng dé cac chuong trinh tng dung khac thuc hién céng viéc cia minh mot cach
hiéu qua, doc 1ap va an toan vé mit phan ctng.

B. Hé diéu hanh danh cho may chua trong mé hinh Client — Server cho phép tap
trung céc chirc ning va (ng dung trong mot hozc nhiéu may cha chuyén dung. Cac may
chu tro thanh trung tdm cua hé thdng, cung cap tai nguyén va cac chinh séch vé an ninh.
Cac may tram — client — ¢ quyén truy cap vao cac ngudn tai nguyén sin co trén may
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cha. Cac hé diéu hanh danh cho may chu cung cép cac co ché dé tich hop tat ca céc
thanh phan caa mang va cho phép nhiéu nguoi ding c6 thé ddng thoi truy cap va sir
dung cac ngudn tai nguyén ma khéng phu thudc vao vi tri dia ly. Unix/Linux va cac
phién ban Server cua hé diéu hanh Windows la nhitng dai dién cua cac hé diéu hanh
danh cho may chu.

Windows Server

Hé diéu hanh Windows Server dugc Microsoft phat trién tir nhitng nam 1993 voi
phién ban dau tién c6 tén goi Windows NT 3.1 Advanced Server. Nam 1994 phién ban
Windows NT Server va Windows NT Workstation version 3.5 duoc phat hanh, tiép theo
d6 ra doi cé&c ban version 3.51.

Hé diéu hanh Windows NT dugc phat trién song song hai phién ban 1a Windows
NT Workstation va Windows NT Server. Trong d6 phién ban Workstation duoc thiét ké
dé phuc vu md hinh mang ngang hang con phién ban Server danh cho cac mé hinh mang
Client/Server véi cac hé théng quan Iy tap trung, in an va chia sé tai nguyén.

Cho dén nay hé diéu hanh Windows Server di phat hanh duoc 7 phién ban. Bao
gom: Windows NT Server, Windows 2000, Windows Server 2003, Windows Server
2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012 R2. Bac
biét tir Windows Server 2003 tré di, vai moi phién ban Windows ra doi. Microsoft dua
ra cac phién ban cu thé dé hd trg cac thiét bi phan cirng va vai tro si dung khac nhau
nhu: Web Edition, Standard Edition, Datacenter Edition, Enterprise Edition, Server core
Edition,.v.v.

Mot sé tinh niang chinh cua Windows Server:

- Windows Server cung cap céc dich vu nhu: Dich vu Active Directory,
dich vu web 11S, cac dich vu co s& ha ting nhu Microsoft DHCP Server, Domain Name
System (DNS) Server, va Windows Internet Name Service (WINS) Server, cung cip
cac dich vy co ban cho mang ndi bo va cac may khach trén Internet. Cung cap kha ning
dinh tuyén TCP/IP, kha nang hd tro tir xa Routing and Remote Access Services, chuyén
d6i dia chi NAT, cac dich vu file va in 4n qua mang, cac dich vu bao mat..v.v.

- Ddi véi cac phién ban hd trg hoat dong caa doanh nghiép Windows Server
cung cép céc tinh ning nhu: Windows System Resource Manager — WSRM, Windows
Deployments Services, Fail-over Clustering, Server Migration,.v.v. Nén tang windows
server cung cap cho mang doanh nghiép kha ning hoat dong 6n dinh cling céc giai phap
sao luu va khoi phuc dir liéu téi wu. Cung véi d6 1a kha nang tich hop da dich vy, cac
cong cu theo ddi va chuan doan tinh trang mang, xac dinh va giai quyét cac van dé mot
cach hiéu qua. Pem lai sy van hanh téi wu nhat cho mang doanh nghiép.
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- Ao hoa: Tur phién ban Server 2008 trg di. Windows cung cap thém kha
nang ao héa may chu vai cong nghé Hyper-V. Cho phép giam chi phi, tang kha nang st
dung phan cting, tdi uu hoa co sd ha ting va kha ning phuc vy cia may chi. Cong nghé
40 héa cua windows cho phép 4o héa nhiéu loai hé diéu hanh — windows, linux trén
ciing mot hé théng may cha. Vé6i cac bude cu hinh cai dit don gian va linh dong. Hyper-
V dem lai lgi ich téi wu cho cac hé théng mang.

- Bao mat: Windows Server duoc ti wu hoa vé bao mat véi nhiing tinh
nang nhu: Network Access Protection, Right Management Services, cac cong nghé truy
cap tir xa nhu VPN, Direct Access. Theo ddi va dua ra cac quy dinh d6i véi nguoi sir
dung bang Group Policy va Event Viewer. Thuc thi cac chinh sach kiém soat va ngin
chan biang Windows Firewall gip giam thiéu téi da nhitng méi nguy hai ddi véi Server.

Linux Server

Linux 12 t&n goi cia mot hé didu hanh may tinh twong tu nhu Unix, 1a mot hé diéu
hanh cung cap d6 tin cay va an ninh cao trong cac tng dung chuyén nghiép. Nhiéu may
chua trén khap thé giéi ma chang luu trit cac dir liéu cho cac website phd bién (nhu
YouTube va Google) sir dung bién thé ctia Unix, Linux ciing 13 tén hat nhan cua hé diéu
hanh.

Phién ban Linux dau tién do Linus Torvalds viét vao naim 1991, lic ong con 1a
mét sinh vién caa Pai hoc Helsinki tai Phan Lan. Ong lam viéc mot cach hing say trong
vong 3 nam lién tuc va cho ra doi phién ban Linux 1.0 vao ndm 1994. B6 phan cha yéu
nay duoc phat trién va tung ra trén thi truong dudi ban quyén GNU (General Public
License). Do d6 ma bt ctr ai cling c6 thé tai va xem ma ngudn cta Linux.

Thuat ngir "Linux" duoc sir dung dé chi nhan Linux, nhung tén nay duoc sir dung
mét cach rong rai dé miéu ta tong thé mot hé diéu hanh giéng Unix (con duogc biét dén
dudi tén GNU/Linux) dugc tao ra boi viéc dong goi nhan Linux cung vai cac thu vién
va cong cu GNU, ciing nhu 14 cac ban phan phéi Linux. Thuc té thi d6 1a tap hop mot
s6 lugng 16n cac phan mém nhu may cha web, cac ngdn ngir 1ap trinh, cac hé quan tri
co so dir ligu, cac moi truong lam viéc desktop nhe GNOME va KDE, va cac trng dung
thich hop cho cdng viéc van phong nhu OpenOffice.

Ban dau, Linux duoc phat trién va sir dung bai nhitng ngudi say mé. Tuy nhién,
hién nay Linux da c6 dugc su hd tro bai cac cong ty lon nhu IBM va Hewlett-Packard,
d6ng thoi no ciing bat kip duoc cac phién ban Unix doc quyén va tham chi 1a mot thach
thire di véi su théng tri cua Microsoft Windows trong mét s6 linh vuc. Sé di Linux dat
dugc nhirng thanh céng mot cach nhanh chéng 1a nhd vao cac dic tinh ni bat so véi
cac hé théng khac: chi phi phan ciing thap, toc do cao (khi so sanh véi cac phién ban
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Unix doc quyén) va kha ning bao mat tét, do tin cay cao (khi so sanh véi Windows)
cling nhu 13 cac dic diém vé gia thanh ré, khdng bi phu thudc vao nha cung cip. Mot
dic tinh ndi troi caa né 1a dwgc phét trién boi mot md hinh phat trién phan mém ngudn
ma hiéu qua.

Tuy nhién, hién tai sé lwong phan cing dugc hd tro boi Linux van con rat khiém
t6n so véi Windows vi cac trinh diéu khién thiét bi twong thich véi Windows nhiéu hon
1a Linux. Nhung trong twong lai sé luong phan cimg duoc hd trg cho Linux s& ting 1én.

Linux hién nay c6 nhiéu ban phan phdi khac nhau, mét phan béi tinh chat nguon
mé cia nd. Sau day 1a mot sé ban phan phdi cha yéu: Debian GNU/Linux, Red Hat,
Fedora Core, SUSE, Ubuntu, Mandrake/Mandriva, Gentoo, Slackware, Hacao.

Hinh 1-6 Biéu furong Linux

Céc hé diéu hang mang sir dung nhén linux noi chung c¢é cac wu diém nhu sau:

. Chi phi trién khai thap do 1a phan mém ngudn ma. Mot s6 ban phan phéi
cOn mién phi hoan toan.

. Bao mat tét: nho hé théng phan cap nguoi ding téi vu. Linux dugc ménh
danh Ia hé diéu hanh khong c6 virus.

. Hiéu suat cao va tiét kiém duoc tai nguyén.

. Cung cap day du cac dich vu may chi nhw Web, DHCP, DNS,..v.v. Céc
server Linux dic biét thich hop cho trién khai dich vu Web véi gia thanh ré va hiéu suat
cao.

. D& dang tich hop thém cac module phan mém duoc phat trién trong cong
dong phat trién phan mém nguon ma.

. Puoc hd trg tir cong ddong ngudi sir dung la cac chuyén gia.

Véi dic thu 1a mot hé diéu hanh ma ngudn mé nén da co rat nhiéu cac phién ban
khac nhau ctia UNIX/Linux duoc tao ra nham phuc vu muc dich cua mdi ca nhan, co
quan doanh nghiép hoic céc thiét bi chuyén dung. Céc phién ban d6 dugc goi la céc ban
phan phdi — distro. Trong d6 cac distro thong dung nhat dugc sir dung cho cac hé diéu
hanh mang c6 thé ké dén 1a: Debian,CentOS, Redhat Enterprise Linux va Ubuntu Server
Edition.
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CHUONG 2 WINDOWS SERVER VA MO HINH ACTIVE
DIRECTORY

2.1 Giéi thiéu chung vé Windows va Active Directory
2.1.1 Giéi thiéu chung vé Windows.

Microsoft Windows (hoic don gian 1a Windows) la tén cua mot ho hé diéu
hanh dua trén giao dién nguoi dung d6 hoa dugc phat trién va duoc phan phdi
boi Microsoft. N6 bao gom mét vai cac dong hé diéu hanh, mdi trong s6 d6 phuc vu mot
phan nhat dinh cua nganh céng nghiép may tinh. Hé diéu hanh Windows lan dau tién
duoc gidi thiéu vao nam 1985 véi tén goi Microsoft Windows 1.0 1a mét bude dot pha
ngoan muc tir hé diéu hanh MS-DOS trudc d6, ngudi sir dung lan dau tién co thé su
dung chudt dé truy nhap vao céc ctra s6 thay vi phai nhap cac cau lénh rudm ra nhu
trudc.

Sau nhiéu nam phat trién Microsoft da dua ra nhiéu phién ban khac nhau phuc vu
nhiéu muc dich khac nhau cta hé diéu hanh Windows. Trong dé, c6 thé ké dén céc phién
ban hé diéu hanh phuc vu cho may tinh ca nhan chiém thi phan rat I6n trén thi truong
nhu Windows 95, Windows 98, Windows XP, Windows 7, Windows 8, Windows 10.
Céc phién ban Windows danh cho may tinh ca nhan cua Microsoft duoc biét dén voi
giao dién nguoi dung (GUI) than thién, hd trg da nhiém, hd tro nhiéu loai tng dung phan
mém khac nhau, tuong thich vai nhiéu hé thong phan cang khac nhau, ¢ kha niang két
ndi mang va cung cip céc tinh nang bao mat hiéu qua. Bac biét Microsoft con cung cap
thém bo phan mém vian phong Office v6i cac ¢ong cu nhu Word, Excel, PowerPoint
gilp giai quyét cac cong viéc van phong mot cach hiéu qua. Chinh vi vay, hé diéu hanh
Windows phién ban danh cho may tinh ¢4 nhan dugc sir dung rat nhiéu tai cac cong ty,
doanh nghié€p va co quan nha nudc.

Mot nhanh khac caa Windows 1a phién ban hé diéu hanh danh cho may chua hay
con goi 12 NOS — Network Operating System. Hé diéu hanh mang, hay NOS Ia thuat
ngir dung dé mé ta hé diéu hanh cia mot hé théng ma cac may tinh duoc ndi mang va
cung chia sé cac loai tai nguyén khac nhau nhu tai khoan nguoi dung, nhém. Cac loai
tai nguyén do dugc cung luu trit trong mot co so dit liéu duoc dat trén may cha, quan tri
boi chuyén vién quan tri mang va duoc sir dung boi ngudi dung cudi.

Microsoft lan dau tich hop méi trudng NOS vao dau nhimg nam 1990 véi phién
ban Windows NT 3.0, ma trong d6 két hop mét sé giao thirc quan tri mang cuc bo. Hé
diéu hanh NT duoc phat trién mot cach cham chap, dén nam 1997, thuit ngir Active
Directory méi lan dau duoc gidi thiéu.

Cho dén nay thi Windows Server di ra mét nhiing phién ban nhu sau:
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Windows NT 3.1

Niam 1993, Microsoft phat hanh Windows NT 3.1, 14 phién ban dau tién cua hé
théng. Windows NT 3.1 13 hé théng 32-bit, sé hitu mot phién ban danh cho may chu va
mot phién ban danh cho thiét bj dau cudi.

Phién ban may chu dwoc nang cip thanh dong Windows Server. Do viéc tach ra
phién ban may chu chuyén dung caa hé diéu hanh 1a tir phién ban NT tiéu chuan nén
khéng c6 Windows NT Server phién ban 1.

Windows NT 3.5

Niam 1994, Microsoft cho ra mat Windows 3.5. Phién ban hé diéu hanh nay cho
phép két ndi véi cac hé thong Unix va Novell Netware.

Llc bay gio, Windows Server 1a mot tén tudi mai trén thi treong va hau hét cac
mang déu chay trén may chu Unix hoic Novell.Inc. Vi vay, dé duoc cac doanh nghiép
sir dung mang chap nhan, Windows Server phai twong thich véi hai hé théng nay.

Windows NT 3.51

Nam 1995, Microsoft tao ra Windows NT 3.51 dé quan ly cac may tinh chay
Windows 95. Hé théng may chu c6 duoc kha ning quan ly gidy phép phan mém cho
may khach, cai dit, cap nhat Windows 95 va yéu té caa hé diéu hanh qua mang.

Windows NT 4.0

Nam 1996, Microsoft phat hanh Windows NT 4.0, mang nét dac trung trong giao
dién caa Windows 95 va bao gom Internet Information (11S) 2.0 mién phi.

11S (may chu thong tin Internet) l1a hé thong méay chu web caa Microsoft, canh
tranh truc tiép véi Apache HTTP Server. Nam 2018, IIS vuot qua Apache va tro thanh
mét trong c&c phién ban windows server dugc cai dit rong rai nhat.

Nam 1997, Microsoft tao ra Windows NT Server Enterprise véi nhiing cai tién
nhu: tich hop céc dich vu ma hoa public key, quan ly hé diéu hanh cho cac may chu,
Transaction Server va Message Queue Server.

Nam 1998, Microsoft co su cai tién cudi ciing cho Windows NT Server va cho ra
mat phién ban Windows NT 4.0 Terminal Server. Phién ban nay tao ra mot cau ndi tir
cac ung dung DOS 16-bit dé ching co thé giao tiép voi moi trudng Desktop 32-bit.

Windows Server 2000

Nam 2000, Microsoft khong con st dung thuwong hiéu “NT” va phat hanh
Windows Server 2000. Ké tir day, tén phién ban ciia Windows Server dugc dit kém theo
nam phat hanh.

Céc tinh ning ctia phién ban nay bao gom: hd trg cho XML, tao Active Server
Pages (ASP) va Active Directory dé xac thuc nguoi ding. Trong thoi gian nay,

Microsoft cling da phat hanh Advanced Server va Datacenter Server.
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Windows Server 2003

Windows Server 2003 1a mét trong cac phién ban Windows Server duoc cai tién
hon dwa trén Windows Server 2000 nham muc dich giam cac su kién yéu cau khai dong
lai hé théng. Microsoft tap trung phat trién cac tinh ning bao mat cho hé diéu hanh va
day 1a 1an dau tién méi truong .NET duoc tich hop vao hé diéu hanh Windows Server.
Windows Server 2003 cho phép duoc didu chinh theo cac tac vu cu thé. Bén canh phién
ban Standard, Advanced va Datacenter, Microsoft con cung cip phién ban Windows
Server 2003 Web.

Mot thoi gian sau 6, Microsoft da tao ra mot ban cap nhat chuyén doi hé thdng
véi chuong trinh 64-bit.

Windows Server 2003 R2

Nam 2005, Microsoft cho ra mit Windows Server 2003 R2. Nguoi dung di mua
Windows Server 2003 duogc phép truy cap mién phi phién ban méi nay.

Nhitng cai tién cho hé thdng Windows Server 2003 R2 tap trung vao van dé bao
mat. Active Directory véi tinh nang xac thuc ngudi ding van dugc duy tri cho dén ngay
nay.

Ngoai ra, Microsoft con phat trién tinh ning Active Directory Federation Services
cho hé théng xac thuc nay va duoc tich hgp vao R2, cho phép céc dich vu bén ngoai
dugc bao gom trong cac quyén Single Sign On.

Tiép theo 1a mot nang cap khac cua Active Directory - ché do Active Directory
Application, cho phép ngudi dung tiép can duoc voi cac ung dung di duoc xac minh
thdng qua AD.

G6i R2 cho phép thiét lap céc chinh sach bao mat cho nhém hé thdng thong qua
Security Configuration Wizard, nén dit lidu tét hon dé truyén file va quy trinh nhan ban
cho cac mang WAN multisite.

Windows Server 2008

Windows Server 2008 la mot trong cac phién ban Windows Server dugc cap nhat
cac tién ich mai la Event Viewer va Server Manager.

Pay 1a nhitng cong cu quan tri hé thong ¢ nhiéu wu diém vuot troi, cho phép cac
admin kiém soét tot hon hoat dong cua may chu.

Céc phién ban Windows Server 2008 gom c6 6 phién ban chinh:

Windows Server 2008 Standard

Windows Server 2008 Enterprise

Windows Server 2008 Data center

Windows Web Server 2008

Windows HPC (High-performance computing) Server 2008
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Windows Server 2008 for Itanium-based Systems.

Ngoai ra, Windows Server 2008 con c0 3 phién ban Standard, Enterprise, Data
center khong hd trg Hyper-V.

Windows Server 2008 R2

Windows Server 2008 R2 khac v&i Windows Server 2008 vé k§y thuat va gidp
dura hé thong thuc thi chuong trinh 18n méi trudng 64-bit.

Phién ban Windows Server c6 mot sb thay d6i khac trong Active Directory, cai
thién viéc thuc hién group policy va mot vai service mai XUét hién nhu: Remote Desktop
Services (RDS), BranchCache, DirectAccess dé cai thién quyén truy cap vao may cha
cho nguoi dung tur xa.

Windows Server 2012

Niam 2012, Microsoft d3 thém cong nghé “dam may” vao Windows Server dé cho
phép hé diéu hanh nay twong tac tot hon véi cac dich vu off-site. Windows Server 2012
dugc Microsoft quang ba véi vai trd 13 mot “Cloud OS” (hé diéu hanh dam may).

Windows Server trong phién ban nay tap trung vao viéc lam Hyper-V, tich hop
V6i tinh ning onsite. Hé théng luu trit cling dwgc cap nhat trong phién ban nay.

Switch ao Hyper-V va Hyper-V Replica ciing dugc tich hgp trong phién ban nay.
Windows Server 2012 c6 4 phién ban gom: Essentials, Foundation, Standard va
Datacenter.

Windows Server 2012 R2

Windows Server 2012 R2 la mot trong cac phién ban Windows Server 2012 dugc
ra mat vao nam 2013.

O phién ban nay, PowerShell duoc mo rong hon nita, cac chirc ning may chu
onsite tot hon, cung cip kha ning tich hop cac dich vu dam may, cac web service, hé
théng luu trir va 40 hoa.

Céc tinh ning luu trit duoc cai tién trong ban nang cap nay bao gom: nhan ban
c4c file phan tan va cai thién quyén truy cap cho chia s¢ file, diéu khién céc thiét bi di
dong bang phan mém tir may cha ciing duoc cai thién.

Microsoft di cho ra mat hé théng Desired State Configuration dwa trén
PowerShell v&i muc dich 1a ting cuong quan ly cau hinh mang.

Windows Server 2016

Windows Server 2016 thuoc loai Nano Server, bao gom Server Core va c6 it giao
dién hon. Cac hé thong VM ciing duoc tich hop vao hé thdng ma hoa Hyper-V va kha
nang tuong tdc mdi hon vaoi Docker.

Cong cu nay cho phép cac quan trj vién hé thong cung cdp phan mém thuoc so
hitu ctia cong ty cho céc thiét bi do ngudi ding so hitu. Tinh ning Network Controller
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trong Windows Server 2016 gitp cac admin quan ly ca thiét bi mang vat Iy va ao tir mot
bang diéu khién. Windows Server 2016 khong c6 phién ban R2. Cac phién ban Windows
Server 2016 gom:

Windows Server 2016 Datacenter

Windows Server 2016 Standard

Windows Server 2016 Essentials

Windows Server 2016 MultiPoint Premium Server

Windows Storage Server 2016

Microsoft Hyper-V Server 2016.

Giao dién cai dat Windows Server 2016

Giao dién cai dat Windows Server 2016

Windows Server 2019

Windows Server 2019 duoc phat hanh vao thang 10 nam 2018, 1a phién ban mai
nhat cua hé diéu hanh may chu caa Microsoft.

Hé diéu hanh c6 cac tinh ning mai nhu: két ndi moi trueong tai chd vai Azure, bd
sung cac 16p bao mat nhiam gitp ngudi ding hién dai hda cac tng dung ciing nhu co s&
ha tang cua may tinh.

Cac phién ban Windows Server 2019 gom: Essentials, Standard va Datacenter.

2.1.2 Lich sir phat trién cia Active Directory

Thuat ngit Directory Service dugc dinh nghia la cac kho luu trir thdng tin cua cac
hé thong mang, (ng dung va dit liéu cia mot hé diéu hanh mang gitp phuc vu hoat dong
cua nhiéu ngudi dung. Trong thuc té o rat nhiéu kiéu dich vy thu muc khac nhau, c6
thé ké dén nhu hé thong email, hé théng DNS,.v.v. Mic du cac hé théng nay déu cd cac
dac diém ctia mot dich vy thu muc nhung chi ¢d X.500 va giao thic LDAP (Lightweigh
Directory Access Protocol ) 1a x4c dinh day du c4c tidu chuan vé viéc mot dich vu thu
muc can duoc trién khai va truy cap nhu thé nao.

Niam 1988, Lién minh vién thdng quéc té (ITU) va té chirc qudc té vé tiéu chuan
hoa (ISO) di hop tac dé phat trién mot loat cac tiéu chuan xung quanh dich vu thu myc,
sau nay dugc goi la giao thac X.500. Mac du X.500 dugc chirng minh la mot mé hinh
t6t dé cau tric mot thu muc va cung cap nhiéu chirc ning xung quanh cac hoat dong
nang cao va bao mat, nhung X.500 to ra qua phic tap khién cho né khdng thé duoc trién
khai & quy mé lén. Do d6, mot nhém cac nha nghién ctru dén tir Pai hoc Michigan da
bat dau nghién ciru mot giao thic truy cap X.500 don gian hon duoc goi 1a LDAP. Phién
ban dau tién cia LDAP dugc phat hanh vao nam 1993 dugc md ta trong RFC 1487, tuy
nhién phién ban nay khdng thanh cng do con thiéu nhiéu tinh nang. Phai dén nam 1995
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khi LDAPV2 ra mit va dugc mé ta trong RFC 1977 thi LDAP méi bt dau tré nén phd
bién. Bén nam 1977 LDAP v3 duoc md ta trong RFC 2251 da cung cip mét sd tinh
ning méi va 1am cho LDAP du kha ning dé mé rong ciing nhu phu hop vai cac nha
cung cap. Ké tir d6 thi cac cong ty nhu Netscape, Sun, Novell, IBM, OpenLDAP
Foundation va Microsoft di phat trién va van hanh cac may chu thu muc cua riéng ho
dua trén LDAP.

2.2 M6 hinh AD DS

Dit liéu luu trit trong Active Directory dugc biéu dién véi ngudi ding dudi dang
c4u tric phan cap hinh cay twong tu nhu cach thirc luu trix trong cac hé thong tap tin.
Trong cac cap c6 cac Object — ddi twong dai dién cho mot thuc thé tham gia trong hé
théng mang. Mot Object ¢6 thé 1a mot ngudi ding, mot thiét bi hay mot nhém. C6 02
loai Object chinh la: Containers va Non Containers. Cac Object thuoc loai Non
Container con dugc goi 1 nit 1. Mot hodc nhiéu Container phan nhanh tir nat goc, mdi
Container c6 thé chaa cac nat 14 hoac cac Container khac. Mot nat 14 ¢ thé chira nhiéu
Object hoic ciing c6 thé khdng chaa Object ndo. Hinh dudi mé ta cau tric caa AD DS.

oo@'

@
@

@0

Hinh 2-1 Cdu tric cza AD DS

Cung xem xét dén quan hé cha con cua cac Container trong hinh.. Géc cua cay
¢ 02 Container con la Finance va Sales. Ca hai déu la Container c6 thé chira cac Object.
Sales c6 02 Container con cua riéng no la Pre-Sales va Post-Sales. Chi cé Pre-Sales c6
chtra cac Object con, cac Object nay c6 thé 1a User, Computer va Group. M&i Object
con nay sé goi Pre-Sales la cha va phai thuc thi cac chinh sach dwoc &p dung tur cha
xudng. So 6 ma chling ta vira phan tich trong Active Directory dugc goi la Domain.

uiD

21



Vi hang triéu Object co trong co sé dit liéu cua Active Directory, mdi Object
can duoc luu trir va dinh danh mét cach riéng biét. DBé giai quyét van dé d6 hé thong cua
Microsoft di tao ra GUID — mi dinh danh cho tirng Object riéng biét. GUID duoc biéu
din bai 128 bit nhi phan theo cau tric cia UUID cua cong ty DEC. UUID/GUID khong
duge dam bao 1a duy nhit, tuy nhién né dwge dam bao sy khong trung lap trong mot
khoang thoi gian dai. GUID cia mot Object van ton tai véi Object d6 cho dén khi n6 bi
x0a, ké ca trong truong hop Object d6 bi doi tén hay di chuyén trong ciy thong tin thu
muc DIT cua Active Directory. GUID ciia mot Object ciing s& duoc giit nguyén néu
chung ta di chuyén Object nay gitta c4c mién trong ciing mot ving da mién. Tuy nhién,
GUID khéng d& nhé va ciing khong dua trén cau trdc phan cap cia AD cho nén ngudi
ta da stir dung mot cach khac dé tham chiéu cac Object, né duoc goi Ia tén riéng biét —
distinguished name (DN).

Tén riéng biét hay distinguished name (DN) & mét tiéu chuan trong kién trdc
LDAP duoc sir dung dé tham chiéu duy nhat ¢én mot Object. Mot DN trong Active
Directory thuong cé dang:

dc=mycorp,dc=com

Trong vi du trén ta c6 thé thiy domain géc la mycorp.com, céc thanh phan dugc
phan tach nhau bai dau phay va phan biét bai céc tién té “dc” ¢ dau.

Bén canh DN, chung ta con mét thuat ngi nira d6 1a RDN — Relative distinguished
name. RDN dugc dung dé tham chiéu dén mot Object duoc chira trong cac container
cuia mot cau tric AD. Vi du vé mot RDN cua tai khoan Administrator nam trong
container User ciia domain mycorp.com nhu sau:

cn=Administrator,cn=Users,dc=mycorp,dc=com

RDN phai ludn 1a duy nhat trong container ma chling ton tai. Trong mot cau tric
AD c6 thé c6 hai Object triing tén véi nhau tuy nhién ching phai duoc chtra trong cac
container khac nhau. Khong thé c6 hai d6i tugng c6 ding cn 1a Administrator ¢ trong
container User.

Ngoai tién t6 “dc” va “cn” & trén, Bang ... liét ké céc tién t6 thuong xuyén dugc
st dung trong DN. Céc tién t6 nay dugc céng bd trong RFC 2253 “Light-weight
Directory Access Protocol (v3): UTF-8 String Representation of Distinguished Names”.

Domain va Domain Tree

Cau tric logic ctia Active Directory dugc xay dung xung quanh khéi niém
domain. Thuat ngit nay da duoc gidi thi¢u trong Windows NT 3.1 va 4.0. Microsoft da
lién tuc cai tién va cap nhat cau trdc cua Active Directory, cho dén nay mot domain
trong Active Directory bao gom cac thanh phan hay chiic ning sau:
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- M6t cdu trac phan cip dé luu trit cac Object va container dya trén giao thuc
X.500

- Str dung dich vu DNS 1am ma dinh danh duy nhit.

- Cung cap dich vu bao mat xac thuc va cap phép truy cap tai nguyén théng qua
tai khoan trong mién.

- C&c chinh sach giup quy dinh hoac gigi han cac chirc nang theo tirng ngudi dung
hodc may tinh trong mién.

Mot trong nhitng thanh phan khéng thé thiéu trong kién triic Active Directory 1
may chu diéu khién mién hay Domain Controller. May chi nay s& ¢ nhiém vu luu trix
co so dir liéu cua Active Directory bao gdm céac Object, Container va cac dich vu lién
quan. Mdi mot may cha DC chi dugce phép luu trit co so dit liu caa mot domain. Khi
chdng ta tién hanh nang cap mot may chu 18n thanh may cha DC néu trong hé théng
chua ton tai bat ki mot may chu DC hodc mot mién nao thi mic dinh mién duoc tao ra
s& la goc cua mot cay domain va may chi DC d6 sé& chi duoc phép luu trit co so dit liéu
cua domain da duoc tao.

Trong thuc té trién khai, ching ta c6 thé thay cAu tric cay cua domain rat phi hop
cho cac cong ty, doanh nghiép c6 nhiéu chi nhanh va cac bo phan khac nhau. Luc nay
mdi don vi nho hon s& 1a mdt nhanh cua cay, né s& chiu quan Iy theo phan cap tir goc
cho dén cac nhanh va dén tirng Object riéng biét.

Xeét vi du vai cong ty MyCorp cé domain mycorp.com nhu trong hinh duéi day.

asiamycorp AT corope o< amnﬁmm‘m'{m
Hinh 2-2 Domain mycorp.com

Ta c6 thé thay, khi mién mycorp.com duogc khai bao, né s& mic dinh 1a géc cua
mét cau tric goi la cdy domain, hay domain tree. Néu Mycorp c6 cac chi nhanh, no sé
dugc thém vao cdy domain nay vai vai tro la cac nhanh caa cdy, va sé dugc dat tén theo
Cau trac tuong tu. Vi du nhu europe.mycorp.com, asia.mycorp.com,
americas.mycorp.com. C4u trdc nay gidp hé thong dé dang quan 1y ngudi ding va tai
nguyén, c&c mién trong cing mot cau trdc cdy sé& c6 cac quy tic ngam dinh trong viéc
tin twong 1an nhau. Cu thé hon 13, ngudi quan tri cia mién asia.mycorp.com c6 thé cho
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phép bat ki ngudi ding ndo ¢ cac mién khac truy cap vao tai nguyén caa mién asia ma
khong bt budc ngudi dung d6 phai gia nhap mién. Tuy nhién, can ch y rang cac quan
hé tin cay trong cac mién khong anh hudng dén an ninh cua hé thdng. Quyén truy cap
thue té van phai duoc cip boi d6i ngii quan tri. Chinh vi vay, doi ngii quan tri can xem
xét ki trude khi thue hién cdp quyén truy cap cho nguoi dung trong mién.

Forest

Sau khi niam r& duoc cau tric cia mot domain tree, ching ta cing tim hiéu vé
thanh phan tiép theo trong cau triic cua Active Directory c6 tén goi 1a forest. Néu domain
tree la mot tap hop cua cac domain thi forest la tap hop ctia mot hoac vai domain tree.
Toan bo cac domain tree trong forest chia sé nhau cac cau tric va cau hinh chung théng
qua co ché chia sé 1an nhau. Khi mot domain dugc tao ra thi mic dinh ciing s& c6 mot
forest duoc tao ra. Néu c6 mot domain nao khac duoc tham gia vao domain tree di co
hoac c6 mot domain tree méi dugc thém vao thi van chi ton tai mot forest trong hé thong.

Forest duoc tao ra ngay sau khi domain dau tién duoc tao dwoc goi 1a forest root
domain. Forest root domain la mét thanh phan rat quan trong trong cau trdc Active
Directory béi cac dac tinh riéng biét caa nd. Trong Active Directory, ching ta khdng
thé x6a mat forest root domain, néu cac quan tri vién cb gang thuc hién viéc d6 thi toan
bo hé théng c6 thé bi x6a va khdng thé khdi phuc lai dugc.

Chung ta cung xem xét lai vi du vai cdng ty MyCorp, trong truong hop cong ty
c6 mot cong ty con tén 1a Othercorp. Cong ty nay cd tén mién la othercorp.com. Llc
nay, ching ta c6 thé tao mot domain tree cho othercorp.com va cho domain tree nay
tham gia vao forest ciia mycorp.com da ton tai. Nhu vay, forest mycorp.com s& ton tai
cung ltc 02 domain va mycorp.com la forest root domain. Khi d6, quan tri vién hé thong
cd thé cau hinh mutrc do tin cay gitra 02 domain dé cung cap tai nguyén chung cho ca
forest. Quan hé tin cay nay c6 thé tir mot hoic ca hai phia. Vi du vé ciu tric cua forest
mycorp.com duoc thé hién trong hinh ...

mycorp-O™ athercord-O™

o Lo
agid m-;m.tﬂf" NEFE'WNF am!ﬁub'mtw

Hinh 2-3 Cdu tric cua forest

Oou
24



Khi ching ta nhin vao cu tric phan cip cua Active Directory, ching ta c6 thé
thiy né duoc tao thanh tir cac Object riéng 1¢ va cac Object c6 thé hoat dong nhu cac
container dé chira cac ddi tuong khac. OU hay Organizational Unit 12 mot don vi to chuc
dung dé chira cac Object hodc mot cau tric phan cip cac Object va container.

Mic du vé mit dinh nghia OU kha gidng véi container tuy nhién n6 c6 su khac
biét vé kha ning quan tri. OU cho phép hé thdng thyc thi cac chinh séch nhém — Group
policy 1én né. Biéu nay gilp cho quan trj vién c6 thé d& dang phan cap va gan quyén
quan ly ca&c nhdm nho hon cho mot ngudi quan tri phu hop.

Global Catalog

Thanh phan cudi ciing va ciing 1a quan trong nhat trong Active Directory c6 tén
goi 14 Global Catalog. N6 dugc sir dung dé thyuc hién tim kiém trén toan forest. Global
Catalog 12 mot danh muc bao gém tit ca cac Object va céac thuoc tinh cho mdi Object.
GC c6 thé duoc truy cap théng qua LDAP & port 3268 hoac LDAP/SSL & port 32609.
GC la mot co sé dix liéu dang read-only va khong thé cap nhat truc tiép.

2.3 Trién khai AD DS

2.3.1 Post-Installation Config

Déi véi bat ki hé thdng may cha Windows Server nao, sau khi thuc hién cai dat
hé diéu hanh Ién may chua, quan tri vién phai thuc hién mot sé buéc ciu hinh co ban
duoc goi 1a Post-Installation Config. Cac cau hinh co ban nay giap dam bao cac yéu tb
vé an toan, an ninh h¢ théng, dong bo hoa vé thoi gian, cau hinh mang ciing nhu thay
d6i tén may cha gilp viéc quan tri tré nén d& dang hon.

Dé thyc hién, quan tri vién sir dung cdng cu Server Manager => lwa chon Local
Server, va thuc hién céc tac vu c6 trong anh..

5 PROPERTIES
l For WIN-KCULMCQISSE TASKS *

Never

Computer name WIN-KCULMCQISSE
Jorks p Not configured

WORKGROUP

Never

Public: On Windows Error Reporting off

Enabled Custor

provement Program  Not participating
Configuration On

Disabled Time zone (UTC-08:00) Pacific Time (US 8 Canada

Disabled IE Enh

Ethernet0 Pv4 address assigned by DHCP, IPv enabled Product ID Mot activated

Hinh 2-4 Post Install Config
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Céc tac vu nay bao gom
- Thuc hién dat tén cho may chu
- Thuc hién bat Firewall
- Thyc hién cau hinh Remote Desktop
- Thyc hién cau hinh dia chi IP va NIC Teaming.
- Thyc hién cau hinh update c4c ban va hé diéu hanh.
- Thyc hién c4u hinh d6ng bo hda thoi gian.
2.3.2 Quan tri Windows Server co ban

Dé ¢6 thé trién khai duoc cé4c dich vu cling nhu quan tri cac dich vy trén may cha
Windows Server. Quan tri vién can nim dwoc dinh nghia va phan biét duoc vai tro cua
hai thanh phan rat quan trong trong Windows Server d6 1a Role va Features. Day 13 hai
khai niém lién quan dén cach ching ta cai dat va quan Iy cac chic nang va tinh ning
trén hé thong may chu. Cu thé nhu sau:

Role: 1a mot tap hop cac dich vu cé céac tinh ning va chitc ning cu thé ma may
chua cé thé dam nhiém. Bé mot may chu co thé duoc cau hinh 1a may chit Web, may chu
DNS hoic may chii co sé dit lidu. Thi ngudi quan tri can trién khai cac Role twong (g
trong may chu do.

Vi du: Néu mudn cai dat may cha lam nhiém vu Web Server, thi quan trj can cai
dit Role c6 tén 13 IIS (Internet Information Service) ddy 1a Role c6 chtra cac thanh phan
thuc hién nhiém vu lam may chu Web.

Features: L& mot tinh nang, mot phan mém cu thé hoic mot thanh phan caa mot
phan mém hoac hé diéu hanh ma ching ta cd thé cai dat thém hoac g& bo né. Tinh ning
nay s& hd trg hodc thuc hién mot sb vai trd ma cac Role can co.

Vi du: Bé mot Webs Server c6 thé hd trg tng dung ASP.NET. Chiing ta can cai
dit Features c6 tén “ASP.NET” dé c6 day du cé4c trinh bién dich va thu vién hd tro.

Pé cu hinh va quan 1y Role ciing nhu Features, quan tri vién can thyc hién trong
cong cu Server Manager.

2.3.3 Cai diat dich vu Active Directory va nang cap may chi lén Domain

Controller

Pé thuc hién cai dit dich vu Active Directory 1én Windows Server, buéc 1 ching
ta can khoi dong cong cu Server Manager, lira chon Add Roles and Features nhu hinh ..

26



Tools View Help

Manage
Add Roles and Features
Remowe Roles and Features
Add Servers

Create Server Group

Server Manager Properties

Hinh 2-5 Giao dién cai dat Roles va Features

LGc nay s& co cira s6 hién 1én. Ching ta can tich chon vao Role: Active Directory
Domain Services (AD-DS) & budc tiép theo, tlly theo yéu cau cia mdi hé thong ching
ta sé lya chon nhitng Features cho phu hop.

Sau khi thyc hién xong viéc cai dat Roles AD-DS ta can thuc hién viéc nang cap
may chu da co6 role AD-DS Ién thanh may chu Domain Controller. Viéc nay dugc thuc
hién bang cach ma 16i tat ¢d biéu tuong 14 co trong Server Manager nhu hinh ...

)

4 Dashboard

I& Dashboard

i Local Server

B All Servers

i# aDDs

B Fileand Storage Services P

WELCOME TO SERVER MANAGER

B |

Server Manager

() r
v () | } A Manage Tools View Help

o Configure this local server
J

Add roles and features

QUICK START

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
Roles: 2 | Server groups:1 | Servers tota

Hinh 2-6 Khoi tao mgt domain moi

j, Post-deployment Configura...

equired for Active Directory Domain

I Promaote this server to a domain controller I

o Feature installation
[

onfiguration required. Installation succeeded on
Add Roles and Features

Task Details

O budc tiép theo, ching ta sé& tién hanh khoi tao 1 domain va forest méi hoic gia

nhap vao domain da cé.
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Active Directory Domain Services Configuration Wizard = |[= -
. B r - R TARGET SERVER
De.)\%oyment Configuration 1CTU-DC
Deployment Configuration
Select the deployment operation
@ Add a domain controller to an existing domain
() Add a new damain to an existing forest
) Add a new forest
Specify the domain information for this operation
Supply the credentials to perform this operation
<No credentials provided >
Meore about deployment configurations

Hinh 2-7 Cdu hinh tao méi domain

Sau d6, chung ta can cau hinh 2 tdy chon lién quan dén cac chtc ning co
trong hé thdng véi tén goi Forest Functional Level va Domain Functional Level. Forest
Functional Level xac dinh cac chirc niang cia cac may chu va hé diéu hanh trong forest
d6. Domain Functional Level thi phu thuéc vao hé diéu hanh cia may cha Domain
Controller. Forest Functional Level thi phu thuoc vao cac domain functional level cua
cac domain trong forest. Voi mdi phién ban hé diéu hanh Windows Server khac nhau s&
cung cap thém cac tinh nang khac nhau, do d6 c6 mét so rang budc dbi vai viée cai dat
Functional Level. Vi du: muc tdi thiéu dé két ndi mot DC chay Windows Server 2012
v6i mot forest dang ton tai 1a forest d6 phai c6 functional level tir Windows Server 2003
tre 18n. Vi vay, ngudi quan tri mang can xem xét ki hién trang hé thong trudc khi cau
hinh tay chon nay.

> Active Directory Domain Services Configuration Wizard [=[o =
S R e e TARGET SERVER
main Controller Options DCot
e e e Select functional level of the new forest and root
Domain Controller Options
= == Forest functional level [+
Type the Directory Services Restore Mode (DSRM) password
sessnsencene
Mor
= —_—
< Previous | Next > Cancel

Hinh 2-8 Cdu hinh functional level
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Tiép theo ching ta can cau hinh mat khiau Directory Services Restore Mode
(DSRM). Day 1a mét khau cho phép thyuc hién céc tac vu lién quan dén viéc bao tri hé
théng va khdi phuc khi cd sy cb. Ching ta c6 thé truy cap vao ché do nay bang cach an
F8 khi khai dong Windows. Sau khi lya chon ché do DSRM, s& c6 mot théng bao yéu
cau dang nhap, tuy nhién IGc nay dich vu Active Directory chua duoc chay, vi vay ching
ta khong thé sir dung tai khoan trén domain dé diang nhip ma thay vao d6 ching ta phai
sir dung mot tai khoan quan tri dic biét véi mat khau da dwoc cai dat ¢ trén. Can phai
chi y rang mat khau DSRM nay 1a hoan toan khéc véi mat khau cua tai khoan
Administrator dé quan tri hé théng. N6 cung cap kha ning truy cap cuc bd vao may cha
DC va c6 thé truy cap dén co so dir liéu cua Active Directory. Chinh vi vay, ngudi quan
tri can cha y trong viéc dat mat khau nay va bao mat cho no.

Budc cudi cling trong qua trinh cai dat 1a cau hinh vi trf luu trix cac thu myc chira
co so dit liéu cia Active Directory. C6 3 thu muc quan trong can phai quan tim do 1a:
thu muc chua co s dit liéu ,thu muc chira log caa hé thong va thu muc SYSVOL. Thang
thuong, thu muc chira co so dit liéu va log cua hé thdng duoc luu chung vao mot thu
muc duoc dit tén 12 NTDS. SYSVOL la mét thu muc chia sé giGp phan tan nhitng cau
hinh, chinh sach dwogc thyc thi trén toan hé thdng. Can phai cha y rang, dung luong cua
nhitng thu muc nay 1a rat 16n. Chinh vi vay, né can phai duoc luu trir ¢ trong cac phan
ving duoc dinh dang theo kiéu NTFS. Chi tiét vé kiéu dinh dang phan ving cuaa
Windows Server s& duoc nhic dén trong cac phan sau.

= Active Directory Domain Services Configuration Wizard |;|i-

TARGET SERVER
Dcm

< Previous Hext > t E
Hinh 2-9 Cdu hinh vi #r{ luu CSDL AD

29



Active Directory la mét co so dir liéu c6 kich thudce khé Ion, chinh vi vay cac nha
phét trién di chia n6 thanh 2 phan: co s& dit liéu chinh va nhat ki thay d6i. Nhirng thay
d6i ddi voi co so dit lidu s& duoc ghi vao nhat ki. Viéc nay gitp cung cap kha ning phuc
hoi va chdng chiu 16i rat tot cho AD, né s& dam béo co s& dit liéu ¢ trang thai nhat quan
khi méay cha duoc khai dong lai. Moi thay doi duoc ghi vao nhat ki déu dugc dua vao
co s& dit liéu va moi thay doi chua dwgc ghi vao nhat ki sé& bi bo qua.

Trong thyc té trién khai hé thdng Active Directory, dé dam bao vé mat hiéu suit,
nguoi ta thudng chia thu myc co sé dir liéu, nhat ki thay doi va SYSVOL sang céc 6 dia
khac nhau. Vi du nhu:

C:\ drive: Hé diéu hanh

D:\ drive: Active Directory database file va SYSVOL

E:\ drive: Log file

Véi vi du nay, mdi 6 dia logic can duoc luu trix trong mot 6 dia vat Iy riéng biét.
Néu chung ta chi sir dung mét 6 dia vat 1y dé tao thanh ba phan vung logic thi s& khong
mang lai su khéc biét nao vé mit hiéu suat. Ngoai ra, néu cac 6 dia vat Iy co toc do doc
ghi dit liéu khac nhau, thi chung ta nén wu tién 6 dia c6 toc d6 nhanh nhat danh cho hé
diéu hanh, 6 dia c6 tbc do nhanh thir hai cho Log file va 6 dia cham nhat s& duogc sir
dung dé luu trit AD, SYSVOL. Chung ta ciing c6 thé st dung thém cac giai phap khéc
nhau nhu RAID dé tang hiéu ning ctia cac 6 dia. Phan ciu hinh dia luu trir ndy s& duoc
nhic dén trong cac chuong sau.

Sau khi thuc hién xong céac cau hinh can thiét, ngudi quan tri c6 thé xem lai cac
c4u hinh minh da thuc hién ¢ trong muc Review Options, tiép theo do, hé thng sé duoc
chuyén sang budc kiém tra cac trang thai cua may chua Prerequisites Check. Bugc ndy
s& duoc hé diéu hanh thuc hién mot cach tu dong, muc dich cua né 1a kiém tra lai céc
diéu kién can thiét cua hé théng cho viéc trién khai AD. Néu hé thong ton tai 15i khién
cho viéc trién khai AD khong thé thyc hién dugc thi ngudi quan tri can phai huy bo qua
trinh nang cap may chu Ién Domain Controller va thuc hién sira 15i. Trong truong hop
hé thong chi xuat hién cac canh bao chung, hoic khong c6 15i thi ngudi quan tri ¢d thé
an nat cho phép bat dau qua trinh nang cap may chua 1én Domain Controller, qua trinh
nay sé duogc thuc hién tu dong va may chu sé tu khai dong lai sau khi hoan thanh.

2.4 Quan tri cac thanh phan trong AD DS

2.4.1 SIDvaACL

A. SID
Tuy hé théng Windows Server dua vao tai khoan nguoi ding (user account) dé
mo ta cac quyén hé thong (rights) va quyén truy cap (permission) nhung thuc su bén
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trong hé théng mdi tai khoan dwogc dic trung bai mot con s6 nhan dang bao mat SID
(Security Identifier). SID la thanh phan nhan dang khong tring lip, dugc hé théng tao
ra dong thoi véi tai khoan va dung riéng cho hé thdng xtr 1y, ngudi ding khdng can quan
tam dén cac gia tri nay.

M6t SID bao gom 02 trudng ¢ dinh va tdi da 1a 15 trudng bd sung, cac truong
dugc phan tach nhau bai diu gach ngang c6 dang nhu sau:

S-v-id-s1-s2-53-54-55-56-57-58-59-510-511-512-513-514-515

Trong d6, truong cd dinh dau tién (v) mo ta phién ban cua cau tric SID. Mic dinh
hién Microsoft dang dé gia tri 1a 1. Truong th hai (id) 13 thong tin dinh danh, n6 gitp
xéac dinh vi tri caa SID trong hé théng. Cac truong con lai tir s1 dén s15 1a cac truong
bd sung khong bat bugc. Cac trudng nay sé duoc sir dung dé xac dinh cac di tuong st
dung SID trén toan domain. N6 thuong duoc goi la RID (Relative Identifier), RID gilp
dam bao viéc khdng bao gio c6 mot SID nao trung nhau trong mot domain. NO thuc hién
bang cach tao ra mot khong gian gia tri riéng biét caa mot domain, khi domain can tao
ra mot SID méi thi mot gia tri RID trong khong gian d6 s& dugc Iy ra dé st dung.

B. ACL va ACE

Active Directory la dich vu hoat dong dua trén cac dbi tuong, c6 nghia 13 nguoi
ding, nhém, may tinh, cac tai nguyén mang déu dugc dinh nghia dudi dang dbi trong
va duogc kiém soét hoat dong truy cap dua vao bo md ta bao mat ACE. Chtic ning cua
bo md ta bao mat bao gom:

- Liét ké nguoi dung va nhom nao dugc cap quyén truy cap dbi tuong.

- Dinh rd quyeén truy cap cho ngudi ding va nhom.

- Theo dbi céc su kién xay ra trén d6i tuong.

- Dinh rd quyén so hiru caa d6i tuong.

Céc thong tin caa mot dbi tugng Active Directory trong bé md ta bao mat duoc
xem la muc kiém soét hoat dong truy cap ACE (Access Control Entry). Mot ACL
(Access Control List) chira nhiéu ACE, né la danh sach tat ca ngudi ding va nhoém co
quyén truy cap dén dbi tuong. ACL c6 dic tinh ké thira, c6 nghia 1a thanh vién ctia mot
nhom thi dugc thira huong céc quyén truy cap da cap cho nhdm nay.

2.4.2 Quan tri tai khoan ngwoi dung

Tai khoan ngudi dung (user account) 1a mot ddi twong quan trong dai dién cho
ngudi dung trén mang, chung duoc phan biét véi nhau thdng qua chudi nhan dang
username. Chudi nhan dang nay gitp hé théng mang phan biét giita ngudi nay va nguoi
khéc trén mang tir d6 ngudi ding c6 thé dang nhap vao mang va truy cap cac tai nguyén
mang ma minh duoc phép. Co hai loai tai khoan nguoi dung trong AD la tai khoan nguoi
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dung cuc bo (local user account) va tai khoan ngudi dung trén domain (domain user
account)

A. Tai khoan nguoi dung cuc bo

Tai khoan nguoi dung cuc bd (local user account) la tai khoan nguoi dung dugc
dinh nghia trén may cuc b va chi dugc phép logon, truy cap cac tai nguyén trén may
tinh cuc bd. Néu mudn truy cap cac tai nguyén trén mang thi ngudi ding ndy phai ching
thuc lai véi may domain controller hoac may tinh chira tai nguyén chia sé. Chdng ta
tao tai khoan ngudi dung cuc bo vai cong cu Local Users and Group trong Computer
Management (COMPMGMT.MSC). Céc tai khoan cuc b6 tao ra trén may stand-
alone server, member server hoic cdc may tram déu duoc luu trir trong tap tin co SO
dir licu SAM (Security Accounts Manager). Tap tin SAM nay duogc dat trong thu
muc \Windows\system32\config.

Local User Accounts

User A Usssr B
Bdrminmiesnar Admirisirain
L [ I Guesd l
Usar & - Uit B do g
- | W “
Lsar B s &

i bS]

Aedminsiesfizr Admirisirain: =
Guisit Duest
Usai C Uses D N 4
Uges O

/

Service User C Service

Hinh 2-10 Tai khoan nguoi dung cuc bo

B. Tai khoan nguoi ding mién

Tai khoan ngudi dung mién (domain user account) Ia tai khoan ngudi dung duoc
dinh nghia trén Active Directory va dugc phép dang nhap (logon) vao mang trén bat
ky may tram nao thudc vung. Dong thoi véi tai khoan nay nguoi ding cé thé truy cap
dén cac tai nguyén trén mang. Chung ta tao tai khoan ngudi ding mién véi cng cu
Active Directory Users and Computer (DSA.MSC). Khac véi tai khoan nguoi dung
cuc b, tai khoan nguoi ding mién khong chira trong céc tap tin co so dir lieu SAM ma
chua trong tap tin NTDS.DIT, theo mac dinh thi tap tin nay chta trong thu muc
\Windows\NTDS.
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Hinh 2-11 Tai khodn nguoi ding mién

C. Yéu cau vé tai khoan nguoi ding:

MJ3i username phai tir 1 dén 20 ky tu (trén Windows Server 2003 thi tén ding
nhap c6 thé dai dén 104 ky tu, tuy nhién khi dang nhap tir cic may cai hé diéu hanh
Windows NT 4.0 vé trudce thi mic dinh chi hiéu 20 ky tu).

MJ3i username 1a chudi duy nhat caa mdi ngudi ding c6 nghia 13 tit ca tén cua
nguoi dung va nhom khong dugc trung nhau.

Username khong chtra cac ky tu sau: “/\[]:;|=,+*?2<>

Trong mot username c6 thé chtra cac ky tu dic biét bao gom: dau cham cau,
khoang trang, dau gach ngang, dau gach dudi. Tuy nhién, nén tranh cac khoang trang vi
nhitng tén nhu thé phai dat trong dau ngoac khi ding céc kich ban hay dong lénh.

D. Tai khoan ngudi dung tao san.

Tai khoan nguoi dung tao san (Built-in) 1a nhitng tai khoan nguoi dung ma khi
ta cai dat Windows Server thi mic dinh duoc tao ra. Tai khoan nay 1a hé thong nén
chiing ta khéng cd quyén xo6a di nhung van c6 quyén ddi tén (cha y thao tac doi tén trén
nhitng tai khoan hé thdng phtc tap mot chat so véi viée ddi tén mot tai khoan binh
thuong do nha quan tri tao ra). Tat ca cac tai khoan nguoi ding tao sin nay déu nam
trong Container Users cua cong cu Active Directory User and Computer. Sau day la
bang m6 ta cac tai khoan ngudi dung duoc tao san:
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Tén tai khoan Mé ta

Administrator la mdt tai khoan dac biét, co toan quyén trén may tinh
hién tai. Ban co thé dat méat khdu cho tai khoan nay trong lic cai dat
Windows Server 2003. Tai khoan nay co thé thi hanh tit ca cac tac vu
nhur tao tai khoan nguwdi dung, nhém, quan |y cac tap tin hé thdng va ciu
hinh may in...

Administrator

Tai khodn Guest cho phép nguwéi ding truy cép vao cac may tinh néu ho
Guest khéng c6 mot tai khoan va mat ma riéng. Mac dinh la tai khoan nay
khéng dugc sir dung, néu dugc st dung thi théng thuéng né bi giéi han
vé quyén, vi du nhw 1a chi duoc truy cap Internet hodc in an.

La tai khodn dic bigt drgc diung cho dich vy ILS. ILS hd tro cho cac (rng
ILS_Anonymous_ | dung dién thoai co cac dac tinh nhw: caller ID, video conferencing,

User conference calling, va faxing. Mudn st dung ILS thi dich vu IS phai
duwoe cai dat.

IUSR_computer- | L& tai khoan dac biét dwroc ding trong cac truy cap giau tén trong dich vu
name IS trén may tinh co cai llS.

IWAM_computer- | L& tai khoan dac biét duroc dung cho IS khéi dong cac tién trinh clia cac
name trng dung trén may co cai llS.

Krbtgt La tai khoan dic biét dugc diung cho dich vu trung tdm phan phdi khoa
(Key Distribution Center)

TSinternetUser | |3 tai khoan dic biét dwgc ding cho Terminal Services.

2.4.3 Quan tri tai khoan nhom

Tai khoan nhdm (group account) 1a mét déi tuong dai dién cho mot nhom nguoi
nao d6, dung cho viéc quan 1y chung cac dbi twong nguoi ding. Viéc phan bé cac ngudi
ding vao nhém gilp ching ta dé dang cap quyén trén cac tai nguyén mang nhu thu muc
chia sé, may in. Cha y 1a tai khoan nguoi ding c6 thé dang nhap vao mang nhung tai
khoan nhom khong duoc phép dang nhap ma chi dung dé quan ly. Tai khoan nhém duoc
chia 1am hai loai: nhém bao mat (security group) va nhdm phan phéi (distribution
group).

A. Nhom bao mat

Nhom bao mat 12 loai nhom duoc dung dé cap phét cac quyén hé thdng (rights)
va quyén truy cap (permission). Gidng nhu céc tai khoan ngudi ding, cac nhom bao
mat déu duoc chi dinh cac SID. C6 ba loai nhém bao mat chinh 1a: local, global va
universal. Tuy nhién néu ching ta khao sat ky thi c6 thé phan thanh bén loai nhu sau:
local, domain local, global va universal.

Local group (nhém cuc bg) la loai nhom co trén cac may stand-alone Server,
member server, Win2K Pro hay WinXP. Cac nhom cuc b nay chi c6 y nghia va pham
vi hoat dong ngay tai trén may chura no thoi.
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Domain local group (nhém cuc bé mién) 1a loai nhém cuc b dic biét vi ching
la local group nhung nam trén may Domain Controller. Cac may Domain Controller
c6 mot co sé di liéu Active Directory chung va duoc sao chép dong bo voi nhau do do
mot local group trén mot Domain Controller nay thi cling sé ¢ mat trén cac Domain
Controller anh em cua no, nhu vay local group nay c6 mit trén mién nén dwoc goi Voi
cai tén nhém cuc bo mién. Cac nhém trong muc Built-in cua Active Directory la cac
domain local.

Global group (hhém toan cuc hay nhém toan mang) Ia loai nhdm nam trong
Active Directory va duoc tao trén cac Domain Controller. Ching dung dé cip phat
nhitng quyén hé thdng va quyén truy cap vuot qua nhitng ranh gigi cia mot mién. Mot
nhom global c6 thé dat vao trong mot nhom local cua cac server thanh vién trong mién.
Cha y khi tao nhiéu nhom global thi ¢6 thé 1am ting tai trong cong viéc caa Global
Catalog.

Universal group (nhém phd quét) 1a loai nhdm c6 chirc nang gidng nhu global
group nhung né dung dé cap quyén cho cac d6i tuong trén khip cac mién trong mot
ring va giita cac mién co thiét 1ap quan hé tin cay véi nhau. Loai nhém nay tién loi hon
hai nhém global group va local group vi ching dé dang lIong cac nhdm vao nhau.
Nhung chu ¥ 13 loai nhém nay chi c6 thé dung dugc khi hé thong cua ching ta phai hoat
dong & ché ¢ Windows 2003 native functional level hoic Windows Server 2008
functional level c6 nghia 1 tit ca cac may Domain Controller trong mang déu phai la
Windows Server 2003 hoac Windows 2008 Server tré 1én.

B. Nhom phan phéi

Nhom phan phéi 1a mét loai nhém phi bao mat, khdng c¢é SID va khong xuit hién
trong cdc ACL (Access Control List). Loai nhém nay khong duoc dung boi cac nha
quan tri ma duoc ding boi cac phan mém va dich vy. Chung dugc dung dé phan phoi
thu (e-mail) hoic céc tin nhan (message). Ching ta s& gap lai loai nhdm nay khi lam
viéc véi phan mém MS Exchange.

C. Céc nhom tao san dac biét

Ngoai c4c nhdm tao sin di trinh bay ¢ trén, hé théng Windows Server con c6
mot s6 nhdm tao san dic biét, ching khéng xuat hién trén ctra s6 cua cong cu Active
Directory User and Computer, ma chdng chi xuét hién trén cac ACL cua cac tai
nguyén va dbi twong. Y nghia cia nhom dac biét nay 1a:

- Interactive: dai dién cho nhitng nguoi ding dang sir dung may tai chd.

- Network: dai dién cho tat ca nhiing user dang ndi két mang dén mot may
tinh khéc.

- Everyone: dai dién cho tat ca moi nguoi dung.
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- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhitng nguoi tao ra, nhitng nguoi sé hiru
mot tai nguyén nao dé nhu: thu muc, tap tin, tic vu in an (print job)...

- Authenticated users: dai dién cho nhitng nguoi dung da duoc hé thdng
x4c thuc, nhom nay duoc dung nhu mot giai phap thay thé an toan hon cho nhém
everyone.

- Anonymous logon: dai dién cho mot nguoi dung da dang nhap vao hé
théng mot cach nac danh, chang han mot nguoi sir dung dich vu FTP.

- Service: dai dién cho mot tai khoan ma da dang nhap véi tu cach nhu mot
dich vu.

- Dialup: dai dién cho nhirng ngudi dang truy cap hé théng thong qua Dial-
up Networking.

Cac nhom tao san dic biét nay s& gilp quan tri vién dé dang thuc hién cac tac vu
quan ly, theo dai giam sét truy cap va xu Iy su ¢d khi can.

2.4.4 B¢ cong cu quan tri

Windows Server 2012 cung cap mot bo quan tri cho AD véi tén goi Active
Directory Administrative Center. Nguoi quan tri ¢6 thé ma giao dién quan tri nay bang
cach 4n vao biéu twong Active Directory Administrative Center hozc 4n WIN + R va
chay 1énh dsac.exe. Giao dién cua bo cong cu giéng nhu hinh ...

g Active Directory Administrative Center
* bigfirm (local) * Sales * | Manage  Help
B Active Directory.. < Sales (1) Tasks
E Filter p =) - v [
— - Users A
= Ml Bigfirm Name - Type Descriptic  New .
& [ Builtin — Beiete
= Ml Computers et Jols
Maove..

> [l Domain Cantrellers Soarch et |
garch under this node

= [Ml ForeignSecurityPrincig “r u " a

- roperties
= Ml LostAndFound Uzers v e

ales -~
= [l Managed Service Aca - aby -
anaged by dress: Mew 4
- T o -
> M NTDS Quotas Modified:  5/10/2013 223 I
= [l Program Data Description: Delete
. .
B Users Search under this node
e [ System vl . Properties
= y Summary
WINDOWS POWERSHELL HISTORY A

Hinh 2-12 C6ng cu qudan tri AD
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Tir giao dién nay, ching ta c6 thé tao va quan 1y cac Object trong AD nhu OU,
User va Group. Hinh dudi mé ta giao dién khi chung ta tao m&i mot User mai trong
Active Directory. Cac giao dién tao mdi Group va OU twong tu nhu vay. Trong giao
dién nay, ngudi quan tri c6 thé tién hanh ciu hinh thém théng tin cho User méi, ciing
nhu thue hién mot sé yéu cau co ban vé bao mat. Vi du nhu tiy chon User must change
password at next logon s& bit budc ngudi dung thay ddi mat khau & lan dang nhap tiép
theo. Diéu nay gilp tranh théi quen st dung mat khau mic dinh caa da sb nguoi ding
dan dén viéc mat an toan trong hé théng. Ngoai ra con cé cac tuy chon khéc lién quan
dén cac chinh sach luu trit va ma khoa mat khau caa nguoi dung. TUy vao vi tri ciing
nhu quyén han ciia nguoi dung d6 trong hé théng, quan tri vién ¢ thé can nhac dé thuc
hién nhitng cau hinh sao cho phu hop.

=E |
reate User: S Smith asks v | [SECTIONS w
Account Account T (50 (™
Organization
First name: Sally Account expires: o MNeyer
Member Of Middle initials: End of _
Password Settings |~ Last name Samith .
Brofil Full narme: Sally Senith Passward options
Erorie . N ] ® |ser must change password at next log on
User UPN lagon Sally.Smith 2 | bigfrm.cor | = _ e NIE passwe reg e
Other password options
User Samadccount,. glg‘ rm i Sally. Smith
Password
Caonfirm passwornd; ===
Encryption aptions: &
Create me OU=Users. Ol =5 D¢ =bighrm, DC=co -
wreate o Users, OU=Sales oighrm, UL =com Store password using reversible encryption
nangs Use Kerberos DES encryption types for this ac
| ] Pratect fram accidental deletion Other encryption options
Crther -
[ A s sensitive and cannot be delegated
: Do not require Kerberos pre-authentication
| More Infarmation oK Cancel

Hinh 2-13 Khoi tao user

Ngoai viéc thuc hién ciu hinh bang giao dién, ngudi quan tri ciing c6 thé thuc
hién théng qua céc cau Iénh vai cong cu Windows Power Shell nhu hinh duéi.
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-_~ Administrator: Windows PowerShell ISE [-[e [
File Edit View Tools Debug Add-on: Help

H & g » B« 8 B mE

Untitled1p21* X Al | Commands X X
Import=Module Activelrirector

ForBach (%1 in 1..10) [ Modules: | CMOmE |+ | | Refresh
New-ADOrganizationalUnit -Name “P5S_O0US1" =S5Server DCOL.bigFirm.com °

-Path “DC=bigfirm,DC=com’ Name:
}

Get-CimAszociatedinstance

Get-LimCiass
Parameters for “New-Cminst ﬂ

CimClazsComputerSet
CimClasssessionset
PS5 C:\Us inistrator= Import-Module ActiveDirectory ClassMamesessionset
Far ) {
New

— - P . ResourcelriCompu
PS_0U4i™ -Server DCOL. bigfirm. com D

—F"El.t.l'l “DC=hi gfirm, DC=com" Resalnielitadiionsst
1
}

ClassNameComputersat

X X ClassMame *
PS C:\Users\Admnistrator> |

ClientOnly

¥ Commaon Parameters

nsert| | Copy

Lng Col 28 100%

Hinh 2-14 Windows Powershell

Viéc str dung céng cu dong l1énh nhu Windows PowerShell s€ giup tu dong hoa
C4C tAC vu quan tri mot cach rat hiéu qua. Vi du nhu khi ngudi quan tri can tao nhiéu tai
khoan ngudi ding, viéc st dung giao dién s& ton rat nhiéu thoi gian va cong stc. Vi
Windows PowerShell ngudi quan tri chi can thuc thi mot doan Iénh nhu hinh ...

PS C:\Users\Administrator> Import-CSV c:\users.csv | foreach

{New-ADUser -Name $_.Name -SamAccountName %_.SamAccountName -GivenName
$_.GivenName -Surname $_.Surname -DisplayName $_.DisplayName -Path $_.Path
-UserPrincipalName $_.UserPrincipalName -AccountPassword (ConvertTo-SecureString
-AsPlainText $_.AccountPassword -Force) -Enabled $true -ChangePasswordAtlogon 1}

Hinh 2-15 Vi du vé cau Iénh trong PowerShell

Cau lénh nay s& thuc hién lay lan luot thong tin cua ting nguoi dung tir file
users.csv va khoi tao nguoi ding d6 trén hé thong. Ngoai ra, Windows PowerShell ciing
hd trg thuc hién nhiéu tac vu tuy dong héa khac nhau nhu khoa va mo khoa tai khoan
nguoi ding, thay d6i mat khiu, tao nhoém,v.v. Chinh vi vay, théng thao cong cu
Windows PowerShell s& gitp ich rat nhiéu cho viéc quan tri hé thong Active Directory
trong Windows Server.
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CHUONG 3 GROUP POLICY (CHINH SACH NHOM)

3.1 Giéi thiéu vé GPO, vai tro ciia GPO trong hé théng mang

Khi noi dén viéc quan tri Active Directory, mot thanh phan khéng thé khdng nhic
dén chinh 1a Group Policy. Pay 1a mét cong cu quan ly tap trung cho phép nguoi quan
tri mang thiét 1ap va ap dung céc cai dit, hudng dan va han ché Ién cac thanh phan trong
Active Directory. Group Policy khdng phai 13 mot cong nghé méi xuat hién, né di co
mat trén Windows 2000, tuy nhién véi mdi mot phién ban méi caa Windows, Group
Policy lai dugc cai tién manh m& va dem lai nhiéu hon nhitng co ché, cong cu dé kiém
soat hé thong may tinh chay Windows. Group Policy hién c6 hon 5000 tiy chon cai dit
khac nhau, gitp quan tri vién co thé dé& dang kiém soét tirng thanh phan trong hé théng
mang.

Quan tri vién c6 thé cau hinh va trién khai Group Policy bang cach tao ra cac
Group Policy objects (GPOs). GPOs la mot tap hop céc cai dat chinh sach co thé duoc
ap dung cho nguoi dung va may tinh trong ha tang Active Directory. Cac Policy c6 thé
duoc tao ra bang cong cu Group Policy Management Editor (GPME). Mot GPOs ¢6 thé
ap dung rat nhiéu chinh sach khéac nhau cho hé théng, tir viéc gidi han hoic chi dinh cai
dat mot phan mém I1én may tram, cau hinh han ngach dia cting, giéi han viéc truy cap
thu muc va phan mém Explorer, quy dinh cac chinh sach vé mat khau va khoa tai
khoan.v.v. C6 thé néi rang GPOs dugc phép can thiép dén hau hét cac tinh ning trong
mot hé diéu hanh Windows.

Mot GPOs c6 hai phan chinh:

Computer Configuration: Pay la cac chinh sach danh riéng cho viéc quan tri
cac may tinh trong mé hinh AD bao gom: Pt han ngach cho dia cing, cau hinh kiém
SOAt truy cap va cau hinh giam sat su kién.

User Configuration: Day la cac chinh sach danh riéng cho viéc quan tri User
trong mé hinh AD bao gém: Cau hinh cac tng dung, quan ly tly chon trong hé diéu
hanh, quan ly thu myc.

Mic du 12 hai phan cau hinh riéng trong GPOs, tuy nhién c6 nhiing tiy chon s&
duoc ton tai trong ca hai phan Computer Configuration va User Configuration. Tay
thudc vao diéu kién st dung, ngudi quan tri co thé tao ra mot chinh sach ap dung trén
ca hai phan hoic tao ra cac chinh sach riéng biét 4p dung cho ting loai.

Cac GPOs duop ap dung 1én cac dbi twong duoc goi 1a LSDOU trong d6 L —
local, S — site, D — domain, OU — Organizational Unit. Mdi quan hé cia GPOs Vi
LSDOU duoc goi 12 lién két, d6 c6 thé 1a quan hé mot — nhiéu ( mot GPOs lién két véi
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nhiéu OU ) hozc 1a mot quan hé nhiéu — mot ( nhiéu GPOs lién két vai mot OU). Khi
d3 ap dung lién két, cac User Configuration s& anh hudng dén ngudi dung, cac Computer
Configuration s& anh huong dén cac may tinh. Cac GPOs cd kha ning tich lity va ké
thira, khi da lién két n6 voi mot OUs, cac OUs con bén trong né ciing sé& chiu cac chinh
sach do theo thu tu.

GPOs duoc chia thanh hai phan Group Policy container (GPC) va Group Policy
template (GPT). Cac GPC duoc Iuu trir trong thu muc SYSVOL cung véi co so dir liéu
cia AD. DPuong din cu thé cia né 1a Windows\SYSVOL\sysvol\<Domain
Name>\Policies\GUID\ trong d6 GUID la chi s6 dinh danh duy nhat danh cho GPO. Thu
muc ndy chtra cac cai dat quan tri, cai dat bao mat, thong tin vé cac tng dung, cac cai
dit cho hé diéu hanh, cac kich ban ding nhap, ding xuat, va rat nhiéu tdy chon khac.

Chinh sach nhém duoc cap nhat trong nén mdi 90 phut tai cdc may tram, tuy
nhién s& ¢ thém 30 phit ngau nhién dé cc may thuc hién viéc yéu cau cap nhat tir may
cha. Biéu nay gilp may chi tranh duoc viéc bi qua tai do c6 qua nhiéu két ndi yéu cau
cap nhat cung luc. Mt khéc, cac may chu mién s& duoc tu dong cap nhat chinh séch
nhom sau mdi nam phut. Quan tri vién ciing ¢ thé st dung mét Policy trong bo chinh
sach nhém dé quy dinh diéu nay. Ngoai ra ¢ mét sb chinh sach nhdm sé chi duoc ap
dung néu nhu co trang thai ding nhap hoic khoi dong lai hé thdng. Vi du nhu cac chinh
sach nhom lién quan dén viéc cai dit phan mém, chuyén huéng thu muc hoic céc tac vu
tu dong khi nguoi dung dang nhap.v.v. Quan tri ciing ¢ thé thuc hién ép budc viéc cap
nhat chinh sdch nhom trén cac may tram vai cau Iénh trong PowerShell.

Enforced va Block Inheritance

Block Inheritance 1a mot thiét 1ap dic biét trong viéc ciu hinh GPOs trén AD. N6
cho phép mot OU hoac mot mién tir chéi cac policy ¢ cac GPOs &p dung trén cip cao
hon. Khi thiét lap nay dugc bat cac OU cap thap hon s& khong phai thuc hién céc chinh
sach duoc &p dung cho OU cép trén.

Tuy nhién, c6 nhitng chinh sach ma nguoi quan tri mubn bat bugc phai thuc thi &
trén toan mién hoaic trén mot OU nhat dinh, thi luc d6 quan tri vién can thuc hién bat
tuy chon Enforced ¢ chinh sach d6. Khi tiy chon Enforced dugc bat trén mot chinh sach
thi chinh sach d6 s& ludn dugc thyc thi ¢ tit ca cac don vi ma né dugc &p dung.

Do sy mau thuan giita hai tly chon nay, ngudi quan tri can kiém tra cac chinh
sach dang duoc ap dung trén mot doi tuong nhat dinh. Pac biét 1a thi tu cia cac chinh
sach, chinh sach ding & trén ciing sé duoc thyc thi cudi cung. Vi vay can xem xét néu
nhu chinh sach nay thuc thi nhirng cai dat pha dinh véi cac chinh sach trude do.

Khéi tao mot GPO
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Chuing ta c6 thé khoi tao mot GPO bang cach di dén cong cu Group Policy
Management trong Server Manager, hoac truy cap vao I6i tat théng qua Iénh gpedit.msc
trén cira s6 Run. Cong cu c6 giao dién nhu hinh 3-1.

;@ File Action View Window Help =8| =
o nF X BE
1z Group Pelicy Management Desktop Security
4 fA Forest: BigFirm.com Scope | Detais | Sett D "
4 3 Domains | I I |
4 F3 BigFirm.com Links
=1/ Default Domain Policy Desplay links in ths location: |EgFi‘mm vl
4 (3] Desktops The fallowing sites. domains, and Ols are linked 1o this GPO:
i/ Desktop Security
¢ & %crlmain g:ntmllers - A et
. Deskt Mo e igFrm
b 2 Group Policy Objects B Dovkigs = -
% WMI Filters
(3] Starter GPOs
48 Sites
4l Group Policy Modeling | m | 3
% Group Policy Results 1
Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Mame -
B2 puthenticated Users
| Add... | | Remove Properties
J
WMI Filtering
This GPO is linked 1o the following WMI filter:
[mone: el Open

Hinh 3-1 Coéng cu quan tri Group Policy

Ching ta c6 thé tao mét GPO méi cho mot OU hoiac mot domain trong forest
bang céach click chudt phai vao tén OU hozic domain mudn tao va chon Create a GPOs
in this domain, and Link it here nhu hinh
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4 [E] HANOI

- | |
b & S.[ Create a GPO in this demain, and Link it here...
I [ Grou Link an Existing GPO...
i
b O WMI gk Inheritance
3 '\= Starte .
b [ Sites Group Policy Update...
ﬂ; Group Puliq Group Policy Modeling Wizard...
[z Group Policy  pew Qrganizational Unit

View 3
Mew Window from Hese

Delete
Rename

[
Hinh 3-2 Thao tac khoi tao GPO

Sau khi khai tao xong ching ta c6 thé chudt phai vao GPO d6 va lwa chon Edit
dé bat dau cau hinh céc chinh sach cho né. Giao dién cu hinh chinh sach giéng nhu
hinh duéi.

File Action View Help

e EE= B

= Local Computer Policy |
4 & Computer Configurg

Software Setti
— 22N Setect an item to view its description, | Mame

E % E:i::su::-::i & Computer Configuration
i, User Configuration

4 ¢ User Configuration
b [ Software Settings|
b 2] Windows Setting
I ] Administrative Ty

<| [ » |\ Extended A Standard /

Hinh 3-3 Giao di¢n c4u hinh GPO

Trong d6 menu bén tréi 1a c4c tly chon ciu hinh dwgc phan chia theo ting phan,
bén phai 1 cac cau hinh chi tiét va giai thich néu c6. Nguoi quan tri s& phai thuc hién
tim kiém nhitng tdly chon cau hinh pht hop véi chinh sach ma minh dang mudn 4p dung.
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M6t cdu hinh ban dau s& cd ba tly chon nhu hinh 3-4. Ty chon Not Configured thé
hién viéc cau hinh nay chua duogc thuc hién va s& khong c6 hanh dong nao duoc thuc
hién. Ty chon Enabled s& tién hanh thyc thi ciu hinh nay. Va tiy chon Disabled s& tién
hanh ngan chin viéc thyc thi cau hinh nay.

* Desktop Wallpaper =e |

1 skt W o - —
tl e Previous Setting Mext Setting

Comment:

Mt Configured

® Enabled
Disabled
SUPPOMEE O | me beact Windows 2000
Cptions: Help

Wallpaper Narme
uters’ desktops
W19 168. 1. vwallpaperabc.jpg
This setting lets you specify the wallpaper on users’ desktops and
Exarmple: Usang & lacal path: prevents wiens from changing the image or ks presentabon. The
Chwindowsvwebwallpaperthome jpg wallpaper you specify can be stored in a bitmap (*.bmp) or JPEG
“.jpg) file

g a I_Hli path

W Server Share Comp.jpg To use this setting, type the fully qualified path and name of the | =
file that stores the wallpaper image. You can type a local path,

such & ChiWindows\web\wallpaperihome pg or 8 INC path,

such as \\Server\ Share\ Corppg. If the specified file is not

available when the user logs on, no wallpaper is displayed, Users
cannot specify albernatne wallpaper. You can also use thes

setting to specify that the wallpaper image be centered, tiled, or
stretched. Users cannat change this specification.

&

Wallpaper Style | Center w

f you disable this setting or do not configure it, ne wallpaper is
d j|:|l.1_. e, Howewer, users can select the wallpaper of their
choice.

O Cancel

Hinh 3-4 Giao dién cdu hinh chinh sach
Sau khi cau hinh xong mot GPOs, ching ta c6 thé dé cho cac may tinh tu dong
cap nhat GPOs mai sau mdi 90 phit. Hozc ching ta thuc hién viéc yéu cau cap nhat voi
cau Iénh gpupdate /force nhu trong hinh 3-5.

(= [

m >

Hinh 3-5 Cdp nhat GPO
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3.2 Céu hinh GPO cho may chii cuc b

Chinh sach cuc bo (Local Policies) cho phép ching ta thiét 1ap cac chinh sach
giam sat cac dbi twong trén mang nhu ngudi dung va tai nguyén dung chung. Dong thoi
dwa vao cong cu nay ching ta c6 thé cdp quyén hé thng cho cac ngudi dung va thiét
lap cac lua chon bao mat.

Chinh sach cuc bd bao gdm ba phan: Cac chinh sach kiém toan (Audit Policy),
Gan quyén hé théng cho nguoi ding (User Rights Assignment) va cac tly chon bao mat
(Security Options).

Audit Policy

Chinh s&ch kiém toan gilp ching ta cd thé gidm sat va ghi nhan céc su kién xay
ratrong hé thong, trén cac dbi twong ciing nhu ddi véi ngudi dung. Ching ta ¢d thé xem
lai nhat ki cac sy kién théng qua cong cu Event Viewer. Céc tiy chon kiém toan dugc
thé hién trong hinh 3-6. Chi tiét vé cac tiy chon nay s& dugc ban dén trong cac chuong
sau.

Policy - Security Setting
Audit account logon events Mo auditing
Audit account management Mo auditing
Audit directory service access Mo auditing
Audit logon events Mo auditing
Audit object access Mo auditing
Audit policy change Mo auditing
Audit privilege use Mo auditing
Audit process tracking Mo auditing
Audit system events Mo auditing

Hinh 3-6 Cac chinh sach kiém toan

User Rights Assignment

Déi voi cac hé thong Windows Server, ching ta cd hai cach cap quyén hé thong
cho nguoi dung d6 1a: Thém tai khoan ngudi dung d6 vao cac nhom tao san (built-in)
dé ké thtra quyén, hoic sir dung Local Policy dé gan cac quyén han bang cai dat User
Rights Assignment.
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5 Local Security Policy == -
File Action View Help
e nm Xi= B
T Security Settings Policy “ Security Setting ~
I- & Account Policies | Access Credential Manager as a trusted caller
4[4 Local Policies | Access this computer from the network Everyone Administrators...
3 Q Audit Policy | Act as part of the operating system
= 1 LR LR Sy Add workstations to domain
v @ Security Options Adjust memory quotas for a process LOCAL SERVICE NETWO...
4 - Windows I?'irewall with Ad.\ra.nced Secy Allow log on locally Administrators,Users,Ba... =
- Natvx.«'ork List Manager Policies Allow log on through Remote Desktop Services Administrators,Remote ...
I- | Public Key Policies . N . ..
b [ Software Restriction Palicies Back up files and dll’EC.tUrIES Administrators,Backup ...
b [ Application Control Policies Bypass traverse (he(?ﬂng Everyone LOCAL SER\.{‘F...
b ‘g IP Security Policies on Local Compute Change the systemn time LOCAL SERVICE, Admini...
b ] Advanced Audit Policy Configuration Change the time zone LOCAL SERVICE, Admini...
| Create a pagefile Adrinistrators
| Create a token object
| Create global objects LOCAL SERVICE, NETWO...
| Create permanent shared ohjects
| Create symhaolic links Adrinistrators
| Debug programs Adrninistrators
| Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service
| Deny log on locally
| Deny log on through Remote Desktop Services
< m L4 | Enable computer and user accounts te be trusted for delega... v

Hinh 3-7 Quyén hé thong

Cai dat User Rights Assignment trong Local Security Policy c6 chira rat nhiéu
tly chon ciu hinh cac hanh dong ddi véi hé thdng, cu thé nhu cac thao tac: ding nhap,
dang xuat, khoi dong lai hodc tat mdy, cac thao tac thay doi cau hinh ngay gio, cu hinh
mang,v.v. D& thém hoic bt mot quyén hé thdng cho nguoi dung hoic nhém, ching ta
click chon vao quyén duoc chon, nd s& xuat hién mot hop thoai chira danh sach ngudi
ding va nhém hién tai dang c6 quyén nay. Chlng ta c6 thé nhap chudt vao nat Add dé
thém ngudi dung va nhém vao danh séach.

Change the system time Properties _

Local Securty Setting | Explain

j. Change the system time

Administrators
LOCAL SERVICE

Add User or Group... Remove

Hinh 3-8 Thém quyén hé thong cho nguwoi ding

45



Security Options

Day 1a cac tuy chon cho phép ngudi quan tri may chu khai bao thém céc thong sb
hoidc cac quy tic nham ting tinh bao mat cho hé théng nhu: khong cho phép dbi tén tai
khoan ngudi ding tao sin, giam sét viéc truy cép cac ddi twong, khong cho phép hién
thi cac tai khoan da logon trudce d6,.v.v

'\j Local Security Policy - o[

File Action View Help

e 2[E X= HE

T Security Settings Palicy - Security Setting ~
I [ Account Pelicies Accounts: Administrator account status Mot Applicable
4 [ 4 Local Policies Acceunts: Bleck Microsoft accounts Mot Defined

b 4 Audit Palicy
A User Rights Assignment
7 Security Options

Accounts: Guest account status Not Applicable

Accounts: Limit local account use of blank passwords to co..  Enabled

) Accounts: Rename administrator account Administrator
B Windows Firewall with Advanced Sec

" N + List M Polic Accounts: Rename guest account Guest

- PEETD:( ||53t l.a-nager plieies | Audit: Audit the access of global system objects Disabled
b1 Fublic Rey Folicles Audit: Audit the use of Backup and Restore privilege Disabled

I+ || Software Restriction Policies
I+ [ | Application Control Policies
I ,g IP Security Policies on Local Compute
|| Advanced Audit Policy Configuration

Audit: Ferce audit policy subcategory settings (Windows Vis... Not Defined
Audit: Shut down system immediately if unable to log secur... Disabled

DCOM: Machine Access Restrictions in Security Descriptor D... Not Defined
DCOM: Machine Launch Restrictions in Security Descriptor ... Mot Defined

Devices: Allow undock without having to log on Enabled
Devices: Allowed to fermat and eject removable media Mot Defined
Devices: Prevent users from installing printer drivers Enabled

Devices: Restrict CD-ROM access to locally logged-on user... Mot Defined
Devices: Restrict floppy access to locally logged-on user only Mot Defined
Domain controller: Allow server operators to schedule tasks Mot Defined
Dorain controller: LDAP server signing requirements Not Defined
Domain controller: Refuse machine account password chan., Mot Defined
Domain member: Digitally encrypt or sign secure channel d...  Enabled

Dorain member: Digitally encrypt secure channel data (wh... Enabled

| WU SO PURNY ¢ P | RPN JUyNp SRR RpRp Ity [ PG ) Rpap Feeclolo

Hinh 3-9 Céac tuy chon bdo mqdt

Pé cau hinh mot tly chon thi ngudi quan chi chi can nhap chudt vao tén tly chon
d6 va lya chon Enable hoic Disabled. Céc tly chon duoc dé & dang Not Defined 1a céc
cau hinh mic dinh va chua dugc thyc thi trén hé thong.

Account Policies

B chinh sach tai khoan 1a tap hop cac cau hinh lién quan dén viéc khoi tao, quan
ly va st dung tai khoan ciia ngudi dung. Bo chinh séch tai khoan ton tai trong nhdm céc
chinh séch cuc bo va s& duoc nang cap 1&n thanh chinh sach danh cho toan domain trong
mo hinh Active Directory.

Bo chinh sach tai khoan bao gom ba cau hinh: Password Policy, Account Lockout
Policy va Keberos Policy

Password Policy: La tap hop cac chinh sach quy dinh viéc khai tao va luu trit mat
khau cua tai khoan nguoi ding, né bao gom cac tiy chon nhu sau:
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Enforce Password History: Tuy chon nay chi dinh sé lwgng mat khau khac nhau
lién tiép ma ngudi ding can sir dung trude khi s dung lai mot mat khau cii. Vi du: Gia
sir tlly chon nay duoc dit bang 05, thi nguoi dung s& phai nhap 05 mat khau khac nhau
cho mdi lan thay d6i mat khau ké tiép, truéc khi dugc sir dung lai mat khau cii. Gid tri
mic dinh cua tly chon nay 1a 0 dbi vai stand-alone server va 24 dbi véi domain server.

Maximum Password Age: Tuy chon nay quy dinh thoi gian ti da tinh theo ngay
ma mot mat khau cua ngudi dung duoc ton tai trong hé théng. Khi hét thai gian nay, hé
théng s& yéu cau nguoi ding tao mat khau méi. Thoi gian nay thuong duge dit mac
dinh trong khoang 30~90 ngay.

Minimum Password Age: TUy chon nay quy dinh thoi gian téi thiéu mot mat khau
phai ton tai trong hé théng trude khi hé théng cho phép ngudi ding thay d6i mat khau
maoi.

Minimum Password Length: TOy chon nay quy dinh do dai téi thiéu cia mot mat
khau do ngudi ding tao ra. Gia tri mac dinh trén domain server 1a 7, con trén stand-
alone server 13 0 tuc 1a cho phép khong c6 mat khau.

Passwords must meet complexity requirements: Tdy chon ndy y&u cau mat khau
cua ngudi ding phai dap Gng céc tiéu chuan vé do phuc tap. Cu thé nhu 13: phai co 4o
dai téi thiéu 1a 6 ki ty, khéng chia tén nguoi dung hoic mot phan caa tén ngudi dung,
phai bao gom mét ki tu viét hoa (A-Z), ki tu viét thuong (a-z), ki tu s6 (0-9) va ki tu dic
biét (@,#,$,%).

Store passwords using reversible encryption: Pay la mot tuy chon kha dac biét,
Vi n6 cho phép luu trir mat khau dudi dang ma hoa c6 thé dao nguoc. Diéu nay khac véi
thong thudng khi ma ma hoa trong AD duoc luu duéi dang ham bam maot chiéu.

Account Lockout Policy: Day la cac chinh sach han ché nhiing nguoi ding diang
nhap that bai nhiéu lan lién tuc. C6 3 tly chon cau hinh chinh bao gom:

Account Lockout Duration: Tuy chon nay s€ xac dinh thoi gian tai khoan bi khéa
khi dang nhap that bai vuot qua sé lan quy dinh.

Account Lockout Threshold: Ty chon nay xéac dinh s6 lan nguoi dung cé thé
dang nhap that bai truéc khi tai khoan bi khoa.

Reset Account Lockout Counter After: Tuy chon nay xac dinh khoang thoi gian
ma b dém sé lan ding nhap that bai duoc x6a va dém lai tir dau. Vi du néu chung ta dat
tly chon nay 1a 2 phiit va ngudng dang nhap that bai 1a 3 1an. Thi sau 2 lan nhap sai,
ching ta cd thé cho 2 phat dé bo dém bi x6a va ching ta cé thé thi lai 3 lan.

Kerberos Policy: Phan cudi cling trong céc chinh sach tai khoan 1a cac quy dinh
vé hé thdng xac thuc va phan phdi khoa sir dung co ché Kerberos. Céc tlly chon nay cho
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phép ngudi quan tri cau hinh théng tin vé thoi han st dung khoa, thoi gian gia han st
dung.v.v.
3.3 Céu hinh GPO cho méay tram va ngudi ding

Group Policy cung cip cho ngudi quan tri rat nhiéu tly chon trong viéc quan Iy
hé thdng cac may tram trong mang va ngudi dung. C6 thé ké dén nhu viéc giGi han truy
cap vao mot sé cong cu trong Windows, tién hanh cai dat phan mém tir xa, thiét 1ap cac
kich ban tu dong hoa khi khai dong may tinh, gigi han sir dung phan mém va bao gom
ca cai dat hé diéu hanh théng qua mang LAN. Madi chinh sach lai duoc phan chia vao
cac thu muyc tiy theo dic thu caa nd. Vi du nhu chinh sach vé gidi han quyén truy cap
va sir dung cac cong cu quan tri hé diéu hanh Windows nhu Control Panel s& dugc dit
trong thu muc Administrative Templates. Cac chinh sach lién quan dén phan mém s&
dugc dat trong thu muc Software Settings. Chi tiét vé cdu triic thu muc chira cac bo
chinh sach nhom dugc thé hién trong hinh 3-10.

4 (il Computer Configuration
b Policies
b | Preferences
4 % User Configuration
4 | Policies
a [ | Software Settings
|4 Software installation
4[] Windows Settings
|| Scripts (Logon/Logoff]
b T Security Settings
I [ Folder Redirection
gl Policy-based CoS
4 [ ] Administrative Templates: Policy ¢
| Control Panel
Desktop
Metwork
Shared Folders

- v v |
L

I | Start Menu and Taskbar
B System
[ Windows Components
2 All Settings
4 || Preferences

B[ Windows Settings
I [ Control Panel Settings

Hinh 3-10 Cdu triic thu muc chira GPO

Ty vao mdi chinh sach, ngudi quan tri c6 thé chi can kich hoat hozc vo hiéu hoa
chinh sach. Ciing c6 thé can tién hanh cau hinh thém céc théng tin b sung.
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3.4 Xirly swcd véi GPOs

Group Policy 1a mot bo cdng cu rat hitu ich cho viéc quan tri hé thdng, tuy nhién
suc manh cia no ciing di kém vai su phuc tap. Dac biét véi cac moé hinh AD ¢6 quy mo
I6n, ¢6 cau trac phirc tap, s& xuat hién tinh huéng policy dd duoc cau hinh nhung lai
khong hoat dong. Khi d6 ngudi quan tri can st dung nhitng cong cu hd tro dé kiém tra
trang thai hoat dong cua cac policy.

Cong cu Resultant Set of Policy Tool (RSOP): Pay la mot bo cong cu duoc tich
hop san trong Windows Server né cho phép thuc hién thir nghiém céc policy trén hé
thng. Sir dung RSOP chiing ta s& biét dugc chinh séch ma ching ta trién khai cé tac
dong nhu thé nao dén ngudi dung hoic may tinh trong mang. RSOP ¢6 thé duoc khai
chay théng qua céu Iénh rsop.msc.

Cong cu Group Policy Result: Pay 1a mot cong cu ¢ san trong tiy chon cua bd
cdng cu quan tri Group Policy. Céng cu nay cho phép truy van dén ting nguoi ding,
may tinh trong AD dé kiém tra tic dong cua nhitng Group Policy dén dbi tuong d6. N6
cling cung cap mot bang thong tin tong quan nhu hinh ... gitp quan tri vién dé dang
kiém soét trang thai cua tirng Policy.

Cau lénh gpresult trong PowerShell: Cau lénh nay gidp hién thi trang thai 4p dung
c4c chinh sach cua mot may tinh trong hé thong.

Cong cu Event Viewer: hoat dong caa Group Policy trong hé théng déu duoc luu
trir dudi dang cac log file. Cong cu Event Viewer sé& gitp ching ta tim duoc va kiém tra
nhimg log file d6 thong qua duong dan Applications and Services
Logs\Microsoft\Windows\GroupPolicy.
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CHUONG4 QUAN TRI TAI NGUYEN VA PHAN QUYEN
4.1 Quan tri 6 dia
4.1.1 O diavatly

O dia ctng trén may chi dong vai tro cuc ky quan trong trong viéc luu tri dix liéu
va dam bao hoat dong 6n dinh caa hé thdng. Khi chon 6 dia ctitng cho may cha, can xem
Xét cac yéu t6 sau:

Hiéu suat:

Tbc do doc/ghi: O dia nhanh giup ting hiéu suét xir ly dit liéu va tai trong cong
Viéc.

Chi s6 10PS (Input/Output Operations Per Second): S6 lan doc/ghi ma 6 dia co
thé thyuc hién trong mot giay. Pay 1a yéu té quan trong cho cac ung dung doi hoi hiéu
suat cao.

Dung luogng:

Lén va linh hoat: Can dap ung nhu cau luu trit hién tai va tuong lai ctia hé thong
ma khong gap van dé vé khong gian luu trix.

Do tin cay va tudi tho:

MTBF (Mean Time Between Failures): Thoi gian trung binh gitta cac 15i hoat
dong. Cang cao cang tot, vi n6 dam bao 6 dia it gap su cb.

TBW (Total Bytes Written): S6 lugng dit lidu c6 thé duoc ghi trén 6 dia trudc khi
né tro nén khong tin cay. Pay 1a mot yéu té quan trong dbi vai SSD.

Loai 6 dia:

SSD (Solid State Drive): Nhanh hon HDD, it tiéu tén nang lugng, khéng gay
tiéng on, thich hop cho céc ang dung yéu cau téc do cao.

HDD (Hard Disk Drive): Dung luong Ién hon, gia thanh thap hon, phu hop cho
viéc luu trir dix liéu lon véi chi phi hop ly.

Giao dién két ndi:

SATA: Phé bién cho cac 6 dia thong thuong.

SAS (Serial Attached SCSI): Hb tro hiéu suét cao, do tin cay va tinh twong thich
Véi céc hé thong chuyén nghiép.

Tinh kha dung va backup:

Redundancy (su du phong): C6 thé sir dung RAID (Redundant Array of
Independent Disks) dé ting tinh kha dung va bao vé dit liéu trong truong hop 6 dia gap
su ¢.

Backup: Quy trinh sao Iuvu dit liéu dinh ky dé dam bao an toan cho théng tin quan
trong.
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Khi chon 6 dia cirng cho may chu, can phai danh gia k§ ludng cac yéu to trén dé
dam bao rang hé théng c6 thé hoat dong 6n dinh, dang tin cay va phu hop véi muc tiéu
sir dung cu thé.

4.1.2 Cau hinh 6 dia vat ly

Trén Windows, c6 hai loai co ban khi dé cap dén quan 1y dia luu trit: Basic Disk
(dia co ban) va Dynamic Disk (dia dong).

A, Basic storage

La kiéu cau hinh dia luu trit co ban. Bao gdm céc partition primary va extended.
Partition tao ra dau tién trén dia duoc goi la partition primary va toan b khéng gian
cap cho partition duoc sir dung tron ven. Mdi 6 dia vat ly cé téi da bon partition. Ching
ta c6 thé tao ba partition primary va mét partition extended. Vi partition extended,
chding ta c6 thé tao ra nhiéu partition logical.

A, Dynamic Storage

bay 1a mot tinh nang mdéi cua Windows Server. Dia luu trir dynamic chia thanh
cac volume dynamic. Volume dynamic cung cap kha niang hd trg RAID mém trén
Windows ma khong can sir dung phan ciing. Uu diém caa cong nghé Dynamic storage
so vai cong nghé Basic storage:

- Cho phép ghép nhiéu 6 dia vat 1y dé tao thanh cac 6 dia logic (Volume).

- Cho phép ghép nhiéu vung tréng khong lién tuc trén nhiéu dia cung vat ly
dé tao 6 dia logic.

- C6 thé tao ra cac 6 dia logic c6 kha ning dung 13i cao va ting toc do truy
XUAt. ..
4.1.3 RAID

RAID (Redundant Array of Independent Disks) 1a mot phuong phap két hop
nhiéu 6 dia cang vat ly thanh mot hé théng luu trix logic. Muc tiéu chinh cia RAID la
cai thién hiéu suat, do tin cay hoic ca hai, tly thudc vao cau hinh cu thé cua nd. Trén
cac hé théng may chit RAID c6 thé dugc cung cap thong qua phan cang bang mot thiét
bi dic biét goi 1a RAID card, hodc dugc cau hinh trén phan mém théng qua hé diéu hanh.

C6 4 loai cau hinh RAID phd bién nhu sau:

RAID 0: Phan chia dit liéu thanh cac doan nho va luu trit 1an luot trén cac 6 dia
khac nhau. N6 cai thién téc do doc/ghi bang cach phan tan dit liéu trén nhiéu 6 dia. Tuy
nhién, khong c6 tinh nang du phong nén néu mot 6 dia hong, toan bo dir liéu cd thé mat.
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RAID O

ke
kD

Disk 0 Disk 1

Hinh 4-1 RAID 0

RAID 1: Dit liéu duoc sao chép dong thoi trén hai 6 dia khac nhau. Dy 1a ciu
hinh ¢6 db tin cay cao vi néu mét 6 dia hong, dit liéu van duoc bao toan trén 6 dia con
lai. Tuy nhién, hiéu suat khong duoc dam bao do phai mat thoi gian nhan ban dit liéu.
Do vay, trong cac hé thong trién khai RAID 1 can sir dung thém céac 6 dia c6 tc do truy
Xuat cao 1am b nhd dém. RAID 1 ciing 1a kiéu RAID théng dung nhat dugc sir dung
trong céc hé thong luu trix hién nay.

Disk O Disk 1
Hinh 4-2 RAID 1

RAID 5: Dit liéu dugc chia thanh cac khdi nho va phan tan trén nhiéu 6 dia, cung
Vi dir liéu Kiém tra (parity) dugc luu trix trén cac 6 dia khac nhau. Néu mot 6 dia hong,
dir liéu c6 thé duoc khoi phuc tir théng tin parity. RAID 5 chi hoat dong véi cum tir 3 6
dia vat ly tro lén.

Disk 0 Disk 1 Disk 2 Disk 3
Hinh 4-3 RAID 5

52



RAID 10: Két hop ca hai ciu tric RAID 0 va RAID 1. Dit liéu dwoc phan chia va
Iuru trit dong thoi trén nhiéu 6 dia va ciing dugc sao chép dong thoi trén cac 6 dia khéc
nhau.

RAID 1+0
RAID O
RAID 1

i T

A2 LAZ

Lo A Al

a6 | A6

L AB 4 pAB

. —_ - J l"q___Ff
Dhisk O Disk 1 Disk 2 Disk 3

Hinh 4-4 RAID 10

Mai loai cau hinh RAID s& mang lai nhiing loi ich khac nhau vé hiéu suat hoat
dong, do tin cay, an toan dit liéu. Tuy nhién di kém véi n6 ciing 1a nhitng yéu cau khéac
nhau vé quy mo trién khai, loai 6 cting, d6 phuc tap khi trién khai. Chinh vi vy nguoi
quan tri can c6 danh gia tong thé vé yéu cau luu trit dit liéu trén hé thong ctia minh dé
lya chon duoc kiéu cau hinh phir hop.

4.1.4 Céc md hinh trién khai hé thong luu trir

A, DAS - Direct-Attached Storage

DAS la hé thdng luu trir ma cac thiét bi luu trix (0 dia cing, bang, hoac cac thiét
bi luu trir khac) duoc két ndi truc tiép voi mot may tinh hoac may cha cu thé.

Két ndi duoc thuc hién théng qua giao dién nhu USB, SATA, SCSI hoic
Thunderbolt.

DAS thuong ding cho viéc luu trit ¢4 nhan, hodc dé mé rong dung luong luu trit
cho may tinh ca nhan hozc may chi cu thé.

Uu diém:

Thiét 1ap dé dang: Cac giai phap DAS bén trong va bén ngoai déu dé dang thiét
lap, cau hinh va truy cap. Bo nhé gan truc tiép bén trong duoc cai dat sin trong may tinh
hodc may chu méi va c6 thé dugc st dung ngay lap tic. B nhd ngoai plug-and-play co
thé duoc sir dung ngay sau khi né duoc gan vao bang cong USB.

Chi phi thap: Khong giéng nhu NAS va SAN, DAS khong yéu cau phan ciing
hodc phan mém dé chay va quan ly hé thong luu trix, 1am cho né tré thanh mot lua chon
rat hop Iy khi so sanh véi NAS va SAN yéu cau phan cang va phan mém dé chay va
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quan ly hé théng luu trir. Dé thiét 1ap mot hé théng DAS, chi phi duy nhat caa ban l1a
nhitng chi phi lién quan dén 6 dia va bat ky vo 6 dia nao ban can.

Hiéu suat cao: Do bo luu trit duoc két ndi truc tiép voi may chu DAS nén DAS
cd thé cung cap kha ning truy cap dit liéu nhanh chong va hd trg cac hoat dong 1 / O
hiéu suét cao. Va, boi vi né khong dugc két ndi voi mang, hé théng DAS khong bi anh
huong bai cac van dé biang thong hodc do tré mang.

Nhuoc diém:

Kha nang truy cap han ché: Bo nhé gan truc tiép chi cd thé truy cap duoc dbi voi
cac (rng dung chay trén may tinh hoac may chu ma DAS duoc két ndi. Vi né khdng sir
dung phan ciing mang dé chia sé tai nguyén luu trit nén nhom nguoi ding khéc trén
mang khong thé truy cap bo nhé, diéu nay cd thé anh huong dén ning suat va su cong
tac.

Kha nang mé rong han ché: DAS c6 thé khé mé rong quy mé vi cac tly chon bi
gidi han & s6 lwong 6 dia bén trong, dung lwong cua cac thiét bi DAS bén ngoai va tinh
kha dung cta cac cong bén ngoai trén cac thiét bi riéng lé.

Khong c6 quan 1y trung tdim va sao luu: DAS khong cung cip co ché quan ly
trung tAm va sao lwu. Piéu ndy it co van dé hon khi chi c6 mot sé6 may tinh sir dung
DAS, nhung viéc dam bao kha nang luu trir va bao vé DAS c¢d thé tro nén tén kém va
phtic tap hon khi mang doanh nghiép phét trién.

B, NAS — Network Attached Storage

NAS 13 mot hé thong luu trir dir liéu c6 két néi mang, c6 thé truy cap qua mang
LAN (Local Area Network) hoac Internet.

Thiét bi NAS thuong chay trén phan mém va phan cing dic biét duoc thiét ké dé
cung cap dich vu luu trix dix liéu cho nhiéu thiét bi trong mang.
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NAS thuong duoc sir dung dé chia sé dit liéu, sao luu dit liéu, phuc vu media va
cac nhu cau luu trit gia dinh hoic doanh nghiép nho.

Uu diém:

Kha ning mé rong: NAS cho phép cac to chiic mé rong dung luong luu trit ma
khong can thay thé hodc nang cap cac may chu hién cd hoic tit mang. Co thé dé dang
tang dung lugng luu trit bang cach thém thiét bi NAS khac, 6 cing khac hoic 6 cing ¢6
dung luong I6n hon.

Kha ning truy cap 16n hon: NAS tao ra mot hé théng luu trix tap trung giup cac
thiét bi néi mang truy cap dir liéu d& dang hon. Nguoi dung c6 thé cong tac va chia sé
tép tir nhiéu vi tri cho du ho dang sir dung PC hay Mac hoic sir dung cac hé diéu hanh
khac nhau nhu Windows, Unix hoac Mac OS.

Hiéu suat: Mac du mirc hiéu suat cua thiét bi luu trit NAS khéng cao bang hé
théng SAN, nhung cac hé théng ndy van mang lai mét sé loi ich vé hiéu suat. Vi NAS
loai bo trach nhiém cung cap tép khoi cac thiét bi duoc ndi mang khac va dugc két ndi
v6i mang LAN, nén n6 c6 thé luu trir va phan phét tép nhanh hon, gop phan ting hiéu
Suat.

Nhuoc diém:

Tang luu lwong mang LAN: Sir dung NAS nhiéu c6 thé lam ting luu lwong mang
va gay tac nghén trén mang LAN, anh hudng dén nhitng ngudi dung khéac. Diéu nay lam
cho NAS khéng phi hop véi céc (tng dung thuc hién cac hoat dong truyén dix liéu chuyén
sau.

Han ché vé hiéu suat: NAS bi gisi han bai biang thong cua mang doanh nghiép va
c4c giao thirc SMB va NFS ( Hé thdng tép mang ) ctia né khong d nhanh dé hd tro céc
tng dung hiéu suat cao. Khi nhiéu khach hang tham gia vao mang va truy cip vao hé
thdng tép NAS, hiéu suat ¢ thé giam xudng mic khong phu hop. Diéu nay lam cho
NAS phu hop hon véi cdc mang nho hon.

Bao mat va do tin cay: NAS khéng thé duoc dinh cAu hinh dé c6 tinh sén sang
cao, lam tiang kha ning n6 co thé tré thanh mot diém 16i duy nhat khi mang phat trién.
Vi NAS chi cung cip sao luu dit lidu tai chd, ca dit liéu doanh nghiép va NAS déu c6
thé bi mat néu xay ra sy kién tu nhién, tin cong mang hoac do 15i cua con nguoi.

C, SAN - Storage Area Network

SAN 1a mot hé thong luu trir doc 1ap, dugc két néi vai mang LAN hoic WAN
(Wide Area Network).

NG str dung giao thirc truyén tai dit liéu nhu Fibre Channel hoic iSCSI dé két ndi
c4c thiét b luu trix véi cac may chu.
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SAN thuong dugc sur dung trong moi treong doanh nghiép, data center hoac cac
rng dung doi hoi hiéu suit cao, tinh sin sang va kha ning mé rong.

SAN hoat dong véi hai thiét bj chuyén dung:

SAN Switch — dugc cu tao boi nhiéu giao tiép fibre cung cip co ché chuyén tiép
dit liéu tir cac hé théng may chu xudng hé théng luu trir.

Hinh 4-5 Thiét bi SAN Switch

SAN Storage: ¢6 ciu tao nhu mot may chu vat 1y, nhung bo sung thém rat nhiéu
khe cim 6 cimg dé co thé ting tdi da ning lyc luu trit dir liéu.

o v

i | It |
? {1 ‘L | )
] } I "

IR T
{ﬁ";.fi (N IHL
e f e | e f e )

Hinh 4-6 Thiét bj SAN Storage

Uu diém cia SAN:

Cai thién hiéu suat: SAN cung cip hiéu suat cao hon so vdi DAS va NAS vi qué
trinh xur 1y luu trir dugc thuc hién trén mot mang tach biét vai mang cuc bo (LAN). Di
chuyén céc tac vu luu trit sang mot SAN chuyén dung dam bao rang hiéu suat trén SAN
khong bi anh huang béi tac nghén luu lugng trén mang LAN. N6 ciing loai bé luu lwong
luu trit khoi mang LAN dé giai phong bang thong va cai thién higu suat.

Kha ning mo rong 16n hon: SAN ¢6 thé bao gom hang nghin thiét b Iuu trit SAN
va may chi luu trir ¢6 thé dugc mo rong dé dap ung nhu cau kinh doanh dang phat trién.
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CAc t6 chuc c6 thé them may chu va thiét b luu trir méi dé xay dung SAN khi nhu cau
dung lugng tang 1én.

Cai thién tinh kha dung: Luu trit SAN c6 thé truy cap thong qua nhiéu duong dan
va van doc 1ap véi cac ung dung ma né hd tro. Két ciu mang SAN c6 thé sir dung cac
duong dan thay thé dé duy tri tinh kha dung cua bé nhd néu xay ra 13i giao tiép, dam
bao riang khong c6 diém 13i nao gitra may chu va thiét b luu tri.

Nhuoc diém:

Chi phi: Chi phi thiét lap va duy tri co s& ha tang cap quang dé hd trg SAN c6 thé
rat dang ké. Bo nhg du phong hiéu suat cao ton kém va cé thé mat mot thoi gian trude
khi ban thay loi tirc dau tu. SAN ciing yéu cau bao tri va quan 1y lién tyc, phét sinh thém
chi phi. Piéu nay 1am cho SAN phu hop hon véi c&c to chirc I6n hon c6 thé du kha ning
dau tu chi phi vn ban dau.

Phirc tap hon dé thiét 1ap va duy tri: Su phic tap caa SAN c6 thé yéu cau chuyén
mon cu thé dé quan 1y va duy tri. Do do, s& can duy tri chuy@n vién quan tri duoc dao
tao dé hd tro SAN hoic thué hd tro bén ngoai cho nha cung cap bén thi ba.

4.2 Co ché phan quyén va biao mat tap tin

4.2.1 He¢ théng tap tin trén Windows Server

Hé théng tap tin quan Iy viéc luu tri va dinh vi cac tap tin trén dia cting. Cac hé
théng Windows trude day hd tro hai hé thdng tap tin 1a FAT va NTFS. Tuy nhién, véi
su phat trién cua cac hé théng cong nghé thdng tin, hé thdng tap tin FAT t6 ra khong
con phu hop véi viéc quan 1y va dinh vi tap tin. Do vay, tir phién ban Windows Server
2012, Microsoft di gigi thiéu hé thong tap tin méi c6 tén goi ReFS va duy tri né cling
v6i NTFS la hai hé thong tap tin chinh trong hé diéu hanh.

NTFS (New Technology File System):

NTFS Ia hé théng tap tin tiéu chuan va mic dinh cho hé diéu hanh Windows
Server 2012.

NG cung cap nhiéu tinh nang nhu phan quyén truy cap, ma hoa di liéu, nén tap
tin, kiém tra va stra chita 15i, va hd trg dung luong luu tri 16n.

NTFS ciing hd trg Shadow Copies (ban sao bong dén) dé sao luu di lidu va khoi
phuc phién ban trude d6 cuaa tap tin.

ReFS (Resilient File System):

ReFS 12 mot hé thong tap tin méi ra mat trong Windows Server 2012 (ciing nhu
Windows 8).

N6 duoc thiét ké dé cung cap tinh ning do bén cao hon va kha nang chiu 15i tot
hon so voi NTFS.
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ReFS hd tro tinh ning nhu bao vé di liéu, kiém tra va sira chira ty dong, tinh ning
phan quyeén tap tin (File Permission), va kha ning mé rong dung luong luu trit 16n.
4.2.2 Quyeén truy cap NTFS

Hé théng Windows Server ding cac ACL (Access Control List) dé quan Iy cac
quyén truy cap cua déi twong cuc bo va cac ddi tugng trén Active Directory. Mot ACL
cd thé chira nhiéu ACE (Access Control Entry) dai dién cho mét ngudi ding hay mot

nhom nguoi.

HTFS SHARE
L [ AcL ACE
Everyong Rzl Everyong Change
Sakes Wedity Bales Fuad
Managers Full Control Managers Charge

Hinh 4-7 Cdu truc ACL trong Windows
A, Cac quyén truy cap NTFS

Tén quyén Chirc ndng

Traverse
File

Folder/Execute Duyét cac thwr muc va thi hanh cac tap tin chworng trinh trong thuwr muc

Liét k& ndi dung cia thor muc va doc dir liéu cua cac tap tin trong thuwr
myc

List Folder/Read Data

Read Attributes Boc cac thudc tinh cda cac tap tin va thwer muc

Read Extended Attributes Boc cac thudc tinh md rédng cua cac tap tin va thwe muc

Create FileWrite Data

Tao cac tap tin m&i va ghi di¥ liéu lén cac tap tin nay

Create Folder/Append Data

Tao thr muc m&i va chén thém dir liéu vao cac tap tin

Write Attributes

Thay ddi thudc tinh clha cac tap tin va thuw muc

Write Extendd Attributes

Thay doi thudc tinh md rong cla cac tap tin va thu muc

Delete Subfolders and Files

Xoéa thor muc con va cac tap tin

Delete

Xoa cac tap tin

Read Permissions

Boc cac quyén trén cac tap tin va thue muc

Change Permissions

Thay doi quyén trén cac tap tin va thue muc

Take Ownership

Twdc quyén s& hiru clia cac tap tin va thu muc

B, Gan quyén truy cap trén thu muc

Chung ta muén gan quyén NTFS, théng qua Windows Explorer chiing ta nhap
phai chudt vao tap tin hay thu muc can cau hinh quyén truy cap rdi chon Properties.
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Hop thoai Properties xuat hién. Néu 6 dia cua ching ta dinh dang 1a FAT thi hop thoai
chi c6 hai Tab Ia General va Sharing. Nhung néu dia c6 dinh dang 1a NTFS thi trong
hop thoai s& c6 thém mot Tab 1a Security. Tab nay cho phép ta cd thé quy dinh quyén
truy cap cho tung nguoi dung hoac mot nhém ngudi dung 1€n cac tap tin va thu muc.
Chung ta nhap chuét vao Tab Security dé cap quyén cho cac ngudi dung.

L Public Properties -

| General I Sharing | Securty | Previous Versions I Customize |

Object name:  C:\Users'\Public

Group or user names:

PacreaToROWNER |
52, 5YSTEM

2, BATCH

22 A Amini (O T L A Arriri e
£ m >

To change pemissions, click Edit.

Pemissions for CREATOR

OWNER Allow Deny

Full contral -~
Modify

Read & execute =
List folder contents

Read

Write ~

For special pemissions or advanced settings,
click Advanced.

[ ok || camcel || noply

Hinh 4-8 Quyén truy cdp NTFS

Muén cap quyén truy cap cho mot nguoi ding, chiing ta nhap chudt vao nit Add,
hop thoai chon lya ngudi ding va nhém xuat hién, ching ta chon nguoi ding va nhém
can cap quyen, nhap chudt vao nit Add dé thém vao danh sach, sau d6 nhap chuot vao
nGt OK dé tro lai hop thoai chinh.

Permissions for Public -

Securdy
Obpect name:  C\Users' Public

Group or user namas:

- SCREATOR OWNER

B SYSTEM
o4 aTcH il Select Users, Computers, Service Accounts, or Groups -

B, Administrabars (I T\ Admiristratom)

B3 INTERACTIVE

82 SERVICE Select this chiect e i

: (Users, Groups. e Buikin secury pincioals |ob,,a'|',m_ |

Pemissions for CREATOR ' o focalion:

OWNER Ao Deny !me
> 0 0 = [ictum | Locations... |

: 0 = Enter the object names 1o selact [mamples)

Raad & sxscute =] O |[® = e
List foider corterts O O |
Read ] ]

ok [ oma ][ Advanced.. ok Cancel

Hinh 4-9 C4u hinh quyén truy cdp NTFS
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Hop thoai chinh s& xuét hién cac nguoi ding va nhém ma ching ta méi thém vao,
sau d6 chon ngudi dung va nhom dé cap quyén. Trong hop thoai da hién sén danh sach
quyén, chiing ta mudn cho ngudi dung d6 c6 quyén gi thi ching ta danh diu vao phan
Allow, con nguoc lai muén cAm quyén dé thi danh dau vao muc Deny.

C, Ké thira va thay thé quyén cua cac déi tuong con

Trong hop thoai chinh trén, ching ta c6 thé nhap chudt vao nit Advanced dé cu
hinh chi tiét hon cho cic quyén truy cap cua ngudi dung. Khi nhdp chudt vao nit
Advanced, hop thoai Advanced Security Settings xuat hién, trong hop thoai, néu
chding ta 4n vao nat Enable inheritance thi thu muc hién tai dugc thira huong danh séch
quyén truy cap tir thu muc cha, ching ta mudn xda nhiing quyén thira huong tir thu muc
cha chiing ta phai 4n vao nat Disable inheritance & cung vi tri. Néu danh sach quyén truy
cap cua thu muc cha thay ddi thi danh sach quyén truy cap caa thu muyc hién tai ciing
thay d6i theo. Ngoai ra néu chung ta danh ddu vao muc Replace permission entries on
all child objects with entries shown here that apply to child objects thi danh sach
quyén truy cap cua thu muc hién tai s& duoc ap dung xudng cac tap tin va thu muc con
c6 nghia 13 cac tap tin va thu muc con s& duoc thay thé quyén truy cap gidng nhu cac
quyén dang hién thi trong hop thoai.

Advanced Security Settings for tesst == -
MName: Ci\tesst
Owner: Administrators (ICTU\Administrators) ) Change
Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
'_"ri:, Allow  SYSTEM Full control Ch This folder, subfolders and files
‘_';3:, Allow  Administrators (ICTUVAdmini...  Full control Ciy This folder, subfolders and files
'_"ri:, Allow  Users (ICTU\Users) Read & execute Ch This folder, subfolders and files
82, Allow  Users (ICTUNUsers) Special C:h This folder and subfolders
'_"ri:, Allow  CREATOR OWMNER Full control Ch Subfolders and files only

Add

Disable inheritance

["]Replace all child object permission entries with inheritable permission entries from this object

| oK || Cancel | App

Hinh 4-10 Cdu hinh ké thira quyén truy cap NTFS

D, Di chuyén va sao chép tap tin va thu muc
Khi ching ta sao chép (copy) mét tap tin hay thu muc sang mot vi tri mai thi
quyén truy cap trén tap tin hay thu muc nay s& thay d6i theo quyén trén thu muyc cha
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chta chung, nhung nguoc lai néu ching ta di chuyén (move) mot tap tin hay thu muc
sang bt ki vi tri ndo thi cac quyén trén chling van duoc giit nguyeén.

E, Kiém soét truy cap thu muc

Ching ta mudn kiém soat va ghi nhan lai cac nguoi dung thao tic trén thu muc
hién tai, trong hop thoai Advanced Security Settings, chon Tab Auditing, nhip chuét
vao nat Add dé chon nguoi ding can giam sat, sau d6 ching ta mudn giam sét viéc truy
Xuit thanh céng thi chon Successful trong muc Type, nguoc lai gidm sat viéc truy xuat
khong thanh cong thi danh ddu vao myc Fail.

Auditing Entry for tesst — = -

Principal:  Users (ICTU'\Users)  Select a principal
Type: |Success v|
Applies to: |Thi5f0|der, subfolders and files v|
Basic permissions: Show advanced permissions

[]Full control

[ Modify

Read & execute

[w] List folder contents

[w] Read

[ Write

Special permissions

[[] Only apply these auditing settings to objects and/or containers within this container Clear all

Add a condition to limit the scope of this auditing entry. Security events will be logged only if conditions are met.

Add a condition

| oK | | Cancel

Hinh 4-11 Cdu hinh kiém soét truy cdp thur muc
4.3 Dich vu chia sé va quan ly tap tin

A, Chia sé thu muc dung chung

C4c tai nguyén chia sé 1a cac tai nguyén trén mang ma cac ngudi ding c6 thé truy
Xuat va sir dung théng qua mang. Mudn chia sé mét thu myc dung chung trén mang,
ching ta phai logon vao hé théng vai vai tro ngudi quan tri (Administrators) hoic 1a
thanh vién cua nhom Server Operators, tiép theo trong Explorer ching ta nhap phai
chuét trén thu muc d6 va chon Properties, hop thoai Properties xuét hién, chon Tab
Sharing.
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tesst Properties [ =] Permrissions for 12sst %]
]
General | Shanng 5=|:|.rr:.r | Prevous Versions | Cousfomize Crar= Pemmissions

Matwork: Fle and Folder Sharing GeoLp o user naress

st “dEveyore

[ Mot Shared
MNetwork Fath
Mot Shared
Advanced Sharing | Add... ] Rlamave ]
S custom pammissions, craate muliple shans and ssf other Pemissions .
aheanesd sharmg optiors miggions for Evenone Pllgw Doy
: i Full Conirel L] Ll
| V¥¥'Advanced Shasng .. | Change .
Head i O
Come | . | 04 || Camed |

Hinh 4-12 Cdu hinh chia sé thu muc

B, Cau hinh share permissions
Chuing ta mudn cap quyén cho cac nguoi dung truy cap qua mang thi dung Share
Permissions. Share Permissions chi ¢ hiéu luc khi nguoi dung truy cap qua mang chu
khong cé hiéu luc khi nguoi dung truy cap cuc bd. Khac véi NTFS Permissions la quan
1y nguoi ding truy cap duéi cap do truy xuat dia. Trong hop thoai Share Permissions,
chaa danh sach cac quyén sau:
Full Control: cho phép nguoi diing cd toan quyén trén thu muc chia sé.

Change: cho phép ngudi dung thay doi dix liéu trén tap tin va xda tap tin trong thu
muc chia sé.

Read: cho phép ngudi dung xem va thi hanh cac téap tin trong thu muc chia sé.
Chuing ta mudn cap quyén cho nguoi dung thi nhap chudt vao nat Add.

Hop thoai chon nguoi diing va nhdm xuét hién, ching ta nhap doi chudt vao cac
tai khoan nguoi ding va nhém can chon, sau d6 chon OK. Trong hop thoai xuat hién,
mudn cap quyén cho ngudi dung ching ta danh ddu vao muc Allow, nguoc lai khoa
quyén thi ¢danh dau vao muc Deny.

C, Quan ly cac thu muc dung chung.

Trong mét hé théng mang AD c6 s luong ngudi dung 16n, viéc c6 quéa nhiéu thu
muc chia sé¢ s& anh huéng dén hiéu niang hé thong va cac van dé bao mat. Cong cu
Computer Management cho phép ching ta quan 1y cac thu muc dang dugc chia sé trén
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hé théng. Tir cira s6 Computer Management, ching ta truy cap vao menu Shared

Folders.

L

=]

Action View Help

PR #e| 62 BE &

Computer Management

o

A Computer Management (Local
a [I} System Tools
I ':L‘ Task Scheduler
I Event Viewer
4 g Shared Folders
@ Shares
2| Sessions
22| Open Files
b (&) Performance
iy Device Manager
4 = Storage
b ;_Q; Windows Server Backup
= Disk Management
b Fly Services and Applications

ShareMame  Folder Path
2] ADMINS C\Windows
a3u C§ A

& IPCS

2] NETLOGON  C:\Windows\SYSV...
CA\Windows\SYSV...

&l sysvoL

Hinh 4-13 Cdu hinh qudn Iy thir muc chia sé

Type

Windows
Windows
Windows
Windows
Windows

# Client Connections

0

-]

Description
Remote Admin
Default share
Remote [PC

Logon server share
Logon server share

Actions
Shares

Mare Actions

O menu Shares sé& hién thi danh sach cac thu muc dang duoc chia sé trén hé théng,
duong dan, kiéu cua thu myc, s6 Client dang két ndi dén thu muc d6 va chi thich. Céac
thu muc c6 tén véi dau $ & cudi 1a cac thu muc chia sé bi an.

Menu Sessions ¢ bén duéi ¢ tac dung hién thi danh sach nguoi ding dang truy
cap dén cac thu muc dung chung trong hé théng. Cac thdng tin ma menu nay cung cap

bao gom:

- Tén tai khoan ngudi dung dang két ndi vao tai nguyén chia se.

- Tén may tinh c6 ngudi ding két ndi tir do.

- Hé diéu hanh ma may tram dang st dung dé két ndi.

-S4 tap tin ma nguoi dung dang mé.

- Thoi gian két ndi cua ngudi ding.
- Thoi gian cho xi 1y cua két néi.

- Phai la truy cap cta nguoi dung Guest khdng?

Menu Open Files hién thi danh séch céc tap tin dang duoc mé trong cac thu muc

dung chung. N6 ciing cho biét duong din cua tap tin do, tén tai khoan ngudi dung dang
truy cap tap tin do, hé diéu hanh ma nguoi dung st dung, trang thai tap tin co dang bi

khoa hay khong va trang thai m¢ su dung tap tin (Read hay Write).
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CHUONG 5 QUAN TRI DICH VU MANG

5.1 Dich vu DNS
5.1.1 Toéng quan vé hé théng DNS

DNS (Domain Name System) I dich vu gitip phan giai tén mién thanh dia chi IP
va nguoc lai. Pidu nay giup cho ngudi ding cé thé truy cap cac trang web bang tén thay
vi phai dung dia chi IP,

Khi mot nguoi ding nhap mot tén mién vao trinh duyét, giao thire DNS duoc kich
hoat. Trudc tién, trinh duyét s& giri yéu cau téi may chia DNS gan nhat. May cha DNS
nay sau d6 s& tim kiém trong co so dit liéu caa nd hoic lién hé vai cac may chu DNS
khac dé tim dia chi IP twong (ng véi tén mién dugc yéu cau. Khi tim thay, may chu
DNS tra vé dia chi IP cho trinh duyét, gip trinh duyét thyc hién két ndi véi may chu
hoac dich vu mang tuong tng.

Dich vu DNS hoat déng theo mé hinh Client-Server. Phan Server duoc goi 1a may
chu phuc vu tén hay con goi 12 Name Server , chira CSDL vé thdng tin phan giai tén cho
c4cC tén mién.

Phan Client la trinh phan giai (Resolver), chira cac ham thu vién dung dé tao truy
van (query ) gui ti Name Server.

DNS giup tang tinh kha dung va linh hoat cta Internet, cho phép nguoi dung truy
cap vao cac trang web va dich vu bang cach sir dung tén mién dé nhg thay vi phai ghi
nhé cac dia chi IP phic tap. N6 ciing hd trg cac chic niang nhu can bang tai hoic st
dung bo nhé dém dé tang toc do truy van. Chinh vi vay, n6 1a mot hé thdng dinh danh
quan trong trong co s& ha tang Internet dong vai tro két ndi nguoi dung véi céc dich vu
va tai nguyén trén mang.

5.1.2 Ciu tric hé théng DNS

Do vai tro dinh dang trong co so ha ting DNS, nguoi ta da thiét ké mot kién truc
gilip cho toan b cac may chu DNS trén Internet duoc lién két véi nhau thanh mot co so
dix liéu tén mién trén toan cau.

Co so dir lieu cia DNS 1a mot cay dao nguwoc. Mdi nit trén cay la mot mién
(Domain). Mdi Domain c6 thé phan chia thanh cac viing nhé hon duoc goi 1a mién con
(Sub Domain).

Mbi Domain c6 mot tén riéng goi 1a Domain Name. Domain Name nay chi cho
ta biét duoc vi tri caa nd trong co so dit lisu DNS. Mot tén DNS name ma chiing ta
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thuong goi 1a tén mién 13 mot chudi di nguoc tir dudi 18n gdc cia cdy Domain va duoc
ngin cach nhau bang dau “.”. Hinh 5.2 1a mét vi du vé mét cdy Domain Name

Root domain

Top-level domain

Second-level domain

Sub domain

Hostname

Hinh 5-1 Vi du vé co s¢ di liéu DNS

Trong vi du vé co s& dit liéu vé DNS nay thi ta c6 cac Top-level Domain Ia .net,
.com, .edu; Second-level Domain la Daily; c6 cac Subdomain la: south, mid, north; c6
mot host 1a en. Nén host sé¢ c6 Domain Name la en.mid.Daily.com.

Pbi voi co s dit liéu DNS, root domain déng vai tro rat quan trong. Root domain
la gdc cua hé théng DNS, root domain khdng c6 tén chinh thirc va nhin cua no trong hé
théng DNS la mot chudi trong. Tat ca cac domain trén hé thong DNS déu két thic bang
chudi tréng nay, va do d6 phan két thic cia cac domain déu ding ¢ dau phan cach nhan
“” Vi dy: “www.example.com.”. Chinh vi sy dong nhat nay nén céc trinh phan giai tén
mién ngay nay khong yéu cau phai dua dau cham cudi cting vao khi thuc hién truy van.

Khi cac may tinh trén Internet can thuc hién truy van mét tén mién, no sé sir dung
cac dich vu cd tén goi 1a Resolver dé thuc hién phan giai tén mién. Resolver s& chia tén
mién thanh cac phan theo du “.” phan céch nhén tir phai qua trai. Cac top-level domain
s& duoc phan giai bai Root domain. Chinh vi vy cé thé noi Root domain 13 “trai tim”
cua toan bo hé théng DNS. Mic du cac to chire ¢d thé trién khai hé thong DNS néi bo
vé6i root domain riéng, tuy nhién thuat ngit “root name server” thuong dugc dung dé chi
13 cum may chu dong vai tro 1a Root domain cho hé thng tén mién chinh thirc trén toan
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cau. Cac cum may cha nay c6 quy dinh chung vé t&n mién c6 dang nhu sau: <ki ti>.root-
servers.net, trong d6 ki tu 12 mot chit cai latinh theo tha tu tir a dén m. Mai cum may
cha nay s& cd mot dai dia chi IP public riéng va duoc van hanh bai mét té chic riéng
bao gom céc cong ty cung cap dich vu Internet, c4c td chic chinh phu, cac td chac qubc
té va duogc dit & khap cac thanh phd trén thé gisi. Biéu nay dé dam bao sy hoat dong
thong sut cua hé thong tén mién trén Internet.

Thanh phan tiép theo trong Domain Tree I& cac t&n mién cép cao, hay con goi la
top-level domain (TLD). C4c tén mién cap cao duoc xép ngay sau root domain. Do quy
dinh cuia root domain nén ta c6 thé coi tén mién cap cao 1a phan cudi cuing trong mot tén
mién. Vi du dbi vai tén mién “www.example.com” thi phan .com chinh 12 tén mién cap
cao. Trach nhiém quan ly cac tén mién cip cao dugc thuc hién boi ICANN mét to chuc
phi loi nhuan dugc thanh 1ap tai Hoa Ky vao ndm 1998 nham thyc hién quan ly viéc cap
phat t&n mién trén Internet. Bang 5.2 liét ké cac Top-level Domain théng dung duoc
phan chia theo céc linh vuc.

Tén mién M0 ta

.com C4c t6 chac thuong mai

.0rg Cac to chire phi lgi nhuan
net Cac to chirc hd tro vé mang
.edu Cac t6 chuc gido duc

.gov Cac t6 chuc thudc chinh pha
.mil C4c t6 chuc quan su

Bang 5-1 Cac Top-level Domain thdng dung
Ngoai cac tén mién cap cao duoc phan nhom theo cac linh vuc khac nhau, con c6
c4c tén mién cip cao cua cac qudc gia. Bang 5.3 bén dudi liét ké mot sé Top-level
Domain cua cac qudc gia.

Tén mién Quadc gia
.vn Viét Nam
.us My
.Uk Anh
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Jp Nhat

Tu Nga

.cn Trung Quéc

Bang 5-2 Top-level cia cac quac gia

Céc thanh phan bén dudi tén mién cép cao duoc goi 1a cac tén mién cap 2 hay
second-level domain, né nim ngay truéc tén mién cip cao trong mot domain day du.
Tén mién cip 2 thuong duoc str dung dé bd tro cho tén mién cap cao trong mot khdng
gian t&n. Vi du tén mién: “www.ictu.edu.vn” thi “.edu” chinh 13 mién cap 2 nam trong
khéng gian mién “.vn” nham gidp bd sung théng tin cho TLD.

Ngoai ra trong cau tric Domain Tree con c6 t&n mién phu hay sub domain. N6 1a
mét phan ving bd sung nim duéi tén mién cap 2. Tén mién phu duoc st dung dé chia
nho va té chac tén mién chinh thanh cac tén mién con. Vi du trong domain:
“mail.example.com” thi “mail” 1a phan tén mién phy ciia domain “example.com”.

Phan cudi cing cia mot tén mién 1a hostname, no la chudi dinh danh duy nhat
duoc gan cho mot may tinh, may cha hoac thiét bi trong mang. Hostname c6 thé duoc
dit tén theo mot s6 quy tac nhat dinh duoc quy dinh boi ngudi quan tri mang, hoic dai
dién cho loai dich vu ma may chu dé dang cung cap.

Két hop tat ca cac thanh phan trong mot domain tree ta s& c6 duoc mot tén mién
hoan chinh FQDN (Fully Qualified Domain Name). Mot FQDN bao gém hai phan, phan
DNS Suffix va phan hostname. Vi du trong domain: “www.example.com” thi “www”
12 hostname, “example.com” 1a DNS Suffix ctia domain ¢6. DNS Suffix cia moi domain
thudc domain namespace cia domain d6. Mdi domain namespace c6 thé duoc s hitu
boi mot to chire, cong ty hodc quéc gia khac nhau. Vi du: quéc gia Viét Nam s¢ hitu
domain namespace “.vn”. T6 chirc ICTU dit tai Viét Nam c6 thé dang ki domain

namespace “edu.vn” dé s¢ hitu tén mién: “ictu.edu.vn”.
5.1.3 Qua trinh truy van DNS

Truy van (Query) la gui cau yéu cau phan giai tén mién dén may DNS Server. C6
2 loai truy van la: Truy van dé quy (Recursive) va truy van tuong tac (Interactive)

Truy van dé quy la kiéu truy van ma Client yéu cau Server cung cap cau tra loi
day du cho cau truy van phan giai mot tén mién nao d6. Hinh 5.4 mé ta qua trinh truy
van dé quy.
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Recursive Querry
WWW. example.com

L
|
P '_'f

* 93.184.216.34

Database

| Computer 1 |
. ) [ Local DNS Server ]

Hinh 5-2 Truy vdn dé quy (Recursive)

Nhu hinh 5.2, mdy Computerl gui ciu truy vin phan giai tén mién
www.example.com thanh dia chi IP ¢én may Local DNS Server. May Local DNS Server
nay sé tim trong co s& dir liéu cua nd va néu co két qua twong wng thi nd sé giri vé dia
chi IP twong g vai tén mién cho may Computerl (trong vi du nay 1a 172.16.64.1).

Truy van twong tac 12 kiéu truy van ma Client s& nhan duoc céc cau tra 1oi tot
nhat ma DNS Server cung cép tai thoi diém d6. Trong trudng hop DNS Server khong
tim thay két qua, nd sé& tra 1oi véi tén mién va dia chi IP cuia DNS Server gan nhat ma
né biét. Hinh 5.5 m6 ta qua trinh truy van twong tac

’ Local DNS Server l
Interactive Querry
[
=] P
= = psk.

com }

Computer 1

Hinh 5-3 Truy vén twong tac

Theo hinh 5.3, mady Computerl giri yéu cau truy van phan giai tén mién
maill.matraders.com thanh dia chi IP dén Local DNS Server. May Local DNS Server
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tim trong co s& dit liéu cia minh xem c6 cu tra 161 dé guri vé cho DNS client khdng?
Néu c6 thi nd gui tra vé, con néu khdng cé thi n6 chuyén tiép cau truy van ra ngoai
Internet dén may Root Hint Server, 13 may quan ly dau “.”. May Root Hint Server cung
cap tén va dia chi IP cua may Server quan ly tén mién “.com” cho may Local DNS
Server va may Local nay s& gui cau truy van dén may quan ly t&n mién “.com”; roi
cau truy van tiép tuc dugc chuyén dén may Server quan ly tén mién 1a “example.com”;
may Server nay luu trit théng tin vé& dia chi IP tuong Gng voi tén mién Ia
www.example.com; n6 tra vé dia chi IP twong ang véi tén mién cho may Local DNS
Server va may Local nay gui cau tra 1i vé cho may Computer 1.

Tiép theo, ching ta cung tim hiéu vé qué trinh phan giai tén mién thanh dia chi
IP théng qua so do nhu hinh 5.4

Resoure Records

Root Hints

Resoure Records

DNS Client DNS Servers DNS Servers on Internet

Hinh 5-4 Céc thanh phan tham gia phan gidi tén mién

Qua trinh phan giai tén mién nhu sau:

- Dau tién, DNS Clients kiém tra trong Cache ciia xem c6 luu thong tin vé dia chi
IP twong ng V&i t8n mién nd mudn truy van hay khéng?

- Client gui truy van 1&n may Local DNS Server. Néu DNS Server nay c6 chua
két qua trong co so dit liéu cua né thi no sé tra 10i vé Client. Qué trinh nay goi la qué
trinh truy van dén Server c6 tham quyén (Authoritative DNS Server)
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- Néu may Authoritative DNS Server khdng c6 cau tra 1oi, cau truy van DNS
(DNS query) s& duoc chuyén (Forward) téi mot may DNS Server khac dugc chi dinh tir
truéc hogc chuyén thang né 1én Root hints Server. Rdi cau truy van sé tiép tuc duoc gii
dén cac Server quan ly tén mién theo dudi tir phai qua trai dén khi nao dén duoc server
quan |y tén mién trong tmg ma client dang can truy van.

Chung ta da néi vé may Root Hint Server 1a may ma Local DNS Server khi nhan
duogc cau truy van tir Client ma né khéng tim thiy trong co s dit liéu cua nd s& chuyén
tiép dén. Vay may Root Hint Server 14 gi? Root Hint Server hay con goi la Root Name
Server la nhitng may DNS Server goc quan ly cac Root Domain. N6 quan ly nhitng tén
mién 12 Top-Level Domain trén Internet. Tén may va dia chi IP twong tng ctia c4c may
Root Name Server ciing dugc cong bd rong réi khap thé gioi.

Co ché forwarder 1a co ché chuyén hudng cau truy van khi may Name Server cuc
bo khdng tim thay cau tra 10i. Co ché Forwarder do ngudi quan tri cha déng cau hinh.
Co ché nay duoc thé hién nhu hinh 5.5

Forwarder

8.8.8.8
A

| —
(- -‘ ASK .com | -—-—

Computer 1

Hinh 5-5 Co ché Forwarder

5.1.4 Cai dat va quan tri DNS Server
A, Cai dat may cha chay Windows Server lam DNS Server

Cac budc cai dat may chi Windows Server lam DNS Server kha don gian, nguoi
quan tri chi can cai dit Role co tén 1a DNS Server nhu trong hinh 5-6
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DESTINATION SERVER
Select server roles Susar
Before You Bagin Select one or more roles to install on the selected server,
Installation Type Rales Description
Server Selection . i : . ] Domain Name System (DNS) Server
[J Active Directory Certificate Services — . .
provides name resolution for TCR/IP
IR o oo
Features [[] Active Directory Federation Services manage when it is installed on the
DS Sarver [ Active Directory Lightweight Directory Services B:“ - 's‘" s klt“'e D"E’mﬁtfh
main Services. If you select
Confirmation [ Active Directory Rights Management Services Active Directary Damain Services
[[] Application Server role, you can install and configure
= DNS Server and Active Directory
DHCP Server
= Domain Services to work together.
[] Fax Server
b [+ File And Storage Services (Installed)
O Hyper-v

] MNetwaork Policy and Access Services
[] Print and Document Services

[[] Remote Access

[] Remote Desktop Services

W

[ «previous | [ Nea> | Inetall Cancel

Hinh 5-6 Cai dat DNS Server

Sau khi cai dat Role DNS xong, dé quan tri may chia DNS ching ta can mé giao
dién DNS Manager c6 san trong bo cong cu. Giao dién DNS Manager nhu hinh 5-7.

Filerion View Help

e 2EEBc=z Bm § @6

2 DNS Name
4 3 ICTU-DC &l Global Logs
b |f1] Global Logs [ Forward Loockup Zones

b [ Forward Lookup Zones || 7| Reverse Lookup Zones
p [ Reverse Lookup Zones [ Trust Points

b 5 Trust Points [] Conditional Forwarders
7| Coenditional Forwarders Root Hints
Forwarders

Hinh 5-7 DNS Manager

Dé DNS Server hoat dong, ngudi quan tri can thuc hién hai ciu hinh quan trong
d6 1a cdu hinh Root Hints va cau hinh Forwarders.
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Cau hinh Root Hints & cdu hinh cho phép lién két DNS Server cuc bo véi hé thdng
cac may chit Root name DNS trén toan thé giéi. Piéu nay giup dam bao DNS Server c6
thé phan giai duogc moi yéu cau tir ngudi dung. Cau hinh Root Hints duoc thé hién &
hinh dudi.

ICTU-DC Properties EEN
Debug Logging I Event Logaing | Maonitaring | Securty |
Intefaces | Forwarders I Advanced Root Hirts
Root hirts resolve queries for zones that do not exist on the local DNS
gerver. They are only used f forwarders are not configured or fail to
respand.
Mame servers:
Server Fully Qualfied Domain Name (FQDM) IP Address f\
a root-servers net. [198.41.0.4]
b root-servers net. [152.228.75.201]
C root-servers net. [192.334.12] |B
d root-servers net. [1959.7.91.13]
& root-servers net. [192.203.230.10]
f root-servers. net. [192.5.5.241]
g root-servers net. [192.112.36.4]
b root-servers net. [128.63.2 53]
T —— 167 96 140 171
< m >
Add... | | Edit... | | Remove | | Copy from Server |
| ok || Cancel | @ aep Help

Hinh 5-8 Cd4u hinh Root Hints

Cau hinh Forwarders 1a cau hinh lién két méay chit DNS Server nay véi cac DNS
Server khac, c6 thé 1a DNS Server cuc bo khac trong hé théng, ciing c6 thé 1a cic DNS
Server dén tir bén thir ba. Khi cu hinh forwarders xong néu cé truy van khéng nam
trong co s& dir liéu thi may chu DNS Server cuc bd sé hoi may cha dugc chi dinh trong
Forwarders trudc sau d6 néu khong c6 cau tra loi mai giri truy van dén Root Hints, diéu
nay s& gitip tang tbc do truy van trong hé thng.

B, Quan tri may chi DNS

Pé may chia DNS thyc hién dugc nhiém vu phan giai tén mién trong hé théng,
ngudi quan tri can thyuc hién khai tao va cau hinh céc Zone trong may chi DNS. Zone
la mot thuat ngit dé cap dén pham vi tén mién ma may chu quan ly. C6 mot sé loai zone
co ban nhu sau:
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Forward Lookup Zone: Day 1a loai zone phd bién nhat trong DNS. N6 anh xa tén
mién sang dia chi IP. Khi ban nhap tén mién vao trinh duyét web, forward lookup zone
s& gilp may tinh dich tén mién d6 thanh dia chi IP twong tng dé két ndi.

Reverse Lookup Zone: Nguoc lai vai forward lookup zone, reverse lookup zone
cho phép tra ciru dja chi IP dé tim tén mién tuong (ng. Khi ban c6 dia chi IP va mubn
biét tén mién cua no, reverse lookup zone s& cung cap thong tin nay.

Primary Zone: La zone chira dit liéu thuc su caa tén mién. N6 thuong dugc luu
trir trén may cha DNS va la noi cap nhat, thém méi hoac chinh sira cac ban ghi DNS.

Secondary Zone: Pay 1a ban sao du phong cua primary zone. Secondary zone liy
dir liéu tir primary zone va giit cho phép truy cap nhanh hon. Né hitu ich khi can dam
bao su lién tuc va cung cap dit liéu khi may chu primary gap su cé.

Stub Zone: Stub zone chira thong tin DNS co ban nhu tén mién va ban ghi NS

(Name Server) chi dinh cho zone d6. N6 duoc sir dung dé chuyeén tiép truy van DNS tir
mot domain dén mot name server khac.

Khai tao cac zone théng qua giao dién nhu hinh

-

Eile Action Yiew Help

A | (E] & = Br &
= DNS
r ; DCom
4 Forward Lookup Zones
b Mew Zone...
4 View k
I Refresh
F Export List...
I
y Help
| _sites
| tep
Ecoast
4 || ForestDnsfones

| sites
_tep
Create a new zone.

Hinh 5-9 Khgi tao Zone

Céc zone sau khi duoc cau hinh xong s& c6 dang nhu hinh 5-10, trong d6 & bén
phai 14 céc ban ghi DNS da duoc khai tao. C6 cac loai ban ghi DNS phé bién nhu sau:

A Record (Address Record): Lién két mot dia chi IP v4 vai mot tén mién.
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AAAA Record (IPv6 Address Record): Tuong ty nhu A record, nhung dung dé
anh xa dia chi IPv6 vai tén mién.

CNAME Record (Canonical Name Record): Chi dinh mét tén mién phu (alias) cho
mot tén mién chinh (canonical name). Thuong duoc sir dung dé tao céc bi danh cho cac
tén mién chinh.

MX Record (Mail Exchange Record): Chi dinh may chu email (mail server) co
trach nhiém nhan email cho tén mién dugc xéc dinh.

TXT Record (Text Record): Chtra van ban khong dinh dang hoac théng tin mo ta
lién quan dén tén mién.

PTR Record (Pointer Record): Thuong dugc sur dung trong reverse DNS lookup,
anh xa dia chi IP vé tén mién.

NS Record (Name Server Record): Xac dinh name server cho tén mién cu thé, chi
ra noi luu trit thong tin DNS cho tén mién do.

SOA Record (Start of Authority Record): Chira thdng tin quan ly cho mét zone cu
thé, bao gom thong tin vé may chu chinh quan 1y zone do.

SRV Record (Service Record): Chira thdng tin vé dich vu cu thé nim trong mot
tén mién nhat dinh, thudng duoc sir dung cho cac dich vu nhu VoIP, Active Directory,
va cac dich vu mang khac.

5 DNS Manager =& -
File | Action View Help
eblnEEaz B §8a
%, DNS Mame Type Data Timestam
4 f] ICTU-DC | _msdcs
4 || Forward Lookup Zones 7 _sites
b 2] _msdesictuwn 1 tep
4 (2] ictuwn A _udp
4 F _msdcs " DomainDnsZones
b - -sites 1| ForestDnsZones
b - _tcdp '—| (same as parent folder) Start of Authority (SOA) [253], ictu-dcictuwvn, host..  static
b - -uap . §—|(same as parent folder) MName Server (N5) ictu-de.ictuwvn. static
I+ || DomainDnsZones| -
. '—| (same as parent folder) Hest (4) 10.10.0.10 11/26/202
I+ || ForestDnsZones —. -
b 7] Reverse Lookup Zones Hictu-dc Host (4) 10.10.0.10 static
I [ Trust Points
I | Conditional Forwarders
I Global Logs
£ 1]} > £ m >

Hinh 5-10 Giao dién quan ly DNS
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5.2 Dich vu DHCP

MJi thiét bi trén mang c6 ding bo giao thic TCP/IP déu phai c6 mét dia chi IP
hop 1&, phan biét. Bé hd trg cho van dé theo dbi va cip phat cac dia chi IP duoc chinh
xéc, to chuc IETF (Internet Engineering Task Force) da phat trién ra giao thirc DHCP
(Dynamic Host Configuration Protocol). Giao thirc nay dugc mo ta trong cac RFC
1533, 1534, 1541 va 1542. Chlng ta c6 thé tim thdy cac RFC nay tai dia chi
http://www.ietf.org/rfc.html. Bé c6 thé 1am mot DHCP Server, may tinh Windows
Server 2003 phai dap tng cac diéu kién sau:

- ba cai dich vu DHCP.

- MJi interface phai duoc cdu hinh bang mét dia chi IP tinh.

- Dai chuan bi sin danh sach cac dia chi IP dinh cip phat cho cac may client.

Dich vu DHCP nay cho phép chiing ta cip dong cac théng sé cau hinh mang cho
cac may tram (client). Céc hé diéu hanh cua Microsoft va cac hé diéu hanh khac nhu
Unix hodc Macintosh déu hd tro co ché nhan cac thong s6 dong, co nghia 1 trén cac hé
diéu hanh nay phai c6 mét DHCP Client. Co ché sir dung céc théng sé mang dugc cip
phat dong c6 uru diém hon so véi co ché khai bao tinh cic thong sé mang nhu:

- Khic phuc dugc tinh trang dung dia chi IP va giam chi phi quan tri cho
hé théng mang.

- Gilp cho cé&c nha cung cap dich vu (ISP) tiét kiém duoc sé luong dia chi
IP that (Public IP).

- Phi hop cho cac may tinh thudng xuyén di chuyén qua lai gitra cac mang.

- Két hop véi hé théng mang khdng day (Wireless) cung cip cac diém
Hotspot nhu: nha ga, san bay, truong hoc...

5.2.1 Nguyén ly hoat dong caa giao thirc DHCP

Giao thiec DHCP lam viéc theo m6 hinh client/server. Theo d6, qua trinh tuwong
tac gitta DHCP client va server dién ra theo cac budc sau:

- Khi may client khéi dong, may sé gui broadcast go6i tin
DHCPDISCOVER, yéu cau mét server phuc vy minh. Géi tin nay ciing chua dia chi
MAC cua may client.

- Cac may Server trén mang khi nhan duoc goi tin yéu cau do, néu con kha
ning cung cap dia chi IP, déu gui lai cho may Client g6i tin DHCPOFFER, dé nghi
cho thué mét dia chi IP trong mot khoan thai gian nhat dinh, kém theo 1a mét subnet
mask va dia chi cua Server. Server s& khdng cap phat dia chi IP vira & nghi cho nhiing
Client khac trong suét qua trinh thuong thuyét.
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- May Client s& lra chon mét trong nhiing 161 dé nghi (DHCPOFFER) va
guri broadcast lai g6i tin DHCPREQUEST chap nhan 1di dé nghi d6. Diéu nay cho
phép céac 161 dé nghi khong duoc chap nhan s& dugc cac Server rit lai va dung dé cap
phat cho Client khac.

- May Server dugc Client chip nhan s& gui nguwoc lai mot goi tin
DHCPACK nhu 12 mdt loi xac nhan, cho biét 1a dia chi IP d6, subnet mask do va thoi
han cho sir dung d6 s€ chinh thirc dugc ap dung. Ngoai ra Server con gui kem theo
nhitng théng tin cau hinh bo sung nhu dia chi cua gateway mic dinh, dia chi DNS
Server, ...

5.2.2 Cai dat may chu DHCP Server

Gidng nhu céc dich vu khac, dé nang cap may chu thanh DHCP Server, can cai dat
Role DHCP nhu hinh

Roles

[] Active Directory Certificate Services
| Active Directory Domain Services (Installec

[ ] Active Directory Federation Services

[ ] Active Directory Lightweight Directory Services
[ ] Active Directory Rights Management Services

[] Application Server

DHCP Serve
| DMS Server (In

[] Fax Server

[®] File and Storage Services (2 of 12 installed)
] Hyper-v

[] Metwork Policy and Access Services

] Print and Document Services

[] Remote fccess

[] Remote Desktop Services

Hinh 5-11 Cai dat DHCP Server

Can phai luu y 13, may chu st dung dé 1am DHCP Server can dugc ciu hinh dia
chi IP tinh, ¢6 dinh.

Chung ta ciing can I&n ké hoach vé dai mang sé sir dung, s6 luong dia chi IP, subnet
mask, cac thong tin vé DNS Server va Gateway dé c6 thé cau hinh [én DHCP Server khi
hoan thién.

Hinh ... mé ta giao dién cau hinh dai dia chi IP dé cap phéat trong mang.
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MNew Scope Wizard

IP Address Range
[%You define the scope address range by identifying a set of consecutive |IP addresses.

=

Configuration settings for DHCP Server

Enter the ranage of addresses that the scope distributes.

Start IP address: | 10 .10 . 0 .100

End IP address: | 10 . 10 . 0 .200

Configuration settings that propagate to DHCP Client

Length: ﬂi,

Subnet mask: |255.255.255. 0

| < Back || Mead = || Cancel

Hinh 5-12 Cdu hinh tzo Scope
Sau d6 chiing ta can cau hinh cac thong s nhu sau:

Exclusion and Delay: dai dia chi loai trix, khi cau hinh tly chon nay nhiing dia chi
IP duoc nhap vao s& khong duoc may chi DHCP mang ra cap cho Client, ma s& duoc
dé danh riéng cho céc dich vu dic biét cho ngudi quan tri cau hinh.

Lease Duration: Thoi gian cho thué dia chi IP.
Router: Pay 1a dia chi cong mic dinh cho céc két ni mang.
DNS: bia chi may chu DNS Server ndi bo trong mang.

Mot may chi DHCP khi hoan thién viéc cau hinh sé& c6 giao dién quan 1y nhu hinh

& Address Leases

p (2| Reservations
- Scope Options
2 Policies

3 Server Options

4| Policies

b [# Filters
-

Hinh 5-13 Quan ly DHCP Server
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5.3 Dich vu VPN

VPN la mang riéng ao, Virtual Private Network, la mot cong nghé mang giup tao
két néi mang an toan khi tham gia vao mang cdng cong nhu Internet hoic mang riéng
do mot nha cung cép dich vu s& hiru. Cac tap doan 16n, cac co s& gido duc va co quan
chinh phu sir dung céng nghé VPN dé cho phép ngudoi ding tir xa két ndi an toan dén
mang riéng ctia co quan minh.

webserver
the N
E;" aj@)s internets [ |
your ISP -
your —
computer webserver

Secure Proxy or
Personal VPN

Hinh 5-14 Sir dung VPN két néi Internet

Mot hé théng VPN c6 thé két ndi duge nhiéu site khac nhau, dua trén khu
vuc, dién tich dia 1y... twong tu nhu chuan Wide Area Network (WAN). Bén
canh d6, VPN con duoc dung dé "khuéch tan", mo rong cac md hinh Intranet
nham truyén tai thong tin, dir liéu tét hon. Vi du, cac truong hoc van phai ding
VPN dé néi gitra cac khudn vién cuaa truong (hoic giira cac chi nhanh vaéi try so
chinh) lai véi nhau.

Céc giao thirc thuong dugc st dung trong VPN

Ban chat cua giao thirc VPN 1a mot tap hop céc giao thic. C6 mot sé chirc
nang ma moi VPN phai giai quyét duoc:

- Tunnelling (k¥ thuat truyén dir liéMu qua nhiéu mang c6 giao thuac khac
nhau) - Chirc ning co ban caa VPN 14 phan phéi cac goi (packet) tir diém nay dén
diém khac ma khong dé 16 ching cho bat ky ai trén duong truyén. Dé 1am diéu
nay, VPN déng goi tat ca dir liéu theo dinh dang ma ca may khach va may chu
déu hiéu dugc. Bén gui dix liéu dat nd vao dinh dang tunnelling va bén nhan trich
Xuat dé co dugc thong tin.
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- M4 héa: Tunnelling khéng cung cép tinh ning bao vé. Bt cir ai ciing co
thé trich xuat dix liéu. Dt liéu ciing can phai dugc ma hoa trén dudng truyén. Bén
nhan s& biét cach giai ma dit liéu tir mot nguoi giri nhét dinh.

- X4&c thuc. Dé bao mat, VPN phai xac nhan danh tinh cua bat ky client nao
cb gang “giao tiép” vai nd. Client can xac nhan rang né da dén dang may chu du
dinh.

- Quan ly phién: Mot khi ngudi dung dugc xac thue, VPN can duy tri phién
dé client co thé tiép tuc “giao tiép” véi n6 trong mot khoang thoi gian.

NOi chung céc giao thirc VPN coi viéc tao tunnel, xac thuc va quan ly phién
nhu mot goi. Piém yéu trong bat ky chirc ning nao déu la nhing 16 hong bao mat
tiém an trong giao thic. M& hoa 1a mot chuyén nganh, né ciing rat kho, nén thay
Vi €6 gang tao ra cai mai, cac VPN thuong sir dung két hop nhiéu giao thuc ma
hoa dang tin cay.

- Giao thiec PPTP: Giao thirc cii nhat vin dang duoc sir dung 1a PPTP
(Point-to-Point Tunneling Protocol). PPTP lan dau tién duoc sir dung vao nim 1995.
PPTP khéng chi dinh giao thirc ma hoa nhung c6 thé sir dung mét sé giao thire nhu
MPPE-128 manh m&. Viéc thiéu su tiéu chuan hoa vé giao thic manh 1a mét rui ro, vi
no chi co thé st dung tiéu chuan ma héa manh nhat ma ca 2 phia cung hd tro. Néu mot
phia chi hd tro tiéu chuan yéu hon thi két ndi phai sir dung ma héa yéu hon ngudi ding
mong doi.

Internet
LA RN}
g *PPTP Tunnd * ",
" L e 3
L J
Home 17124644532 Ofﬁ ¢ eg
Public:192.168.90.1/24 . Publni: 192.168.80.1724
Local: 10.1.202.124 .112_15‘1_2)32 \ ocal: 10.1.101.1724
—_— A
s B
e it by 10401428
10.4.202.2724 .1.101. iR

10.1.101.324

Hinh 5-15 Giao thuzc PPTP
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Tuy nhién, van dé thuc su véi PPTP 1a qué trinh xac thuc. PPTP sir dung giao
thire MS-CHAP, c6 thé d& dang bi crack trong giai doan hién nay. Ké tan cong c6 thé
ding nhap va mao danh nguoi dung duoc Gy quyén.

- Giao thirc IPSEC: Puoc dung dé bao mat cac giao tiép, cac ludng dix liéu
trong moi trudng Internet (moi tredng bén ngoai VPN). Pay 1a diém mau chét, luong
traffic qua IPSec duoc ding cha yéu béi cac Transport mode, hoic cac tunnel (hay goi
1a hdm - khai niém nay hay dung trong Proxy, SOCKS) d¢é MA HOA dix liéu trong VVPN.
Su khac biét gitra cac mode nay la: Transport mode chi cé nhiém vu méa hoa dit liéu bén
trong cac goi (data package - hoac con biét dudi tir payload). Trong khi cac Tunnel ma
hoa toan b cac data package do.

- Giao thirc L2TP: Pugc dung dé bao mat cac giao tiép, cac ludng dit liéu
trong moi truong Internet (mdi truong bén ngoai VPN). Pay 1a diém mau chét, luong
traffic qua IPSec duoc ding cha yéu béi cac Transport mode, hodc cac tunnel (hay goi
1a hdm - khai niém nay hay dung trong Proxy, SOCKS) d¢é MA HOA dix liéu trong VVPN.
Su khac biét gitra cac mode nay la: Transport mode chi cé nhiém vu méd hoa dit liéu bén
trong cac goi (data package - hoac con biét dudi tir payload). Trong khi cac Tunnel ma
hoa toan b cac data package do.

Céc giao thic ké trén déu dugc ra doi va phét trién tir cach day kha lau. Qua thoi
gian sir dung, chung déu boc 16 nhitng 16 hong bao mat kha nguy hiém. Ngay nay, céc
nha nghién ctru da phat trién va céng bd mot sé phuong thirc bao mat an toan hon so véi
ba giao thuc trén. C6 thé ké dén mot vai céi tén trong s6 d6 nhu: IKEv2 ( Internet Key
Exchange), SSTP (Securre Socket Tunneling Protocol), OpenVPN, SoftEther.

5.4 Dich vu NPS va NAP

54.1 NPS

NPS hay Network Policy Server 1a mét tinh nang maéi ra doi trén Windows Server
2008 nham thay thé IAS ( Internet Authentication Service ) cho phép str dung Windows
Server 2008 dé chung thuc Client st dung giao thirc 802.1x.

NPS khdng chi 1a mot sy thay thé cho IAS ma né con thuc hién nhiéu hon nhing
gi IAS da tirng 1am. Trong khi nhiéu ching ta trong sb ching ta ¢6 thé méi chi xem dé
thuc hién nhirng th twong tyr ma IAS da thuc hién duoc trong Windows 2003 thi khi
cai dat NPS chiing ta s& thdy duoc rat nhiéu chirc nang méi trong do.

Chuc nang cua NPS

. Dinh tuyén luu luong cho LAN va WAN

. Cho phép truy cap vao céc tai nguyén noi bo thong qua két ndi VPN hoic
dial-up.
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. Tao va ép budc su truy cap mang théng qua cac két néi VPN hoic dial-
up.

Tuy nhién NPS con c¢6 thé cung cap c4c chic ning khac nhu:

. Cac dich vu VPN

. Céc dich vu Dial-up

. Truy cap duoc bao vé 802.11

. Routing & Remote Access (RRAS)

. bang ky chirng thuc théng qua Windows Active Directory

. Piéu khién truy cap mang bang céc chinh sach

Nhitng gi ma NPS thuc hién trén Ia tat ca cac chirc nang c6 lién quan dén NAP.
Vi du - System Health Validators, Remediation Server Groups, Health Polices,...
5.4.2 NAP

Pinh nghia

Mot khia canh bao mat mang gay khd chiu cho nhiéu quan tri vién d6 1a viéc
khdng thé kiém soét cau hinh caia cac may tinh tir xa. Mic di mang caa mot cong ty co
thé dang hoat dong an toan nhung van khong c6 gi dé ngan chian ngudi ding tir xa truy
cap vao mang théng qua mot may tinh da bi nhiém virus hay c6 céc 16 hong chua duoc
nang cap ban va kip thoi.

NAP [a mét tinh ning nham bao dam may tinh ctua ngudi dung tir Xa tuan theo
c4c y8u cau bao mat trong t6 chizc. NAP s& khong lam gi dé ngan chan truy cap trai phép
dén mang. Néu mot ngudi xam pham ¢d mot may tinh dap ing dugc cac chinh sach bao
mat caa cong ty thi NAP s& khong thuc hién bat hoat dong gi dé ngirng hoat dong truy
cap cua nguoi nay. Viéc ngan chan truy nhap cua nguoi nay la cdng viéc cua cac ky
thuat bao mat khac. NAP don gian chi dugc thiét ké dé ngan chian nguoi dung dang nhap
vao mang khi stir dung cac may tinh khéng bao dam.

M6 hinh trién khai NAP

Viéc thi hanh NAP can sir dung mot sé may cha, mdi mot may chia c6 mot vai
tro riéng. C6 thé xem & hinh duéi dé c6 cai nhin tong quat vé van dé nay.
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Hinh 5-16 So' d6 hoat dgng ciia NAP

M6 hinh trén bao gém cac thanh phan sau:

- Mot may chu dong vai tro 1a VPN RRAS Server cho phép Client truy cap
tir Xxa vao mang noi bo

- Mot may cha dong vai tro 13 may chu diéu khién mién c6 chira dich vu
thu muc va DNS

Cudi cung 1a may chu chinh sach NPS cho phép ciu hinh cac chinh sach duoc &p
dung.
5.5 Dich vu Web vei 11S

Word Wide Web (thudng duoc goi tat 1a Web) 1a mang lugi nguon thong tin cho
phép moi ngudi khai thac thdng tin qua mot sé cong cu hoic 13 chwong trinh hoat dong
cling céc giao thirc mang. World Wide Web 1a mét trong sé cac dich vy cua Internet
nham gitp cho viéc trao d6i thong tin tré nén thuan tién va dé dang. S¢ di Web trg nén
pho bién vi Web cung cap cho nguoi sir dung kha ning truy cap dé dang, tir d6 nguoi
sir dung cd thé khai thac cac thong tin da dang trén Internet (van ban, hinh anh, &m
thanh, video).

Nhitng thong tin trén web dugc biéu dién trén céc trang web (webpage), theo
dung nghia den ciia tir “trang” ma ching ta ¢ thé nhin thay trén man hinh may tinh.
Moi thong tin déu c6 thé biéu thi trén trang Web, dong thoi ¢ kha ning lién két voi
nhitng trang Web khéac va dan nguoi ding dén nhitng nguon théng tin khac. Kha ning
nay ciia Web c6 duoc 1a nho thdng qua céc siéu lién két (hyperlink). Bang nhitng siéu
lien két nay, céc trang Web c6 thé lién két vai nhau thanh mot mang lugi rong Ion, va
d6 ciing 1a ngudn goc cua thuat ngit web (nghia 1a mang nhén trong tiéng Anh). Tap hop
cac trang web dudi cing mot tén mién tao thanh mot website.

Trén Internet hién nay c6 hang tri¢u website dang hoat dong vai du cac hinh thic
va chirc nang khac nhau. Tuy nhién, c¢6 thé phan biét mot s6 loai website thuong gap:
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-Website gigi thiéu: 1a loai website cin ban va don gian nhat, dung dé gigi thiéu
vé mot ca nhan hay mot don vi. Website loai nay chia it trang, it ton kém va d& lam
nhét.

-Website luu trir thong tin: con goi la thu vién dién tir, chira cac thong tin chuyén
moén dugc sap xép thanh nhiéu d& muc, nhiéu tiéu dé dé tra ciru. Website luu trit phai
duoc cap nhat thudng xuyén thdng tin méi va duoc sap xép sao cho ngudi xem tim ngay
dugc thdng tin minh muén tim.

-Website truyén dir liéu: 12 loai website duoc thiét ké dac biét dé thu nhan thong
tin tir xa. Mot co quan hay mot doanh nghiép 1am cdng tac quan 1y chwong trinh ¢6 nhiéu
don vi vé tinh thay vi phai dén tan don vi & quan huyén, tinh thanh khac dé ghi chép
thong tin thi nay c6 thé ngdi tai chd dé nhan théng tin qua mang Internet va chi viéc
kiém ching, danh gia thong tin trude khi nhap vao kho thong tin chung. Website nay
thudc hang cao cap c6 nhiéu chuong trinh 10ng trong trang web, doi hoi nha thiét ké phai
c6 trinh d6 nhét dinh trong ca linh vuc dién toan 13n chuy@n man.

-Website thuong mai: chira thong tin hang hoa va dich vu, chtza nhiéu form va
chta cac script tinh toan dé nguoi tiéu ding co thé mua va tra tién ngay qua website.
Hién nay bén canh thuat ngir website con thuong sur dung thuat ngir tng dung web (TA:
web application hay web app). Trong da sd cac truong hop hai thuat ngir nay c6 moi
lien hé chat ché vai nhau va kho phan biét. Néu mot website cung cp nhiéu chirc ning
tap trung vao mot mang nao d6 (gan giéng nhu mot tng dung cho méay desktop) thi ciing
dugc goi la mot g dung web.

Tong hop cac tng dung web ciia mot to chirc nhu thu dién ti, chia sé tai liéu, lich
cong tac, v.v., thdng qua giao dién Web tao thanh mat hé théng Ion goi la cong thong
tin dién tir (TA: web portal). Cong thong tin 1a céng cu dic luc cho cac hoat dong cua
moi doanh nghiép, gitip nguoi ding cé thé tan dung tdi da nhitng tai nguyén cé san va
nang cao gia tri cua théng tin.

55.1 Giaothic HTTP

Mot hé thong Web 1a mot hé théng cung cap thong tin trén mang Internet thong
qua cac thanh phan nhu May chu, trinh duyét va noi dung thong tin. Trong phan nay s&
gioi thiéu mot cach co ban nguyén ly hoat dong ciia mot hé thong Web ciing nhu céac
thong tin lién quan t&i cac cach thire xac dinh vi tri nguon théng tin, cach thic trao doi
dir liéu gitta may chu véi trinh duyét va cach thic thé hién thong tin.

Tur khia canh kién tric tng dung mang, hé théng web 1a mot dang chuong trinh
hoat dong theo mé hinh chi - khach véi hai thanh phan: Chuong trinh khach (client),
thuong dugc goi la trinh duyét web (web browser), chay trén may tinh ctia nguoi dung
dau cubi; Chuong trinh chu, goi 1a web server, duoc cai dat va chay trén may cé cu
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hinh manh (may nay ciing thuong dugc goi la web server). Chuong trinh khach va
chuong trinh chu trao d6i dit liéu voi nhau théng qua giao thie HTTP theo nhu cau cua
nguoi sir dung (client), trong d6 trinh duyét sé giri cho server cac thong diép dac biét
theo cau trac quy dinh caa HTTP (goi 1a HT TP request), server s& gui lai cho trinh duyét
cac dir liéu theo y8u cau (goi 1a HTTP response). Hinh 5.16 trinh bay mé hinh hoat dong
cua hé thong web .

Server running
Web Server

Laptop

Hinh 5-17 M6 hinh hoat déng cua chuong trinh Web

Nhu vay, mot hé théng Web gém c6 2 thanh phan: Trinh duyét Web chay trén
may client va Web Server chay trén may Server.

Trong d6, Web Server c6 thé duoc hiéu theo hai nghia: mét chuong trinh @ng
dung c6 chirc nang chinh 1a Iuu trit, Xt Iy va cung cip cac trang web cho cic chuong
trinh khach theo yéu cau tir cac chuong trinh nay; mot may tinh ciu hinh cao c6 cai dt
chuong trinh may chii web va mot sé chuong trinh hd trg khac cho viéc xir 1y va phuc
vu web (vd.: database server, v.v.). Trén thyuc té, chuong trinh ang dung may chi web
cling can phai co cac chuong trinh khac hd trg dé ¢6 thé hoan thanh nhiém vu xir ly cac
ung dung web hién dai, trong d6 c6 may chu co s¢ dir ligu (TA: Database Server) va
chuong trinh hd tro thyc thi md ngudn viét bang cac ngdn ngir lap trinh cho server (vd.:
trinh théng dich ngdn ngir PHP d6i v&i Apache) nhu hinh 5.17.
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File System Linux
swi, mp3, mpd

prg, jpg, gif
I \l_/ Apache Emalil
]
=
Applications M}' SQL

=_ =
Compiled Extensions

Hinh 5-18 Cdu triic thwong gap cua mgét web server véi Apache, MySQL, PHP

Khi client giri y8u cau tai mot trang web, chuong trinh may chu web s& tim kiém
trang theo yéu cau. Néu trang yéu cau duoc tim thiy, chuong trinh may chu sé& giri lai
cho client voi mot HTTP response, trong d6 ndi dung trang web (dudi dang HTML)
dugc chira trong khéi dir liéu cua goi tin HTTP response. Néu trang web yéu cau khong
duoc tim thay, may chu web s& guri cac thong bao “HTTP: Error 404 Not found”. Néu
client yéu cau cho maot sb tai nguyén khac thi may cha web sé& lién lac véi cac may cha
tng dung va luu tri dir liéu dé tu tao ra dix liéu HTML theo yéu cau va giri dit liéu nay
lai cho client.

Static Data
Request

Static Data
Response Application Server
Servlet Request

Servlet Response

HTTP
Response

HTTP
Request

Hinh 5-19 Sor @6 nguyén tic hoat dong cia mét hé thang may chi Web

Chuong trinh may chu web thuong cd kién tric xir Iy ddng thai (Concurrent) hoic
don ludng huéng su kién (Single-Process-Event-Driven). Kién tric xt Iy ddng thai cho
phép cac may chi web xir Iy nhiéu yéu cau cua khach hang ciing mot ltc. N6 c6 thé dat
duoc bang cach str dung cac phuong phap xt 1y da tién trinh (Multi-processing), xir ly
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da luong (Multi-threading), va phuong phap lai (Hybrid). C6 mot s6 Web Server thong
dung bao gom: IIS, Apache,...

5.5.2 Cai dit va cau hinh 11S trén Windows Server

Bay gio, ching ta s& tim hiéu vé cach cai dat I1S trén may server dé luu trir trang
web. Qua trinh cai dit va cau hinh gom 2 budc:

-Budc 1: Cai dat Web Server (11S) role

Mo Server Manager va click Add Roles and Features nhu hinh 5.20

DESTATION SERVER
Select server roles O e T
Before You Begin Select ome or more roles to install on the selected server,

Installation Type Reabes. Dreseription
Server Selection I Wk Server (115) provides a reliable

ETT—— e e

DHCP Server application infrastrsciure,
Features

O
£
:
i

DS Serser (Installed)

Fax Server

File and Storage Services (2 of 12 installed)
Hyper-y/

Metwork Policy and Access Senaces

Print and Docurment Services

Aemote Access

Remate Desktop Sendces

I—l Wolume Actrraton Sernces

O0O000EORC

O Windows Deployment Services
D ‘Windows Serser Eszentials Expenence
|| "Windows Server Update Services

e

-;Puvinu:ll Nest = | netall IEI

Hinh 5-20 Server Roles

I DESTRATION SERVER
Select role services bl aeling e
Before You Begin Select the role services to install for Web Senver IS}
Installation Type Robe services Deescription
Server Selection PRER ot Server T Wik Server provides support for
Server Roles ] HTRL Weh sites and optional
4 [ Common HTTP Featunes suppart for ASPNET, ASP, and Web
Featurss [ Default Doowment server extensions. You can use the
WWeD Server Role [II5) —_— = Welb Server to host an inbemal or
S Dirsctany Srwsing exbermal Wik sibe or ko prowde an
[ Aok services | ] 1T Eerors S s
Confirmation [¥] Static Cartens create Web-based applations,

] HTTP Redirection

[] Webbaw Pullishing
4 [+ Health and Dizagnostics

[ HTTP Logging

[] Custom Loggng

] Losging Taals

[ QDEC Lagging

(] Reguest Monitor

v o

< " HEl

X ey | e .

Hinh 5-21 Lwa chon cac Roles Service cho IIS
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Installation progress ablogh shasinglocs

‘View installation progress

@ Festure instaliation
I —
Installation succeeded on srvblogl1.thesobving.local.

Web Server [I15)
Management Tools
15 Management Comsals

Web Server
Common HTTP Features
L poans Defaut Document
Directory Browsing

HTTP Emors
Static Content

Health and Diagnostics
HTTP Logaing

Yau can close this wizard without interrupbing running tasks. Veew task progress or open this
page again by clicking Notifications in the command bar, and then Task Details

Export configuration settings

< Previcus

Hinh 5-22 Hoan thanh cai dat Roles 11S

-Buéc 2: Cau hinh 11S
Tro lai tab Server Manager, lua chon Internet Information Services (11S) tir menu
Tools:

Acttee Directony Adenarestrative Carder

_ SERVERS Aot Directany Damars and Trusts
1= Dashboard Al sensers | 1 tokal Active Disecbany Mokl ler Wirdws, BowerSkel
§ Local Server 5 = Active Directary Sites and Services
y Fiter e @~ o
BE Al Servess Artiee Directary Users snd Computers
ADSI Edit
Wl ADDs Servar Mamns | WP Acdlinss | Manazaability .
. Component Sensces
em DME
. d Lompgarter Maragement
R file and Storage Senices b Defragmant and Optimize Dnss
s
Evern Viewer
Group Policy Manegement
| Itemet Information Services [II5] Managar |
: W ECE Inibator

Local Secunty Policy
OOEC Dats Sourcs [22-bit)
EVENTS CINAC Maks Seurces [fE-hil)
Al mvenks | O botal e
Resource Monitor

Security Configuration Wizsrd

Sersices

ESystem Canfiguration

Eystam Informabice

Task Scheduler

‘Wiindoeen Firewall with Achranced Security
‘Windows Memony Disgnastic

‘Windows PowerShell

‘Windows PoserShell ixB8)

‘Wiindows RowerShall ISE

| ‘Weindouwes Pomershall ISE (s26]

Fiftar o (5:5:- -

Server Mase WD Sewiwily Seurce Leg  Dabe and Tin

Wintin Seraer Backup
SERVICES i |
B

Hinh 5-23 Cau hinh 1IS
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Hinh 5.28: Click Add Website

Site name: Apphication pook

[Test | Test

Content Directory

Physical path:
[Cinetpubltest 1|~ |

Pass-through authentication

| Connectas.. | | Test Seftings. |

Binding
Type: IP address:

|hittp v| (Al Unassigned v| [z

Example: www.conteso.com or marketing.contoso.com

[ Start Website immediately

Hinh 5.29: Chi 6 tén site va dwong ddn
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CHUONG 6 GIAM SAT VA KIEM SOAT TRUY CAP
6.1 Giam sat may chi

Giam sat hé thong may chu la qué trinh theo ddi, kiém tra va quan ly cac may chi
va tai nguyén cua chung dé dam bao ching hoat dong hiéu qua, an toan va khong bi su
cd. Viéc giam sat nay thuong duoc thyc hién thdng qua viéc sir dung cac cong cu va
phan mém dé theo ddi cac thong sb ky thuat, tai nguyén va hoat dong cua may chi nhu
CPU, b6 nhé, dung luong dia, tinh trang mang, va cac dich vu dang chay trén may cha.

Viéc giam sat hé thng may chu 1a cuc ky quan trong vi né mang lai nhiéu loi ich
nhu sau:

DPam bao sy 6n dinh va hiéu suat: Theo dai théng sé k¥ thuat gidp nhan biét van
dé som va giai quyét trude khi gy ra sy ¢ nghiém trong, tir d6 tdi wu hoa hiéu suat cia
may chu.

Phat hién su c¢6 va can thiép kip thoi: Qua viéc giam sat lién tuc, nguoi quan tri
c6 thé nhan biét cac dau hiéu bat thuong, tir d6 co thé can thiép kip thoi dé ngin chan
su ¢ trudc khi né anh huong dén hoat dong cua hé thong.

Tbi uu hoa tai nguyén: Bang cach theo ddi viéc sir dung tai nguyén nhu CPU, bd
nhé, va luu trit, ngudi quan tri co thé toi wu héa viéc phan phéi tai nguyén, tranh tinh
trang lang phi va dam bao hé théng hoat dong hiéu qua.

Bao mat va tuén thu quy dinh: Giam sat ciing gitp phat hién cac hanh vi khong
dang tin cay hoac tan cong tir bén ngoai, giup ting cudng bao mat hé théng. N6 ciing co
thé hd tro viéc tuan tha cac quy dinh bao mat va chang nhan.

Du doan va 1ap ké hoach: Dir liéu tir viéc gidm sat c6 thé duoc sir dung dé du
doan xu huéng str dung tai nguyén, tir d6 1ap ké hoach ma rong hoac nang cap hé thong
mét cach c6 hé thdng va linh hoat.

Trong chuong nay, chling ta s& cing tim hiéu vé cac cong cu hoic phuong phap
hiéu qua dé c6 thé giam sat hoat dong cua hé thong Windows Server. Cac cong cu co
thé ké dén nhu 1a: cong cu Server Manager, cdng cu Best Practices Analyzer, Event
View, Performance Monitor, Resource Monitor. Ngoai ra chiing ta ciing c¢6 thé str dung
nhitng cong cu dén tir bén thir ba.

A, Sir dung Server Manager dé giam sat nhiéu may chi

Server Manager 1a méot cong cu tong hop cho phép quan tri rat nhiéu khia canh
trong céc hé théng may chii. Chung ta ciing c6 thé sir dung Server Manager dé theo ddi
trang thai caia nhiéu may chu trong hé théng cuing IGc. Chi don gian bang viéc truy cap
vao Dashboard ctua Server Manager nhu hinh ..
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= Server Manager

Server Manager * Dashboard

p— ROLES AND SERVER GROUPS
B! Dashboard Roler§ | Server groups Servers wiak 3

B Local Server " aDCs 1| Wl apos 2 | ¥ pHee 2
B All Servers - -
(X Manageability (¥) Marageabiity (@ Manageability
W
_a ADCS Everits Ewents Bvaris
§l ADDs Senvices ServiCes Senvices
Ti DHCP Performarce Performance Performance
o BPA regults ERA regufty BPA regults
em DNS
B§ File and Storage Services b
o s
- File and Storage
£ 7 I 7
E: IPAM P = DNS 2 Sarviems 3 s 2
T\ Nap (@) Manageability (f) Marageabiity (1) Manageability
ﬁi Remote Access Ewverits Ewents Bvertts
Senvices Services Senvices
Performarce Performance Performance
BPA regults ERA regufty BPA regults
Bz IPAM 1 ™ nap 1 gl Remote Access 1
(1) Manageasility () Marageabiity (T} Msnagesbility
Events Events Evenits
Performance Servioes Services
Performance Performance
EfA resyiis BFA results

Hinh 6-1 Server Manager Dashboard

Trong giao dién nay, hé thong dua ra mot vai tly chon chinh dé theo ddi co ban
trong hé théng. Cu thé nhu sau:

Ty chon Manageability: Cung cap nhitng thong tin co ban vé hé thong va nhiing
15i nghiém trong dang ton tai.

Tay chon Event: Mot giao dién tap trung vé cac 13i, 16 hong va canh béo su kién
trong hé théng.

Tay chon Services: Tong quat vé cac dich vu dang chay hoic dang khong chay
trong may chu.

Tay chon Performance: Cung cip thong tin vé hiéu suat hoat dong cia phan ctng
trong hé théng.

B, St dung cong cu Best Practices Analyzer

Best Practices Analyzer (BPA) Ia mét cong cu tich hop trong Windows Server dé
kiém tra cau hinh hé théng va cung cap cac khuyén nghi vé cach téi wu hoa cai dit. N6
gitip ngudi quan tri hé thong xac dinh va sira cac van dé tiém an, danh gia tuan tha cac
quy tic va nguyén tac tot nhat (best practices) duoc dé xuat bai Microsoft.
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Cong cu BPA kiém tra cdu hinh cua hé théng, dich vu, ttng dung va cac vai tro cu
thé (vi du: Domain Controller, DNS Server, File Server, etc.) trong Windows Server.
Sau d6, né cung cip cac bao cao chi tiét vé viéc tudn thu cac nguyén tic tét nhat va dua
ra cac khuyén nghi dé cai thién hoic diéu chinh cai dit dé toi vu hoa hiéu suét, bao mat

va sin sang caa hé thong.

Cong cu nay thuong di kém voi mdi phién ban Windows Server va cé thé duoc
chay tir Giao dién nguoi dung hoac théng qua PowerShell.

Chung ta c6 thé khai chay BPA tir giao dién Server Manager nhu hinh 6-2

er » DNS

Marage  Toals

B Dashboard BEST PRACTICES ANALYZER

i Local Serser

i 2l servers

i aDcCs

il AD DS

i BigFirm Manitoring Ser
T8 DHOP

i‘ Fle and *:-tc-rage Senaces b
= s

B pam 3
T onap

r;l Remote Acoess

Start BPA Scan
u 5w M| w
Refresh

Mo matries foond

Hinh 6-2 Cong cu BPA

Sau khi cong cu do quét ty dong duoc thuc thi, két qua s& dugc hién thi nhu hinh
.. tir d6 nguoi quan tri c6 thé dé dang nam duoc céc 16i hodc canh bao dang con ton tai

trong hé théng.

BEST PRACTICES ANALYZER

Best Frachoes Analyzer scan results | 31 tok

erver Mame  Severit

EF1 nformation
BF1 Emor

BF1 nformatsan
EF1 nformation
BF1 Warning
BF1 niormation
EF1 ‘Warning
BF1 Warming
BF1 Warning
EF1 ‘Warning
EF1 ‘Warning
EF1 ‘Warming

EF1 'Warning

DS Al least one name server in the kst of ool lnts must respond to quenes for the ool zone.

DS: Cache locking should be configured to 90% or greater.

DNS: DNS servers on NICS ghould include the loopback address, but not ¢ the first entry, L}
DiS: I the Glabal Query Block List is enabled, than it should not be empty

DS: Interface WIC3 on the DNS server showld be configured to register its IP addresses in DS,
D#S: NIC3 should be configured 1o use both a preferred and an alternate DNS senver

DBd5: NIC3 should have statse (Pl settings

D#S: Roat hint server 12B.63.2.53 must respond to NS queries for the root zone

DS Rook hint server 128.8.10.90 must respond to NS queries for the root zone.

DS Root hint server 192.112.36.4 must respond to N5 guenes for the roat zone

DMS: Roat hint server 192.203.230.10 must respond to NS queries for the root zone.

DMS: Root hint server 192.220.79.201 must respond to NS queries for the root zone.

DS Root hint server 192.324,12 must respond to NS queries for the root zone.

DNS: Root hint server 192.36.148.17 must respond to NS quenes for the root zone W

Hinh 6-3 Két qua BPA Scan
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C, Giam sat hé thdng véi cong cu Event Viewer

Event Viewer trong Windows Server 2012 R2 la mot céng cu quan trong gidp
ngudi quan tri hé théng theo ddi, kiém tra va phan tich céc su kién va 13i trén hé thong.
Duoc tich hop sin trong Windows Server, Event Viewer cung cap thong tin chi tiét vé
cac su kién hé théng, tng dung va bao mat, giup ngudi ding hiéu rd hon vé hoat dong
cua may chu.

CAc chtrc nang chinh cua Event Viewer bao gom:

Xem va Quan ly Sy kién: Hién thi cac su kién di dugc ghi lai trén hé théng, bao
gom thong tin vé 15i, canh bao, thdng tin hoat dong, va su kién bao mat. Nguoi quan tri
cd thé loc va tim kiém sy kién theo loai, ngudn, thoi gian va mic do quan trong.

Xac dinh Van dé va Panh gia Tinh trang Hé théng: Gitp xac dinh nguyén nhan
ctia cac su ¢ hé thong, tir 46 cung cap thong tin quan trong dé giai quyét van dé va cai
thién hiéu suét hé thong.

Ghi nhan Sy kién Quan trong: Theo ddi cac sy kién quan trong nhu 16i ung dung,
luu lwong mang, dang nhap vao hé théng, dé bao vé va giam sat bao mat.

Tao Béo c4o va Théng ké: Cung cap kha ning tao bao céo va théng ké vé cac su
kién va hoat dong cua hé thdng, gitp hiéu rd hon vé tinh trang hoat déng ctiia may chu.

Chlng ta c6 thé khai chay Event Viewer tir man hinh Start cia Windows Server
2012 R2 biang cach nhap eventvwr va sau d6 nhan Enter hoic thdng qua Server Manager

> Tools > Event Viewer. Giao dién cua Event Viewer nhu hinh 6-4.

C Event Viewer =E

File Actian Wiew Help

= 7 .‘| H 57
[&] Event Viewer (Local) Administrative Events  Number of events: 1,733 Actions
4 [ Custorn Views - . -
) v 7 Administrative Eve.. =
b Server Roles ¥ Number of events 1,733
¥ Administrative Events Level Date and Time Source Event|D Task(~| | OpenSavedlog..
4 g Windows Logs WV Error 220572013 23:19:06 V55 8193 None | ¥ Create Custom Vie...
&S Application i Errer 22/05/2013 23:03:10 METLO... 5719 Nene Import Custom Vie...
] Securty i Ervor 22/05/2013 19:03:10 METLO... 5719 Nane ¥ Fier Currert Cuse
S Setup O Error 22/05/2013 13:03:10 NETLO.. 5719 None i
— AWarming  22/05/2013 13:06:40 DFSR BRI || Propetics
|| Forwarded Event ” 3 .
Y ID:M e :c: . L 1. Warning 22052003 13:06:34 Device... 201 Nene (0 Find..
Fl pplications and Seraces Logs . ATYE PR T 4T - o =
[ Active Directory Web Services i Wam!ng 2.:_ 03'.2513 . 300 34 Dev:f_e.. 202 None I Save All Bventsin C...
. . 1, Waming 2252003 130634 Device., 200 Mane )
ls | DF5 Replication Export Custom Vie...
- 1, Wamning 220572003 13:06:34 Device.. 202 None
k| Divectory Service o . . T T - Comy Custarm ¥
7] DS Server t ||| f | opy Custom Yiew.
i " Attach Task To Thas..
b | Hardware Events Event 2213, DFSR x
o | Interriet Explorer Yigw *
o] Key Management Service General | Details
G Refresh
b Microsoft -
[=] Windows PowerShell The DFS Replication senvice stopped replication on volume C.. This ocg H Hep L4
4 Subscriptions database is not shut down cleanly and Auto Recovery is disabled, To re
the files in the affected replicated folders. and then use the ResumeRen Event 2213, DFSR -
e Event Properties
mn >
:| Attach Task To Thas... w

Hinh 6-4 Event Viewer
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Khi nguoi quan tri lya chon vao mét sy kién, s& ¢d thé xem duoc chi tiét cac thong
tin duoc hé théng ghi nhan cho sy kién d6 giéng nhu hinh 6-5. Ngoai ra, hé théng con
cung cip duong dan dé thuc hién tra cau truc tuyén, gitip ngudi quan tri d& dang theo
d6i va xir Iy su ¢d.

Event Properties - Event 5719, NETLOGON [ x

General | Details

This computer was not able to set up a secure session with a domain contreller in domain
ECOAST due to the following:

There are currently no logon servers available to service the logon request.

This may lead to suthentication problems. Make sure that this computer is connected to the
network. If the problem persists, please contact your domain administrator.

ADDITIOMNAL INFO

If this computer is 2 domain controller for the specified domain, it sets up the secure session to
the primary domain controller emulator in the specified domain, Otherwise, this computer sets up
the secure session to any domain controller in the specified domain.

t]
0

Log Mame: System

Source: METLOGON Logged: 20/05/2013 11:02:05
Event [D: 519 Task Category: MNone

Level: Error Keywords: Classic

User M/A Computer: BF1.Bigfirm.com
OpCode:

Mere Infermation: Even li

Copy Close

Hinh 6-5 Chi tiét mgt Event trong hé thong
6.2 Kiém soat truy cap
6.2.1 Audit Policy

Thiét 1ap chinh sach kiém toan 12 mot khia canh quan trong cta bao mat. Giam
st viéc tao hoic sira doi cac dbi twong cung cap cho ching ta mot cach dé theo ddi céc
van dé bao mat tiém an, giap dam bao trach nhiém giai trinh ciia nguoi ding va cung
cap bang chimg trong truong hop vi pham bao mat.

C6 chin loai sy kién khac nhau ma ching ta cé thé kiém tra. Néu ching ta kiém
tra bat ky loai su kién nao trong sé nay, Windows® sé& ghi lai cac su kién d6 trong Nhat
ky bao mat ma chiing ta cd thé tim thay trong Trinh xem sy kién.

Sy kién dang nhap tai khoan. Kiém tra diéu nay dé xem timg trudng hop ngudi
dung dang nhap hoic dang xuat khoi mot may tinh khac ma may tinh nay duoc sir dung
dé xé4c thyc tai khoan. Cac su kién dang nhap tai khoan duoc tao trong Nhat ky bao mat
cua bo diéu khién mién khi tai khoan ngudi dung mién dugc xac thyc trén bo diéu khién
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mién. Céc su kién nay tach biét véi céc su kién Logon, dugc tao trong Nhat ky bao mat
cuc bo khi nguoi dung cuc bd dugc xac thuc trén may tinh cuc bo. Cac su kién dang
Xuit tai khoan khong duoc theo di trén bo diéu khién mién.

Quan ly tai khoan. Kiém tra diéu ndy dé xem khi ai d6 da thay doi tén tai khoan,
bat hozc tit tai khoan, tao hodc x6a tai khoan, thay d6i mat khau hoic thay ddi nhém
nguoi dung.

Truy cap dich vu thu myc. Kiém tra diéu nay dé xem khi ai d6 truy cap d6i tuong
dich vu thu muc Active Directory® c6 danh sach kiém soét truy cap hé théng (SACL)
riéng.

Ding nhap su kién. Kiém tra diéu nay dé xem khi ai d6 da dang nhap hoic tat
may tinh cta ching ta (trong khi thuc té trén may tinh cta ching ta hoic bang cach cd
gang dang nhap qua mang).

Quyeén truy cap ddi twong. Kiém tra diéu nay dé xem khi ai d6 da st dung tép, thu
muc, may in hoic dbi twong khac. Mac di ching ta ciing c6 thé kiém tra cac khoa so
dang ky, nhung ching t6i khuyén ching ta khong nén lam nhu vay trir khi chlng ta c6
kién thac may tinh nang cao va biét cach st dung s6 dang ky.

Thay doi chinh sach. Kiém tra diéu nay dé xem cac nd lyc thay d6i chinh sach
bao mat cuc bo va dé xem liéu ai d6 da thay doi viéc chuyén nhuong quyén ngudi ding,
chinh sach kiém tra hoac chinh sach tin cay hay chua.

Dic quyén st dung. Kiém tra diéu nay dé xem khi ai d6 thuc hién quyén ngudi
dung.

Theo déi quy trinh. Kiém tra diéu nay dé xem khi ndo xay ra c4c su kién nhu kich
hoat chuong trinh hodc thoat quy trinh.

Sy kién hé théng. Kiém tra diéu nay dé xem khi ai d6 da tat hoac khoi dong lai
may tinh hoac khi mét quy trinh hodc chuong trinh ¢ ging thuc hién didu gi d6 ma nd
khong c6 quyén thuc hién. Vi dy: néu phan mém doc hai ¢6 gang thay do6i cai dat trén
may tinh ciia ching ta ma khong co sy cho phép cua ching ta, kiém tra sy kién hé thong
sé ghi lai cai dat do.

Khi chiing ta thuc hién chinh sach kiém toan:

Chi dinh danh muc sy kién ma chdng ta mudn kiém tra. Cac danh muc sy kién
ma ching ta chon cau thanh chinh sach kiém toan cua ching ta.

Dit kich thudc va hoat dong caa Nhat ky bao mat. Ching ta c6 thé xem Nhat ky
bao mat bang Trinh xem sy kién.

Néu chiing ta mudn kiém tra quyén truy cap dich vu thu muc hoic quyén truy cap
d6i tuong, hiy xac dinh d6i trgng nao ching ta mudn kiém tra quyén truy cap va loai
quyén truy cap ching ta mudn kiém tra. Vi du: néu ching ta mubn kiém tra bat ky nd

94



luc ndo cua ngudi dung dé mé mot tép cu thé, ching ta c6 thé dinh cu hinh cai dat
chinh séch kiém tra trong danh muc su kién truy cap déi twong dé ca nd luc doc tép
thanh cong va thét bai déu dugc ghi lai.

Nhat ky bao mat ghi lai sy kién kiém tra bat ctr khi nao nguoi dung thuc hién cac
hanh dong cu thé nhat dinh. Vi du: viéc stra d6i tép hoic chinh sach co thé kich hoat sy
kién hién thi hanh dong da duoc thyuc hién, tai khoan ngudi dung dugc lién két va ngay
gio caa hanh dong. Nhirng su kién nay c6 thé 12 nd luc thuc hién hanh dong thanh cong
va that bai.

Céc phan tich bao mat thuong xuyén cho phép quan tri vién theo doi va xac dinh
xem cac bién phap bao mat thich hop c6 hiéu luc dbi véi ting may tinh nhu mét phan
ctua chuong trinh quan ly rai ro doanh nghiép hay khong. Cac phan tich nhu vay tap
trung vao thdng tin cu thé cao vé tit ca céc khia canh cua may tinh lién quan dén bao
mat, ma quan trj vién c6 thé st dung dé diéu chinh mirc d6 bao mat. Quan trong hon,
thong tin nay co thé gitp phat hién bat ky so suit bao mat nao co thé xay ra trong may
tinh theo thoi gian. Vi du: cac cip do bao mat c6 thé duoc thay doi tam thoi dé co thé
giai quyét ngay lap tic su ¢ quan tri hoac mang. Tuy nhién, nhitng thay d6i nhu vay
thuong bi 1ang quén va khong bao gid duoc hoan tac. Néu cac cip do bao mat khdng
dugc dat lai dung cach, may tinh c6 thé khong con dap Gng cac yéu cau vé bao mat
doanh nghiép.

Viéc thiét 1ap va kich hoat chinh sach kiém tra ghi lai cac sai léch so véi chinh
sach bao mat doanh nghiép cua ching ta 1a cuc ky quan trong d6i véi bat ky mang doanh
nghiép nao, vi nhat ky kiém tra c6 thé cung cap dau hiéu duy nhat cho thy di xay ra vi
pham bao mat bang cach ghi lai cac thay d6i vé quyén dbi vai tép, cai dit chuong trinh
va bao cdo dic quyén. Néu vi pham dugc phat hién theo cach khac, cai dat kiém tra thich
hop ¢6 thé tao nhat ky kiém tra c6 thé chaa théng tin quan trong vé vi pham, céch n6
xay ra va hé thong nao bi anh huong.

Trong nhiéu truong hop, cac su kién that bai c6 nhiéu thong tin hon cac su kién
thanh cong vi cac sy kién that bai thuong chi ra 15i. Vi du: nguoi dung dang nhap thanh
cong vao may tinh thudng duoc coi 1a binh thuong. Tuy nhién, néu ai d6 ¢6 gang dang
nhap vao may tinh nhiéu lan khong thanh cong, diéu d6 co thé cho thay ké tan cong cd
gang d6t nhap vao may tinh bang théng tin dang nhap tai khoan cia nguoi khac. Muc
Nhat ky su kién ciia Chinh sach nhém duoc sir dung dé xac dinh cac thugc tinh lién quan
dén nhat ky Ung dung, Bao mat va Hé théng, chang han nhu kich thuéc nhat ky tdi da,
quyén truy cap cho ting nhat ky, cai dat va phuong phap luu giit. Cac su kién kiém toan
duoc luu trir trong Nhat ky su kién bao mat. Bé biét thém thdng tin vé Nhat ky su kién,
hay xem phan Nhat ky su kién trong huéng dan nay.
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Trudc khi thuc hién bat ky quy trinh danh gia nao, to chirc phai xac dinh cach
thire ho s& thu thap, t6 chirc va phan tich dir liéu. S& c6 rat it gia trj trong khéi lwong 16n
dir liéu kiém toan néu khéng c6 ké hoach co ban dé sir dung noé. Ciing can luu ¥ rang cai
dit kiém tra c6 thé anh huéng dén hiéu suat may tinh. Anh huéng cia mot to hop cai
dit nhat dinh c6 thé khong dang ké trén may tinh nguoi dung cudi nhung khé dang chu
y trén mot may chu ban. Do d6, ching ta nén thuc hién mot sé kiém tra hiéu suét trudc
khi trién khai cai dat kiém tra méi trong méi trudng san xuat caa minh. Can nhic cudi
cung 14 dung luong luu trit ma chdng ta c6 thé phan bd dé luu trir dir liéu dugc thu thap
trong qua trinh kiém tra. TUy thudc vao cai dat ching ta chon, di liéu kiém tra c6 thé
tich liiy nhanh chéng va c6 thé lap day dung lugng dia trong.

Chuing ta c6 thé dinh cdu hinh cai dat chinh sach Kiém tra & vi tri sau trong Trinh
chinh stra B6i twong Chinh sach Nhém cua Windows Server® 2003 hoic Bang Piéu
khién Quan ly Chinh sach Nhém trong Windows Vista véi Goi Dich vu 1 (SP1):

Cau hinh may tinh \ Cai dat Windows \ Cai dat bao mat \ Chinh sach cuc bo \
Chinh sach kiém tra
6.2.2 Cai dit cac chinh sach giam sat va kiém soat truy cap

Céc 16 hong, bién phap ddi pho va tac dong tiém an cua tat ca cac cai dat kiém tra
la giong hét nhau. C4c tlly chon cho ting cai dat kiém tra ciing giong hét nhau:

- Trang thai thanh cong. Su kién kiém tra duoc tao ra khi hanh dong duoc
yéu cau thanh céng.

- Trang thai that bai. Mot su kién kiém tra duoc tao ra khi hanh dong duoc
yéu cau khong thanh cong.

- Khong c6 Kiém toan. Khdng c6 sy kién kiém tra nao duoc tao cho hanh
dong lién quan.

Tinh dé bi ton thuong

Néu cai dat kiém tra khong duoc dinh cau hinh, c6 thé khé hodc khong thé xac
dinh diéu gi da xay ra trong su ¢6 bao mat. Tuy nhién, néu cai dit kiém tra duoc dinh
c4u hinh dé cac su kién duoc tao cho tat ca cac hoat dong, Nhat ky bao mat s& chia day
dir liéu va kho sir dung. Ngoai ra, ching ta c6 thé sir dung mot luwong Ién dung lugng
Iuu trit dit liéu cling nhu anh huong xau dén hiéu suat tong thé ciia may tinh néu ching
ta dinh c4u hinh cai dat kiém tra cho mot s6 lwong 16n cac d6i tuong.

Néu st dung kiém tra 15i va Kiém tra: Tat hé thong ngay lap tic néu khdng thé
ghi cai dat kiém tra bao mat trong phan Tuy chon bao mat cia Chinh sach nhém duoc
bat, ké tan cong cd thé tao ra hang triéu su kién that bai, chang han nhu 15i ding nhap
dé dién vao Nhat ky bao mat va budc may tinh phai tat, tao ra tir chéi dich vu (DoS).
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Néu nhat ky bao mat duoc phép ghi de, ké tin cong c6 thé ghi dé mot phan hoic toan
bo hoat dong cua chiing bang cach tao ra mot sé lwong 16n cac sy kién dé bang chiing
vé sy xam nhap caa ching bj ghi de.

Bién phap dbi pho

Bat cai dat chinh sach Kiém tra hd tro chinh sach bao mat cua to chirc cho tit ca
cac may tinh trong té chirc caa ching ta. Xac dinh cac thanh phan ma ching ta can cho
mét chinh sach kiém toan cho phép té chuc caa ching ta quy trach nhiém cho ngudi
ding vé cac hanh dong caa ho trong khi st dung tai nguyén cua té chirc va cho phép céc
bo phan CNTT phat hién hoat dong trai phép mot cach hiéu qua va sau d6 theo doi cac
su kién do trong cac tép nhat ky.

Tac dong tiém tang

Néu khong c6 cai dat kiém tra nao duge dinh cu hinh hodc néu cai dat kiém tra
quéa long léo trén cadc may tinh trong té chic cua ching ta, cac su ¢b bao mat co thé
khong duoc phét hién hodc khong co du bang chimg dé phan tich phap y mang sau khi
su ¢6 bao mat xay ra. Tuy nhién, néu cai dat kiém tra qué chi tiét, cac muc nhap cuc ky
quan trong trong Nhat ky bao mat cé thé bi che khuat bai sé lwgng 16n muc nhap nhat
ky duoc tao boi cac hoat dong thong thuong va hiéu suat may tinh, déng thoi dung lugng
lwu tri dit liéu cé sin c6 thé bi anh huong nghiém trong. Céac cong ty hoat dong trong
mot s6 nganh duoc quan Iy nhat dinh c6 thé c6 nghia vu phép 1y dé ghi lai cac su kién
hoac hoat dong nhat dinh.

Kiém tra sy kién ding nhap tai khoan

Cai dat chinh sach nay cho phép kiém tra ting truong hop dang nhap hoic dang
XUat ctia ngudi ding trén mot may tinh khac véi may tinh ghi lai su kién va xac thyc tai
khoan. Kiém toan thanh cong cung cap thdng tin hiru ich cho muc dich ké toan va phap
y sau su ¢d dé ching ta c6 thé xac dinh ai da dang nhap thanh céng vao may tinh nao.

Kiém tra that bai rat hitu ich cho viéc phat hién xam nhap. Tuy nhién, ciu hinh
nay cua thiét 1ap chinh sach ciing tao ra kha niang tan cong DoS. Khi Kiém tra: Tat hé
théng ngay lap tirc néu khong thé ghi lai cai dat kiém tra bao mat trong phan Ty chon
bao mat ctia Chinh sach nhom ciing dwgc bat, ké tin cong c6 thé tao ra hang triéu lan
dang nhap that bai dé dién vao Nhat ky bao mat va buéc may tinh phai tat .

Néu chling ta dinh cau hinh cai dat su Kién dang nhap tai khoan Kiém tra thanh
Thanh cong trén bo diéu khién mién, thi mot sy kién s& dugc ghi lai cho ting ngudi
dung dugc x4c thyc dya trén b diéu khién mién do, ngay ca khi nguoi ding thuc sy
dang nhap vao mot may tram hoic may chii dugc tham gia vao mién.

Theo mac dinh, cac su kién dang nhap Auditaccount dugc dat thanh Thanh cong.

Kiém toan quan Iy tai khoan
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Cai dit chinh sach nay cho phép kiém tra tirng su kién quan ly tai khoan trén may
tinh. Vi du vé cac su kién quan ly tai khoan bao géom:

Tai khoan hoic nhom ngudi dung duoc tao, thay d6i hodc x6a.

Tai khoan ngudi dung duoc doi tén, vo hiéu hoa hoic kich hoat.

Mat khau dugc dat hoic thay doi.

Panh gia thanh céng nén duogc kich hoat trén tat ca cac may tinh trong doanh
nghiép cua ching ta. Khi mét té chirc phan (ng vai cac su ¢d bao mat, diéu quan trong
1a ho c6 thé theo ddi ai di tao, thay doi hoic x6a tai khoan. Kiém tra khéng thanh cong
tao ra mot sy kién khi bat ky hanh dong quan ly tai khoan nao khéng thanh cong.

Kiém tra quyén truy cap dich vy thu muc

Cai dat chinh sach nay cho phép kiém tra quyén truy cap cua ngudi ding vao mot
d6i tuong Active Directory c6 SACL duoc lién két. SACL 1a danh sach ngudi ding va
nhoém ma cac hanh dong trén mot d6i tuong sé& duoc kiém tra trén mang dya trén
Windows.

Kiém tra thanh cdng tao ra mot sy kién khi nguoi ding truy cap thanh cong ddi
tuong Active Directory c6 SACL chi ra rang ngudi ding can duoc kiém tra cho hanh
dong duoc yéu cau. Kiém tra that bai tao ra mot su kién cho mai lan thir khéng thanh
cong. (Ca hai loai su kién déu duoc tao trude khi ngudi dung duoc théng bao rang yéu
cau thanh cdng hay khdng thanh cong.) Néu chlng ta bat cai dit chinh sach nay va dinh
c4u hinh SACL trén cac dbi tugng thu muc, mot lugng 16n cac muc nhap cé thé duoc
tao trong Nhat ky bao mat trén bo diéu khién mién. Ching ta chi nén bat cac cai dat nay
néu ching ta thuc su ¢6 ¥ dinh st dung thong tin dugc tao.

Kiém tra sy kién dang nhap

Cai dat chinh sach nay cho phép kiém tra ting truong hop ding nhép, ding xuat
cua ngudi ding hoic két ndi mang véi may tinh ghi lai su kién. Néu ching ta ghi céc sy
kién dang nhap tai khoan thanh cong trén bo diéu khién mién, cac nd luc ding nhap may
tram khéng tao ra cac su kién ding nhap. Chi nhitng nd luc ding nhap mang va tuong
tac vao bo diéu khién mién méi tao ra céc su kién dang nhap trén bo diéu khién mién.
Tom lai, "su kién dang nhap tai khoan" duoc tao khi tai khoan ton tai, trén bo diéu khién
mién néu tai khoan Ia tai khoan mién hoic trén may tinh cuc bo néu tai khoan 1a tai
khoan may tinh cuc b6 va "su kién dang nhap" duoc tao trén may tinh noi ngudi dung
dang dang nhap hoic tat.

Kiém toan thanh céng cung cap théng tin hitu ich cho muc dich ra soat va diéu
tra sau su cd dé ching ta c6 thé xac dinh ai da diing nhap thanh cong vao may tinh nao.
Kiém tra that bai rat hitu ich cho viéc phat hién xam nhap. Tuy nhién, cau hinh cua cac
su kién that bai cling tao ra mot diéu kién DoS tiém an. Khi Kiém tra: Tat hé thong ngay
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lap tirc néu khong thé ghi lai cai dat kiém tra bao mat trong phan Tuy chon bao mat cua
Chinh sach nhém ciing dugc bat, ké tin cdng cd thé tao ra hang triéu lan ding nhap that
bai dé dién vao Nhat ky bao mat va buéc may chu phai tat .

Quyén truy cap dbi twong kiém tra

Cai dat chinh sach nay cho phép kiém tra sy kién duoc tao boi ngudi dung truy
cap mot ddi twong — vi du: tép, thu muc, khoa ding ky hoic may in — cd SACL chi
dinh yéu cau kiém tra.

Kiém tra thanh cong tao ra mot sy kién khi ngudi dung truy cap thanh cong mot
dbi twong cd SACL. Kiém tra that bai tao ra mot su kién cho mdi lan thir khong thanh
cong (Mot sé su kién hong hdc s& xay ra trong qua trinh hoat dong binh thudng caa may
tinh). Vi dy, nhiéu tng dung (chang han nhu Microsoft Word) ludn ¢ gang mé tép véi
ca dac quyén doc va ghi. Néu cac ting dung khong thé 1am nhu vy, thi ching s& ¢ gang
m& cac tép bang dic quyén chi doc. Néu ching ta bat kiém tra 16i va SACL thich hop
trén tép, su kién 16i s& duoc ghi lai khi su kién do xay ra.

Trong Windows Server 2003 véi Géi Dich vu 1 (SP1), ching ta c6 thé kiém tra
quyén truy cip vao cac ddi twong duoc luu trit trong siéu dir liéu Dich vu Théng tin
Internet (IIS). Dé bat kiém tra di twong siéu dit liéu, ching ta phai bat quyén truy cap
dbi twgng Kiém tra trén may tinh muc tiéu, sau d6 diat SACL trén cac doi twong siéu dit
liéu cu thé c6 quyén truy cap ma ching ta mudn kiém tra.

Néu ching ta dinh cu hinh cai dt chinh sach truy cap déi teong Kiém tra va
dinh c4u hinh SACL trén cac déi tuong, thi mét luong Ion cac muc nhap cé thé duoc
tao trong Nhat ky bao mat trén may tinh trong té chirc cia ching ta. Do dé, ching ta chi
nén bat cac cai dat ndy néu ching ta thuc sy c6 ¥ dinh sir dung thong tin duoc ghi lai.

Thay doi chinh séch kiém toan

Cai dit chinh sach nay cho phép kiém tra moi ty Ié thay d6i d6i véi chinh sach
chuyén nhuong quyén ngudi dung, chinh sach Tuong lra cia Windows, chinh sach
Kiém tra hoic chinh sch tin cay.

Kiém tra thanh cong rét hitu ich cho muyc dich ké toan va cé thé gilp ching ta xac
dinh ai di sira doi thanh céng céc chinh sach trong mién hoic trén tirng may tinh. Panh
gia that bai tao ra mot sy kién khi mot thay d6i ddi véi chinh sach chuyén nhwong quyén
nguoi dung, chinh sach Panh gia hoac chinh sach tin cay khéng thanh cong.

Néu chling ta bat cai dat thay d6i chinh sach Kiém tra trong Windows Vista va
Windows Server 2003 véi SP1, thi viéc ghi nhat ky cac thay doi cau hinh cho thanh
phan Tuong lra cia Windows ciing dugc bat.

Str dung dac quyén kiém tra
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Cai dat chinh séch nay cho phép kiém tra timg trueong hop caa nguoi dung thuc
hién quyén ngudi ding.

Danh gia thanh cdng tao ra mot sy kién khi viéc thuc thi quyén cua nguoi ding
thanh c6ng. Danh gia that bai tao ra mot sy kién cho mét bai tap khong thanh céng. Néu
chiing ta bat cai dit chinh sach nay, khéi lwong su kién dugc tao c6 thé rat 16n va cong
kénh. Chlng ta chi nén bat cai dit nay néu ching ta dinh sir dung thong tin duoc tao.

Céc su kién danh gia khong duoc tao dé sir dung cac quyén cua ngudi ding sau,
ngay ca khi danh gia thanh cong hoic danh gia that bai dugc chi dinh cho cai dat chinh
sach st dung dic quyén Panh gié:

B qua kiém tra ngang

Chuong trinh g& 10i

Tao mot dbi twgng ma théng bao

Thay thé ma thong bao cip quy trinh

Tao kiém tra bao mat

Sao luu tép va thu muc

Khoi phuc tép va thu muc

Theo dbi qua trinh kiém tra

Cai dat chinh sach nay cho phép kiém tra théng tin theo ddi chi tiét cho cac su
kién nhu kich hoat chwong trinh, thoat quy trinh, xi ly trung l3p va truy cap déi twong
gian tiép.

Panh gia thanh céng tao ra mot sy Kién khi qua trinh dwoc theo déi thanh cong.
Panh gia that bai tao ra mét sy kién khi qua trinh khdng thanh céng.

Néu chiing ta bat theo d6i qué trinh Kiém tra trong Windows Vista va Windows
Server 2003 véi SP1, Windows ciing s& ghi lai thdng tin vé ché d6 hoat dong va trang
thai cia cau phan Tuong lira cua Windows.

Khi duoc bat, cai dat theo ddi quy trinh Kiém tra sé& tao ra mot sb luong 16n cac
su kién. Cai dat chinh sach nay thuong duoc dinh cau hinh thanh Khong kiém tra. Tuy
nhién, théng tin ma thiét 1ap chinh sach nay tao ra co thé rat hitu ich trong qua trinh &ng
ph6 sy ¢b vi n6 cung cap nhat ky chi tiét vé cac qua trinh da dugc bat dau va khi ching
duoc bat dau.

Su kién hé thong kiém tra

Cai dat chinh sach nay cho phép kiém tra viéc khoi dong lai hoac tat may tinh cua
ngudi ding hoic cac su kién anh huong dén bao mat may tinh hoiac Nhat ky bao mat.

Kiém tra thanh cdng tao ra mot su kién khi mét sy kién chay thanh cong. Kiém
toan that bai tao ra mot sy kién khi mot sy kién khong thanh cong.
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Bai vi mot sé su kién bo sung duoc ghi lai néu ca kiém tra that bai va thanh cong
déu duoc bat cho cac sy kién hé thdng va bai vi tit ca céc su kién nhu vay déu rat quan
trong, ching ta nén dinh cu hinh cai dit chinh sach nay thanh Bat trén tit ca cac may
tinh trong t6 chirc caa minh.
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CHUONG7 SAOLUU VA KHOI PHUC DU LIEU

7.1 Sao luu va khéi phuc dir liéu sir dung windows server backup

Tu Windows Server 2008, cong cu NTBackup khong con dugc Windows hd tro
ma thay vao do 1a Windows Server Backup. Windows Server Backup 1a cong cu sao luu
va phuc hdi dit liéu dugc Microsoft phét trién méi hoan toan véi co ché hoat dong va
nhiéu tinh ning rat khac biét so v&i “ngudi tién nhiém” NTBackup.

Xét vé kha niang sao luu, Windows Server Backup 13 cong cu khd manh mé boi
né hd tro sao lwu nhidu dang dit liéu:

- Full server (All volume): Sao luu tit ca cac volume cua server.

- Selected volume: Sao lvu mot volume xac dinh.

- System state: Sao luu dir liéu System state caa Windows (bao gom Active
Directory).

- File/Folder: Sao luu dir liéu dang file/folder.

- Bare-metal recovery: Tao ban sao luu dé phuc hoi Bare-metal.

Chung ta c6 thé st dung Windows Server Backup dé sao luu dir liéu cua Local
server hoic Remote server. Windows Server Backup hd trg chay thi cong mot lan (One-
time Backup) hoic chay ty dong theo lich sao luu (Schedule Backup). Vé giao dién,
Windows Server Backup hd trg 3 giao dién 1a MMC Snap-in, Command-line va
Windows PowerShell.

Mot sé diém khac nhau caa Windows Server Backup so vai NTBackup

Windows Server Backup 1a tinh nang duoc Microsoft phét trién mgi hoan toan
vGi mot so thay doi trong quan diém thiét ké so véi NTBackup. Do d6, cong cu nay cé
mot s diém khac biét dang luu ¥ sau:

1. Khong hd trg Tape

Windows Server Backup hoan toan khdng hd tro thiét bi Tape. Ching ta khong
thé doc/ghi dir liéu tir Windows Server Backup ti/xudng Tape. Theo quan diém cua
Microsoft thi Tape dang di theo con dudng cua Floppy-disk béi thiét bi luu trit Disk
ngay cang ré trong khi sir dung lai don gian hon nhiéu. Vi thé, Microsoft chi hd tro thiét
bi luu trir Disk hoac DVD véi Windows Server Backup. Vi thé, nhitng doanh nghiép
khi nang cip 1én Windows Server 2008 chic chin phai tir bo thiét bi Tape dang c6 hoic
phai tim kiém mét giai phap sao luu khac c6 hé trg Tape. Diéu ndy gay ra khong it bat
tién va lang phi.

Mic di ching ta Windows Server Backup khéng hé tro Tape nhung Microsoft
cd cung cap mot phién ban NTBackup véi Windows Server 2008 c6 thé sir dung dé phuc
hoi cac dir liéu sao luu vao Tape trudc dé (goi la Restore-only NTBackup —
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http://www.microsoft.com/en-us/download/details.aspx?id=4220). Nh¢o d6, chlng ta co
thé phuc hdi dit liéu da duoc sao luu vao Tape bang NTBackup.

Luu ¥ 14 chding ta c6 thé phuc hdi dit liéu tir Tape véi phién ban NTBackup nay,
nhung khéng thé ghi dit liéu vao né. Dé st dung phién ban NTBackup nay trén Windows
Server 2008, ching ta can tim dtng driver cho Tape drive sir dung. Vi Microsoft khdng
hd trg Tape nira nén nhiéu nha san xuit Tape khong ciing khong cung cap driver cho
Windows Server 2008.

2. Sao luu dang Block-level

Thay vi sao luu theo co ché File-level nhu NTBackup, Windows Server Backup
sir dung co ché Block-level. V&i co ché nay, Windows Server Backup chi sao luu nhitng
block dit liéu thay d6i trong file chir khong sao luu toan bo file. Bén canh d6, Windows
Server Backup xtr Iy dit lidu & cap do Image-base nén khdng phai mat thoi gian cho céac
thao tAc ma/dong tirng file nhu véi NTBackup. Nho vay, so vai NTBackup thi Windows
Server Backup sao Iuu nhanh va tén it dung lugng hon.

Bén canh céch thuc sao chép dir liéu, Windows Server Backup con thay d6i cach
thirc quan Iy cac block dit liéu caa mdi 1an sao luu. Nho d6, khi phuc hdi ching ta khdng
can thuc hién phuc hdi ban Full backup va nhiéu ban Incremental backup sau d6 ma chi
can lya chon phién ban can phuc hdi (bdi cac ban sao luu déu 1a ban Full backup).

3. Tu dong quan ly dung luong

Piém manh caa Windows Server Backup 1a kha ning tu quan Iy dung luong ving
Iuwu trir chira file sao luu. Khi ving luu trit bi ddy, Window Server Backup sé& tu dong
x06a phién ban cii dé giai phong dung luong cho phién ban méi. Qua trinh nay dién ra
hoan toan ty dong ma ching ta khéng can phai thao tac.

Mic dinh khong dugc cai dat sain: Windows Server Backup khong duoc cai dit
san trong Windows nhu NTBackup. Thay vao dé, ching ta can sir dung céng cu Add
roles and features trong Server Manager dé cai dit tinh niang nay. Windows hoan toan
khong canh bao gi vé viéc chling ta di cai dat hay sao luu dir liéu chua. Do d6, tt nhat
ching ta nén cai dat Windows Server Backup ngay sau khi cai dat Windows. Va ciu
hinh dé sao luu ngay sau d6. Tranh dé tinh trang mat dit liéu xay ra roi khi d6 méi cudng
cudng lo chuyén sao luu.

Mot s thao tac vai Windows Server Backup:

Budc 1: Cai dat Features Windows Server Backup. Hinh 7-1.
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5

Server Manager =8 *

) | [" Manage

DESTINATION SERVER
Select features
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection [ Telnet Server ~ :’w;iu:s sE::r Backup allows you
Server Roles I IEE SaT
L] TFTP Client operating system, applications and
[ [H] User Interfaces and Infrastructure (2 of 3 installed) data. You can schedule backups, and
Confirmation [ Windows Biometric Framewaork P“I:"E‘:t the entire server or specific
[ Windows Feedback Farwarder velumes.
[] Windows Identity Foundation 3.5
[] Windows Internal Database
b (W] Windows PowerShell (3 of 5 installed) =
3 Windows Process Activation Service (Inst
[ Windows Search Service — Hide
] Windows Server Migration Tools =
[] Windows Standards-Based Storage Management | _|
[ Windows TIFF IFilter
[T TP S, v
<[ " HE
<Previous | [ Ned> | | sl | [ Cancel | -
ility
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results
9/27/2018 1:55 PM

| v

Hinh 7-1 Cai dat tinh nang sao luu dir ligu

Budc 2: Khai tao ké hoach sao luu dit liéu

“;"f::m“"‘"“ Local Backup

3 Vou can perform a single backup or schedule a regular backup using this application.

Messages ast week, double click

Meszage

Select Backup Configurat

To creste a backup schedule, you should irst decide:
ck up

Specy Backup Time - Vihat o back up (Full Server, System State, selected fies, folders or volumes)
- Vinen snd how often o back up your server
Status Type X
onfirmaton
Last Backup Contmet To continue, click Nest.
Summary

Statuz

Time:

B View dets

| |

Hinh 7-2 Khdi tao lich biéu sao luu

Budéc 3: Cau hinh lich biéu sao luu va lya chon kiéu sao luu
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q}@ Select Backup Configuration

Getting Started What type of configuration do you want to schedule?

® Full server (recommended)
| want to back up all my server data, applications and system state.
Backup size: 30.61 GB

Specify Backup Time

Specify Destination Type

) Customn

| want to choose custom volumes, files for backup.

Confirmation

Summary

Hinh 7-3 Cdu hinh sao luu dir liéu

Ngudi quan tri c6 thé lya chon sao luu toan b may cha hoic chi sao luu mot phan.

s:};ﬂé Specify Backup Time

Getting Started
Select Backup Configurat... ® Onceaday
Select time of day: | .00 pp
Specify Destination Type
= - Click an available time and then click Add to add it to the backup schedule.
Confirmation
Available time: Scheduled time:
Summary _ _
12:00 AM ~ 9:00 PM |~
12:30 AM =]
1:00 AM =

1:30 AM R
200 AM
2:30 &AM

330 AM
4:00 AM

4:30 AM

<]
£

| < Previous | MNext = | | Finish | | Cancel |

Hinh 7-4 Cdu hinh thoi gian thuc hién sao luu
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C6 thé cau hinh thyc hién viéc sao lvu mot 1an trong mot ngay hozc nhiéu lan trong

ngay.

Budéc 4: Lya chon vi tri luu dir liéu

&13, Specify Destination Type

Getting Started

Select Backup Configurat...
Specify Backup Time
Specify Destination Type
Specify Remote Shared F...

Confirmation

Summary

Where do you want to store the backups?
O Back up to a hard disk that is dedicated for backups (recommended)

Choose this option for the safest way to store backups. The hard disk that you use
will be formatted and then dedicated to only store backups.

O Back up to a volume

Choose this option if you cannot dedicate an entire disk for backups. Note that the
performance of the volume may be reduced by up to 200 percent while it is used
to store backups. We recommend that you do not store other server data on the
same volume,

® Back up to a shared network folder

Choose this option if you do not want to store backups locally on the server. Note
that you will only have one backup at a time because when you create a new
backup it overwrites the previous backup.

| < Previous | ‘ Finish ‘ Cancel

Hinh 7-5 Lya chon vi tri luu ban sao

C6 thé sao luu vao mot 6 dia vat ly, mot 6 dia logic hodc mot 6 dia trén mang.
Budc 5: Hoan thanh viéc sao luu

gi% Summary

Specify Destination Type
Specify Rernote Shared ...

Confirmation

Getting Started Status:  You hawve successfully created the backup schedule,
Select Backup Configurat... Your first scheduled backup will happen at 6/20/2016 %00 PM,
Specify Backup Time

| < Previous [ et > ] I Close || Cancel
L

Hinh 7-6 Hoan thanh sao luu
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7.2 Cac giai phap sao lwu va khoi phuc dir liéu khac

Tu dong sao luu va phuc hdi dit liéu trén may cha Windows Server 1a mét phan
quan trong cua viéc bao vé va duy tri tinh 6n dinh cho moéi trudng doanh nghiép. Dudi
day 1a mot s6 phan mém chuyén dung duoc thiét ké dé cung cap giai phap sao luu va
phuc héi dit liéu manh mé cho may chi Windows Server:

Acronis Backup: Acronis Backup di ldu duoc biét dén 1a mét trong nhirng phan
mém hang dau trong linh vyc sao luu va phuc hoi dit liéu. Véi kha nang tao ban sao luu
toan bo hé théng, dit liéu va tng dung, Acronis Backup cung cdp mét giai phap toan
dién dé bao vé may chi Windows Server caa ban. N6 hd trg nhiéu phuong phap sao luu
nhu sao luu may 4o, sao luu truc tiép 18n céc dich vu dam may pho bién va kha ning
phuc héi linh hoat.

Veritas Backup Exec: Déi v6i méi truong doanh nghiép, Veritas Backup Exec
la mot lya chon dang can nhac. Vi tich hop da nén tang, phan mém nay cho phép sao
lwu dit liéu trén cac hé diéu hanh khac nhau va ung dung da dang. Veritas Backup Exec
cung cp kha ning sao luu va phuc hoi dir liéu trén méi truong Windows Server mot
cach hiéu qua, bo sung thém tich hop véi cac giai phap dam may.

Veeam Backup & Replication: Danh cho moi truong ao héa, Veeam Backup &
Replication da ching to kha ning manh mé& trong viéc sao luu va phuc hdi may chu
Windows Server chay trén nén tang VMware va Hyper-V. Véi kha ning sao luu lién
tuc, nén dir liéu théng minh va tich hop vai cac dich vu dam may 16n, Veeam dem lai
hiéu suat cao va tinh linh hoat trong viéc bao vé dix liéu.

Symantec System Recovery: Symantec System Recovery cung cap mot phuong
phap toan dién dé tao sao luu hé théng va phuc hdi dit liéu trén may cha Windows. Kha
nang sao luu tryc tiép 18n cac 6 dia cuc bd va luu trir dam may giup dam bao su an toan
cho dir liéu cua ban.

BackupAssist: Puoc thiét ké cho sy da dang trong viéc sao luu dir liéu,
BackupAssist cung cap nhiéu tinh ning bao vé, bao gom sao luu toan bo hé thong va dir
liéu co s dit liéu. Kha ning sao luu 1én cac dich vu dam may phd bién nhu Amazon S3
va Microsoft Azure gitp ban duy tri dit liéu an toan va dé dang phuc hoi.

Tat ca nhitng phan mém trén déu dem lai sy linh hoat va kha ning tuy chinh dé
ching ta c6 thé lra chon giai phap sao luu va phuc hdi dix liéu phi hop véi nhu cau cu
thé cia may cha Windows Server. Truéc khi quyét dinh, hdy xem xét can than céc tinh
nang, tich hop véi ha ting hién c6 va kha niang hd trg k§ thuat dé dam bao rang ching
ta da chon lya ding phan mém.
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